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BBEOEHUE

KoMmnbloTepHble CETH CETOAHSA SIBISIOTCS MPUBBIYHBIM HHCTPYMEHTOM
KOMMYHUKAaI, THPOPMAIIMOHHOTO 0OMEHa M BBINOJHEHUs BhluucaeHUH. O1-
HOBPEMEHHO OpTraHMU3aIus ceTel, MPUHIMIMBI UX GYHKIMOHUPOBAHUS U MPaBUIIA
KOH(UTypUpOBaHUS HE SBISIIOTCSA MPOCTHIMU U TPEOYIOT OT CHEIUATUCTOB, BbI-
MOJHSIOMMX MPOEKTUPOBAHUE, MOCTPOECHUE U AIMUHUCTPUPOBAHUE KOMIIbIO-
TEPHBIX CETeH, OMpeeICHHBIX TEOPETUYECKUX 3HAHUI U 00s3aTEIBHOTO MpaK-
TUYECKOTO OTIbITA.

[Ipy M3ydyeHHM NUCIUIUINH, CBSI3aHHBIX C OpraHU3alMed KOMIBIOTEPHBIX
CeTel, Tepea CTyIeHTaMH BO3HHMKAIOT HECKOIBKO MpobieM. Bo-mepBbix, s
BBITIOJTHEHUS OOJBITMHCTBA MPAKTUUYECKUX 3a7a4 M AKCIIEPUMEHTOB HEOOXO1U-
Ma CeTh, OOBEAUHSIONIAs HECKOIBKO KOMITBIOTEPOB U CETEBBIX YCTPOMCTB, KO-
TOpasi HEe BCerJa JOCTyMHa (HampuMep, B JOMAIIHUX YCIOBUSIX). Bo-BTOpbIX, B
YHUBEPCUTETCKUX JTAOOPATOPUAX CTYACHTHI 4acTO pabOTaIOT C OTpaHUYECHHBIMU
MIpaBaMH Ha BBITIOJHEHUE JAEHCTBHUI B ONEPALIMOHHBIX CHUCTEMAX, YTO HE MO3BO-
JISI€T BBITIOJIHATh KOH(UTYPUPOBAHHE ONEPAIMOHHBIX CUCTEM U yCTpoucTB. U B-
TPEThbUX, OYEHb YACTO Ja0OPATOPUU HE OCHAIIEHBI (WJIM HE OCHAIIEHBI JOCTa-
TOYHO, YTOOBl C HUMH MOTJHM padOTaTh CTYJEHTHI) CETEBBIMU YCTPOWCTBAMH,
KOTOPBIE OIATH KE MOXXHO KOHPUTYPUPOBATH TOJIBKO C aJMHUHHUCTPATHUBHBIMU
noJiHoMouusiMu. Eciiu k 3ToMy 106aBUTH OUEHb Majlioe BpeMsl ayJJMTOPHOMN pa-
O0TbI U JOBOJBHO OOJIBIIOE BpPEMsI CAMOCTOSITEIBHOM pabOThl CTYAEHTOB,
MPEAyCMOTPEHHOE TTporpaMMaMu OOy4YeHHsI B By3aX YKpauHbl, TO CTAHOBUTCS
MOHSATHBIM, YTO UCIIOJIb30BaHUE MPOTPAMM MOJACIUPOBAHUSL CTPYKTYPBI U TIPO-
I[ECCOB B KOMITBIOTEPHBIX CETSX SIBJSECTCS OUEHb IIEHHBIM M BaXXHBIM JOTIOJIHE-
HUEM K IIPaKTUUYECKOMY OOYUEHUIO B JJaOOpATOPUSIX.

[IpuMepHO AecsATh JET Ha3aJl aBTOP MO3HAKOMUIICS C MPOrpPaMMHBIM o0ec-
neuenuem NetSim paspaboTku ¢pupmbl BOSON, koTopoe MCIoIb30BaIn st 00Y-
YEeHHUs CIyIIaTeNiell B pernoHanbHOU ceteBoil akamemun CiSCO B TepHOMOb-
CKOM HallMOHAJBbHOM T€XHUYECKOM yHUBepcurere. C TeX mop 3To NporpaMMHOE
o0ecrieueHne HMCIoJIb30BaJIOCh aBTOPOM TIPH MPENOJaBaHUU TUCIUILINH, CBS-
3aHHBIX C KOMITBIOTEPHBIMU ceTSIMHU. HegocTaTkoM mporpaMMbl ObLi1a HCKITFOY -
TenbHask opueHTanus Ha Windows, a Takke KOMMEPUYECKHI XapakTep, YTO M03-
BOJISIJIO UCIIOJIB30BaTh TOJIBKO €€ OrpaHUYEHHbIE JleMo-Bepcur. C HeTaBHUX TOP
BeJylasi KOMITaHUsS B OOJIaCTH CO3JaHMs CeTeBBIX ycTpoiictB Cisco Systems
paspaboTaiia I HY»J cBouX akajaemuii mporpammbel Cisco Packet Tracer, xo-
TOpOE MpeBbIIIaeT GyHKIIMOHATILHOCTE BOoson NetSim, cymiecTByrOT ero Bepcuu
1t Windows u Linux, u oHO He siBIIsieTCsl KomMepdyeckuM. B nanHOM mocoOuu
3TO MPOrPaMMHOE OOECHEYEHUE MCIONb3YeTCsl Hapsay ¢ paboToOl B peasibHbIX
CETSAX W, IO MHEHHUIO aBTOpPA, MO3BOJISIET Jydllle TOHATh MPUHIUIIBI OpraHu3a-
1IMU U QYHKIIMOHUPOBAHUS KOMITBIOTEPHBIX CETEH.

Takke BaKHBIM, [10 MHEHUIO aBTOPA, SIBJISIETCS U3YYEHUE KOMITbIOTEPHBIX
CeTel C MCIMOJb30BAaHUEM MPOrpPaMM-aHAIU3ATOPOB NPOTOKOJIOB, KOTOPHIE MO3-
BOJISIFOT BBIMIOJIHATH aHAIN3 CTPYKTYP JAAHHBIX, ONPEEIsEMbIX CETEBBIMU MPO-
TOKOJIaMU pa3HbIX ypoBHEW. B kauecTBe Takoil mporpaMMbl B mocoOuu mpeasa-



raeTcsi CBOOOJHO PACIPOCTPAHIEMOE KPOCCIUIaAT(HOPMEHHOE MPOTrPaAaMMHOE
obecrnieuenue Wireshark.

Matepuan ydyeOHOro mocoOusi OXBaThIBAaET KaHAJbHBIN, CETEBOM U TpaHC-
NOPTHBIN ypoBHU Mojenu cereBoro B3aumosenctsus (I[IPUJIOKEHUE A), no-
CKOJIbKY UMEHHO 3TH YPOBHU B OCHOBHOM OTBEYAIOT 33 OPraHU3ALNI0 KOMIIbIO-
TEPHBIX CETEMN.

[ens naHHOTO y4eOHOTO MOCOOMS: COAEMCTBOBATh MOJATOTOBKE CIICIIMAIIN-
CTOB, OOJIAAIOMUX 3HAHUSAMHU TO OOMUM TpPHUHIHMIAM (DYHKITMOHHPOBAHUSA,
CTaHIAPTHBIM MTPOTOKOJIAM U TEXHOJIOTHUSIM IMOCTPOCHUS KOMITBIOTEPHBIX CETEH.

OcCHOBHbBIE KOMIIETEHIIMM TOCOOUS: AaTh CTYJICHTaM 3HAHUS O MPUHIUIIAX
MOCTPOCHUS Y (PYHKIIMOHUPOBAHUSI KOMIIBIOTEPHBIX CETEH, OCHOBHBIX TEXHOJO-
TUsAX U 000pYJOBAaHUM TEPEAaud JAHHBIX, MIPOTOKOIAX UHGOPMAIIMOHHOTO 00-
MEHA U CETEBBIX BO3MOXKHOCTEN ONEPAIMOHHBIX CUCTEM.

B pesynbTaTte u3ydeHus JTaHHOTO MOCOOUs CTYACHT TOKEH

MOJIyYUTh TeopeTH4ecKre 3HAHUS B 00J1aCTH

— OCHOBHBIX CTaHAAPTOB U crielU(UKAIIUN KOMIBIOTEPHBIX CETEH;

—  aIropuTMOB (PYHKIIMOHUPOBAHUSI CETEBBIX TEXHOJOTUM, CTPYKTYpHI
JIOKAJBHBIX U TTI00ATBHBIX KOMITBIOTEPHBIX CETEH;

— OCHOBHBIX THUIIOB aIlllapaTHBIX KOMIIOHEHTOB KOMIIBIOTEPHBIX CETEM;

— COBPEMEHHBIX CETEBBIX CPEJCTB OIECPAIMOHHBIX CHUCTEM M CETEBOTO
IPOTPAMMHOTO 00€CTICUCHUS;

NOJIYYHMTH CJIEAYIIIHE NPAKTHYECKHE HABBIKU

—  BBINOJIHATH CTPYKTYPHBIMA aHAJIN3 KOMIIBIOTEPHBIX CETEU U aHAIU3UPO-
BaTh KaJIphl U MAKEThI, IEPEHOCSIINE NHPOPMAITUIO B CETSX;

— noadupaTh HEOOXOJMMBIC CETEBBIC anmapaTHbie KOMIOHEHTHI U BBI-
MIOJIHATH UX HACTPOWKHU;

— KOH(UTYpHPOBATH CTEKU CETEBBIX MPOTOKOJIOB OMEPAIMOHHBIX CUCTEM
U MPUMEHSTh CETEBOE MPOTrpaMMHOE O0ECIeueHUE /1Jii MOHUTOPUHTA U YIIPaB-
JICHUS CETSIMU.



PA3[EN 1
NOCTPOEHME N HACTPOMKA
NIOKANBbHOWN KOMMbLIOTEPHOW CETY

1.1. O0mas cTpyKTypa u 000pyA0BaHME JIOKAJIbHON KOMIILIOTEPHOM CeTH

Jloxkanvnas xomnwvromeprnas cems (Local Area Network — LAN) mpencras-
aseT cobol HAaOOp KOMITBIOTEPOB (YACTO HA3BIBAEMBIX padOUUMU CHIAHYUSAMU
(Workstation)), cepBepoB, CETeBBIX IPUHTEPOB, KOMMYyTaTOpoB (Switch), Mapi-
pytuzaTopoB (Router), Touek moctyma (Access Point), apyroro o6opymnoBaHus,
a TaK)Ke COCIMHSIONINX UX Kabelnel, 0OBIYHO PacIioIOKEHHBIX Ha OTHOCUTEIIEHO
HEOOJIBIIION TEPPUTOPUU WM B HEOOJIBIIONW Tpymme 31aHui (yuyeOHBIM Kiacc,
KBapTHpa, OpHC, YHUBEPCUTET, IOM, pupMa, peanpustue) (puc. 1).

KommyTtaTtop
(Switch)

Touka gocTtyna
(Access Point)

Pa6Gouas cTaHuus S
(Workstation)

K~ HoyT6yk
\0\‘ - BN S (Notebook)
§ CeTeBou npuHTep % %
(Network Printer)
CepBep Pa6ouas ctaHums
(Server) (Workstation)

Puc. 1. Ctpyktypa npocreiiiiei J10KalbHON KOMITBIOTEPHOU CeTH

B noxanbHOM CEeTH MOKHO BBIACIUTD:

—  OKOHEYHOEe 000pyJOBaHWE IMOJIb30BATENeH, TTOCTABISIONIEEe JaHHBIC B
CeTh W MPUHUMAIOINIECE JaHHBIC NI 00paboTKu (paboyme CTaHIMU, CEPBEPHI,
HOYTOYKH, CETEBbIC MPUHTEPHI U JP.);

— aKTHUBHOE CETEeBOE 00OpyJOBaHHUE, OPraHU3YIOIee KaHAJbI JIJIS Mepe-
nayu MH(pOpMAIMu MEXIy OKOHEYHBIM OOOpYJOBaHWEM TMOJIb30BaTeiel B
CTPYKTypax JaHHBIX, HA3bIBAEMbIX MMAKEeTaMH, KaJApaMH, COOOIEHUIMH (KOMMY-
TaTOPBI, MAPIIPYTU3ATOPHI, KOHIIEHTPATOPHI, TOUYKH TOCTYIA, MOAEMBI U JIp.);

— TIaCCHMBHOE CETeBOE 00OpyJOBaHUE, MPEACTABIIIONIEE cCO00M Kabemnw,
KabeJbHbIE KaHajbl (KOpo0a), pa3bEMbI, PO3ETKH U JIPYroe COEIUHUTEIIBHOE
00OpyIOBaHUE, a TAK)KE CTOMKU W TIOJICTABKH IJISl pa3MEIIEeHUs] aKTUBHOTO Ce-
TEBOTO 00OPYIOBaHUSI.



Jlnis opranu3anuu paboThl JOKAIbHON KOMITBIOTEPHOM CETH HEOOXOAMMO:

a)  BBINOJHUTH (PU3UYECKOE MOCTPOCHUE KOMITBIOTEPHOU CETHU:

— YCTaHOBUThH B OKOHEUHOE 000pYI0BaHUE MOIb30BATENEH cemegulie
unmepeticnvle aoanmepwor  (Network Interface Card — NIC)
(puc. 2) (maHHBIN 3TaIl OOBIYHO MPOITYCKACTCs, TaK KaK COBPEMEH-
HbI€ MATEPUHCKHE IUIaThl OCHAIATCs BCTpoeHHbIMU NIC);

— 1moaoOpaTh U pa3MECTUTh AKTUBHOE CETEBOE 00OPYA0OBaHUE;

— BBIMIOJIHUTh COEJIMHEHHE CETEBbIX HHTEP(PEHCHBIX aaanTepoB B
OKOHEYHOM 00OpYJIOBaHHUH MOJIb30BaTeNIel U Pa3bEMOB aKTUBHO-
r0 CETEBOTO 00OPYIOBaHUS C TTOMOIIBIO Kabemnel u pa3bEMoB (Ka-
0enu 1 pazbEMBbI HE UCTIONB3YIOTCSA IIPU OpraHu3aluud OecrpoBOI-
HOT'O COCUHCHHUS).

0) HacTpouTh MapaMeTpbl HabOpa (CTEKA) CETEBBIX MPOTOKOJIOB HA OKO-
HEYHOM OOOpYyZOBaHUM IOJIb30BATENC: 3alaTh CETEBbIE HMEHA
YCTPOMCTB U ajpeca, YCTAaHOBUTHh TpeOyemble MapaMeTpbl CETEBBIX
IIPOTOKOJIOB;

B)  BBIIOJHUTH PabOTHl MO OpraHU3allMd COBMECTHO HCIOJb3YyEMBIX Ce-
TEBBIX PECYPCOB M IO MPEIOCTABICHHUIO JOCTYIIA K 3THM pecypcam
II0JIb30BATEIIEN CETH.

I) YCTaHOBUTb HEOOXOJUMOE CETEBOE MPOrpaMMHOE obecreueHue (10-
MOJIHUTEJIBHOE K BXOJSIIEMY B COCTaB ONEPAL[IOHHBIX CUCTEM).

m
? CeeToanoaHble UHANKATOPSI

Q Ksaplegbiii pesoHatop  |12HeNb Ans BootROM
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Mukpocxema EEPROM

KoHTponnep ceteBoro agantepa
\ Pasbem RJ-45 WHTepdeic ¢ wnHon PCI

Puc. 2. CereBoit mHTEpEHCHBIN aanTep H €r0 OCHOBHBIC KOMITOHEHTHI

CeteBble uMHTep(delCHBIE amanTepbl MPEAHA3HAYCHBI JUIS BBIMOJIHCHUS
GyHKIHHA QU3MYECKOr0 M KaHAJILHOTO YPOBHS CEMHYPOBHEBOU Modenu 63aumo-
oeticmsust  omxpormuix  cucmem  (Open  System Interconnection — OSI)
(ITPUJIOXEHUME A) B ycTpoiicTBax JOKaJIbHON ceTH. AanTepbl HUMEIOT Mepe-
JIAFOIIYI0 M MMPUHUMAIOIIYIO YaCTH, KOTOPBIC BBIMOJHEHBI HE3aBUCUMBIMH JIPYT
OT JIpyra ¢ ILeJbl0 MOJICPKKU peskuma noanozo oyniexca (Full Duplex), mpu
KOTOpPOM Tiepefada M TPUEM JTaHHBIX MPOHUCXOISAT OAHOBpPeMEHHO. OOBIYHO

8



HACTPOMKHU JpaliBEpOB CETEBOr0 ajganTepa MO3BOJIAIOT BHIOMpPATh U MEHEE Mpo-
U3BOIUTENbHBIN pexuM noayoyniexca (Half Duplex), mpu kotopom nepenaya u
npuéM JIaHHBIX MPOUCXOIAT MO odepenu. Takke CYIIECTBYET BO3MOXKHOCTH
PYYHOTO BBIOOpa CKOPOCTH Iepelavyu JaHHbIX U apyrux napamerpoB NIC (1o
YMOJTYaHHIO JJIs PSKUMa U CKOPOCTH TIepe/iauyl yCTaHABJIMBACTCS 3HAUYCHUE AB-
ToonpeaeneHne, aKTUBUPYIOIIEE CXEMY d8MOMAMUYECKO20 ONpedesieus CKopo-
cmu u pexcuma nepeoaqu (Autonegotiation), Hanbosiee MPOU3BOIUTEIBHBIX JIJIs
JaHHOTO mojkiatoueHus) (puc. 3). PydyHoe yMEHbIIIEHHE CKOPOCTH Tepeiaadyu
JIAHHBIX U M3MCHEHHE PEXHMMa IMepefadd B MOJYAYIUICKCHBIH MOXET MOMOYb
1pu 0OHAPYKEHUH MPOOJIEM Mepeauu, CBSI3aHHBIX ¢ HAIMYMEM WHTECHCUBHBIX
JICKTPOMATHUTHBIX TIOMEX W/HIIH HEOOXOAUMOCTBIO HCIIOIb30BAHUS JITMH CETE-
BBIX KaOelieil, MPEeBBIIIAIONIMX YCTAHOBICHHBIC CTaHIapPTaMH.

T ——
Ceoictea: Marvell Yukon 88EB001/8003/8010 PCI Gigabit Ethernet Co... ﬁ
- — .

CeeneHns | YnpaeneHue 3NeKTpoNMTaHeM
Oswme | NononHWTENEHO Npareep
PETTE anantep MMeeT NepedyncneHHLIe HUXE CBORCTEA. Cneea BhiGepuTe
W2MEHAEMOE CBOACTEO, A CNPaBa BulSeplTe 2HaYeHWe 3TOro CBONCTEA.

CeoiicTeO: 3HadeHWe:

Bonewoi nakeT

Bydeps nepenaun

Bydeps npueMa
BozaMoxHocTW NpoGyxaeHna 100M&nT/c nomyaynneke
3anucelBaTte CTATYC. COOBWEHWNA 10MBWT/C NonHsIA aynnexe
Makc. IRQ B cek.

10M&wT/c nonyoynnekc
MpoGyXO&H. U3 BHIKNKY. COCTOAHMA
Pazr.koHTp.cymm IPvd
Pazr.koHTp.cyrmm TCP (IPv4)
Pazr.koHTp.cyrmm UDP (IPv4)
CeTteBoi anpec
CraHnapT Energy Star

YnpaeneHWe NOTOKOM O8HHBIX
YnpaBneHWe NpepeIBaHUAMK

ABTOOI’IPEHEJ’IEHHE '] I

1000MEMT/c NonHLIA Aynnekc
100MEnT/c NonHLIA Aynnekc

Puc. 3. Hactpoiika mapaMeTpoB ceTeBOro HHTepQeicHOro aganrepa

B cocraBe NIC MOKHO BBIICIUTH CIIEAYIOIIHE OCHOBHBIE KOMITOHEHTHI
(c™. puc. 2):

—  KOHTpPOJUIEp CETEBOro ajamntepa - MHUKPOCXeMy, 00eCledyHMBaroIIylO
nojasisironiee OONBIIMHCTBO PYHKIUHN afanTepa;
—  KBapuUEBbIA Pe30HATOP TAKTOBOI'O T'€HEPATOPa;

— wuHTepdeiic (pazpeM) C CHCTEeMHOMN MMHONU KoMmbioTepa (00br4HO0 PCI
win PCI-Express);

—  pa3bEMBI IS MOJKIIOYCHUS Kabels (HanboJiee MomyJIipHbIM SBIISIETCS
8-konTakTHBINA RJ-45);

— cBeropuoanbie (Light Emission Diode — LED) unaukatopsl Hanmuuus
cs3u (Link), mpuéma-nepenaun nanusix (Rx/Tx), ckopoctu nepenauu (Speed);



— HaHelbKa JIJis ONUIMOHAIbHOM MHKpocxeMbl BootROM, coxepxarieit
IPOrpaMMHOE 00ecTIeueHHUE, MMO3BOJISIIOIIEE BBIIOJIHATE 3arpy3Ky C cepBepa B
namsITh KOMIBIOTEpa 00pa3a OnepanuoHHONW CUCTEMBI ISl 0€31UCKOBBIX pabo-
YUX CTAHIHUU.

CereBble nHTepdeiCHbIE aganTepbl MOTPEOISIIOT CIASAYIOUINE CUCTEMHBIC
pecypchl kKomnbioTepa (puc. 4).

-
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»OSI.uVIelﬂpaﬂBepJVCBEEleHVIR Pecypcel |

:. Marvell Yukon 88E8001/8003/8010 PCI Gigabit Ethernet Controller
-

MepamMeTpel pecypcoB:

npecypca MapameTtp -
OwanazoH namatn 00000000FEAFS000 - 00000000FEAFBFFF| =
NwanazoH eBona/ssieona (I/0) CO00 - COFF =
IRQ 0x00000013 (19)

« I ] »

ABTOMaTUYECKAERA Hac Tpownka WNamernunts

CnMcoK KOHMKTYHWWX YCTPONCTE:

KOHpIMKThI HE 06HAPYXEHBI. -

[ OK H OtMeHa ‘

Puc. 4. Cuctemubie pecypchl, MOTpeOIIsieMble CETEBBIM aIalTePOM

1. Jluanazon namamu adanmepa — Oydep I niepeTaBaeMbIX U MPUHU-
Maembix KazpoB. bydepsl kapt PCI wim PCI-Express moryTt pacmnosiaratbcsi B
J1000M MECTE aJPEeCHOTO MPOCTPAHCTBA, HE 3aHSITOrO OINEPATUBHON MaMSTHIO
KOMITBIOTEPA U MOTYT JOCTUTATh HECKOJIbKUX MEradaiuT.

2. Juanazon aopecos 6600a/6vi600a — NNANa30H CMEKHBIX aJI[PECOB M3
obacTu aapecoB MopToB BBoja-BhiBoa (Input-Output Ports — 1/0O Ports) 00004
- FFFF,. HUcnonp3yeTcst mist oOpalieHusi K perucTpaM KOHTPOJIIEpa CETEBOTO
ajganTepa IMpU WHUIMATU3ALMKU, TEKYIEM YIPABICHUU, OMPOCE COCTOSHUA,
npuéMe U nepeaye JaHHBIX.

3. 3anpoc npepwvisanus (Interrupt Request Query — IRQ) - nomep amma-
paTHOTO TMpEpbIBAHMS, BBIACISIEMbId CETEBOMY ajantepy 0a30BOil cucTeMOi
BBOJ1a-BhIBOJIa (Basic Input-Output System — BIOS) wim onepaiimoHHo#t cucrte-
MO, MPEpPhIBAHKUE BHIMIOIHAETCA IPU MOJTYUYECHUH KaJapa, aipeCOBAHHOTO JIaHHO-
My Y311y, a TaKXKe 110 OKOHYaHUU Nepeadyu Kaapa.

[lon xongueypuposanuem adanmepa TNOApPA3yMEBAETCS HACTpPOWMKa HC-
MOJIb3YEMbIX CUCTEMHBIX PECYPCOB M BBIOOP CKOPOCTH, PeXHUMa Mepeaadyd HHo-
rra u Jpyrux mnapameTpoB. KoHdurypupoBaHue ocyiiecTBiseTcss MyTEM
HACTPOWKH japaiiBepa (cM. puc. 3), mapaMmeTpbl KOHGUTYPUPOBAHUS XPAHATCA B
sHepronezasucumort namsati EEPROM, ycraHoBieHHoM Ha aganrtepe. s co-
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BPEMEHHBIX aJIalTEPOB XapaKTePHO KOH(MUTYPUPOBAHUE C HCIOIb30BAHHEM
texnosorun Plug And Play — aBromatudeckoe pacnpenenenue BIOS wim orme-
PALlMOHHOM CHCTEMOM CHCTEMHBIX PECYPCOB MEXAY MOIKIIOYEHHBIMU YCTPOU-
CTBaMH C IEJNbI0 MPEIOTBPALICHHS KOH(PIMKTOB, MPOUCXOAIINX MPHU BbIIETe-
HUU OJHUX U TEX K€ PECYPCOB Pa3IHMUHBIM YCTPONUCTBAM.

Haubonee momynsipHbIM aKTHBHBIM CETEBBIM O0OOPYJOBaHHEM COBPEMEH-
HBIX JIOKQJIBbHBIX KOMIBIOTEPHBIX CETEH SBISICTCS Cemesol KOMMYmMamop
(Switch) (puc. 5), x mopTaM KOTOPOTO C TTOMOIIbIO KaOeJIeH IMOAKITF0YaeTCsl OKO-
HEYHOE 000PYJ0BaHME TOJIH30BATENICH W/WIIN IPYroe akKTUBHOE CETEBOE 000pYy-
noBaane. KoMMyTaTopbl OCYIIECTBISIOT Mepeaady CTPYKTYp JaHHBIX, Ha3bIBa-
eMbIX xadpamu (Frame), W3 mopra, K KOTOPOMY IOAKIIOYCHO YCTPOHCTBO-
UCTOYHHUK KaapoB (Source), B MOPT, K KOTOPOMY MOJKIIOYEHO YCTPOWUCTBO-
npuéMHUK KaapoB (Destination). Ilouck BBIXOJHOTO MOPTAa OCYLIECTBISIETCS
KOMMYTaTOpaMyd Ha OCHOBaHHWM aHajlIM3a aJpecHOM MHGPOpMAIMU B 3arojOBKe
Kajapa (moapoOHee CTpyKTypa KaapoB cereBoil TexHojoruu Ethernet m pabora
KOMMYyTaTopa OyZeT pacCMOTPEHa B pazjene 3).

Puc. 5. KommyTaTop JioKaJIbHOM ceTH

MHorna i opraHu3anyy JOKaJIbHOW CETH B KAUECTBE AKTUBHOI'O CETEBO-
ro 000pyIOBaHUS HCHONB3YIOT KoHyenmpamop (Hub), BHeIHUM BHIOM OYeHBb
MOX0XHUI Ha KoMMyTaTop (puc. 6). OgHaKo MPUHIUIT pabOTHl KOHIIEHTPATOPA
OTJIMYAETCA: €CJIM KOMMYTATOp aHAJIM3UPYET aJlpecHy0 MH(POpMAIUIO B 3aro-
JIOBKaX MOCTYMAIOIIKX B €r0 MOPTHI KaJPOB U U30MPATEIbHO MepenaéT Kaaphl C
BXOJIHOI'O MOPTa Ha BBIXOJHOW IMOPT, K KOTOPOMY MHOJICOEAMHEH MOJIy4aTellb
KaJIpOB, TO KOHIIEHTPATOP MPOCTO KOMUPYET CUTHAIBI, COOTBETCTBYIOLIUE OU-
TaM MH(GOpPMAILMK, CO CBOEr0 BXOJHOIO MOpPTa Ha BCe OCTajbHbie MOPTHL. C
MPAKTUYECKON TOUKH 3PEHUS] KOHLUEHTPATOPhl UMEIOT MPEUMYILIECTBO B CKOPO-
CTU paloThI (TOYHEE, B MUHUMAIBHOW JUIUTELHOCTH 3aJEP>KKH MepeaaBaeMbIX
KaJIpOB), TTOCKOJIbKY OHM HE€ BBIMOJHSAIOT Oy(epHu3anuio 3arojioBKOB KaJpoB U
aHanu3 aapecHod uHpopmaruu. OnHako 1yOIMpoBaHUE MOTOKOB KaJIpOB JaKe
K TeM YCTPOMCTBaM, KOTOpbIE HE SIBJIAIOTCS ajapecaTamu (IIPOBEPKON U oTOpa-
chiBaHHEM "He cBoWX'" KaJpOB 3aHUMAeTCs CETeBOW HMHTEpP(EWCHBIM aaanTtep
yCTPOMCTBA), MPUBOAUT K CHIDKEHUIO 3(P(HEKTUBHOCTH HCIIOJIB30BAHUS CETH.
Kpome Toro, cymiecTByeT BO3MOKHOCTh HCIIOJIb30BAaHUS MTPOrpaMM aHaIU3aTo-
POB MPOTOKOJIOB, KOTOPhIE MOTYT IMPHUHUMATh M aHAIM3UPOBATH BECh Tpa(uUK,
NOCTyHarouii B agantep (0JHa U3 TaKUX MporpaMM OyJeT MCIOJIb30BATHCS B
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MOCIEAYIOUMX J1abopaTOpHBIX padoTtax). O4eBHAHO, YTO B TAKOM Ciydae JIIo-
00l M3 KOMIBIOTEPOB JIOKAJILHOM CETH CMOXET "BUIETH" Tpaduk, mepenaBae-
MBIl BCEMU OCTaJIbHBIMH KOMITBIOTEPOB, YTO SIBIISIETCS] CEPHEZHBIM HEJOCTATKOM
C TOYKHU 3peHHUsI 0€30MMaCHOCTHU Nepeaaun nHpOpMaIuu.

Puc. 6. Konnentparop JIokaJlbHOH CETH

B HacTosiee BpeMs JOCTATOYHO IMOMYJISIPHBIM CIIOCOOOM OpraHu3aluu
JOKAJIbHOM CeTH SBIICTCA TIOCTPOCHUE OeCcHnpOBOOHbIX JOKANbHBIX cemell
(Wireless Local Area Network — WLAN). Jlns ux opraHu3anuy 9acTo UCIOJIb-
3y10T mouky docmyna (Access Point) (puc. 7 r), OpraHu3yIOIIYIO pagrioKaHaIbI
MEXTy YYaCTHHUKAMHU CETH, KOTOPBIE JOJDKHBI OBITh OCHAIEHBI HHTEP(PECHCHBI-
MU KapTtamu OecripoBoaHoro noctymna (Puc. 7 a, 6, B) (cienyeT oTMETHTb, UTO
MOJIaBJISTFOIIEe OOJIBITUHCTBO MOOMITBHBIX KOMITBIOTEPOB U YCTPOWCTB OCHAIIIE-
HO BCTPOEHHBIMU KOHTpOJIEpaMH O€CIPOBOIHOTO JTOCTYIIA).

O —

5

Puc. 7. Anantepsr 6ecipoBOAHOTO TOCTYIIA U TOYKA JOCTyIa OECTIPOBOIHON CETH

[Tpu HEOOXOIUMOCTH MOIKIIOUECHUS OECITPOBOTHOTO CETMEHTA JIOKATBHOU
CeTH K €€ MPOBOJHOMY CETMEHTYy Ha KOMMYTaTOpE/KOHIIEHTpATOpe TOYKa J10-
CTyma TIOAKIIOYaeTcss KkabemeM K OJHOMY U3 TOPTOB  KOMMYTAarTo-
pa/koHIIeHTpaTopa. B aToM ciyuae roBopsT, 4To O€CpoBOIHAS CETh PabOTaET B
pearcume ungpacmpyxkmypst (Infrastructure Mode).

Cemegvle npunmepsl IPEACTABISAIOT COOOM MPUHTEPHI, OCHAIIIEHHBIE CeTe-
BBIMH aJanTepaMu, 4TO MO3BOJSET MOJKIIOYATh UX K CETH HEMOCPEACTBEHHO.
Hcnonp30BaHue ceTEeBOro MpUHTEpaA SBJSETCS YA0OHBIM, TaK KakK €ro pabora He
CBSI3aHA C HEOOXOJUMOCTBIO pabOThl KOMITbIOTEpPA, K KOTOPOMY MOJIKITIOYACTCS
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oObryHBIA mpuHTEp. Kpome Toro, ceTeBbie MPUHTEPHI OOBIYHO WMEIOT TOBHI-
HIEHHBIE MPOU3BOJIUTEIBLHOCTh U PECYpPC KapTpumka. [Ipu oTcyTCTBUU ceTeBOro
NPUHTEPA COBMECTHBIM JOCTYH K OOBIYHOMY MPHUHTEPY, MOIKIIOUYEHHOMY K
KOMITBIOTEPY, MOKET OBITh OPTaHU30BaH CPEJCTBAMU ONEPALIMOHHON CUCTEMBI.

Haubonee nomynsipHbIMU THUIIAMU CETEBBIX KaOeseil, MCIOIb3yIONINXCs B
JIOKAJIbHOW CETH, SBISAIOTCA KaOelIu HeIKPAHUPOBAHHOU 6UMOU  Napbl
(Unshielded Twisted Pair — UTP), npeacrasisiorire coOOi CBUTHIC MOMAPHO
yeThIpe mapbl NpoBoAoB (puc. 8). CBHUBKA BBINOIHSAETCS ISl KOMIICHCAIIMU
AIIEKTPOMATrHUTHBIX MOJIEH, BOSHUKAIOIIUX MPHU MPOXOKIACHUH TOKA 1O MPOBO/I-
HUKY ¥ HABOJAIIUX MMapa3UTHbBIC DJIEKTPUUYECKUE HAIPSKEHUS B COCETHUX IPO-
BOJIHUKAX, OKa3aBIIMXCS B 3TOM IIOJIE.

Puc. 8. KaGenp nHeakpanuposannoii Butoii napsl (UTP)

C 1uenpio BU3yaJIbHOTO Pa3indusi KaOEJbHBIX Map BBIMOIHSAETCA WX IBETO-
Bas MapkupoBka cornacHo crannapty TIA/EIA-568A u TIA/EIA-568B (puc. 9)
(TIA/JEIA — Telecommunications Industry Association — Accoyuayuss menexom-
MyHukayuonnou npomviuinennocmu CILIA — accouuanuss W3rOTOBUTEIIEH
CPEIICTB CBSI3, pa3pabaThIBaIOasi CTAaHAAPTHI HAa KaOeIbHbIE CUCTEMBI, BXOJIUT
B coctaB Electronic Industries Alliance).

"npsamas' (straight) 3agenka
O/IHA CTO- | CHTHAJ 1BET MPOBO/A Apyrasi | CHIrHAJ
poHa CTOpPOHA

1 TX+ 0eJ10-3eTICHBIN 1 TX+

2 TX- 3€JIeHbIN 2 TX-

3 RX+ 0eJ10-0paHKeBBII 3 RX+

4 CUHUU 4 1

SEBA

5 6en0-cuHui 5

6 RX- OpaH)KEBBIN 6 RX-

7 0€e710-KOPUYHEBBIN 7

8 KOPUYHEBBII 8
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"nmepexpécTHas' (crossover) 3ajiejika
O/IHA CTO- | CHTHAJ LBET MPOBo/Ia Apyrasi | CHrHaJ

poHa CTOpOHA
1 TX+ 0e10-OpaHKEBbII 1 TX+
2 TX- OpaHXKEBBIN 2 TX-
3 RX+ 0e10-3eJIeHbIH 3 RX+
4 CHUHMI 4 1 g

SEEE

5 Oeno-cuHui 5
6 RX- 3€JICHBIN 6 RX-
7 0€J10-KOPUYHEBbII 7
8 KOPUYHEBBIIN 8

+ mepemaTyvK CUTHANIA, - TPUEMHHK CATHAJA

Puc. 9. BapuaHTbl 3a71e7TKu POBOJIOB THTIA "BHUTas mapa”
(cranmaptel TIA/EIA-568A u TIA/EIA-568B)

Ha puc. 10 noscusercs HeoOXOIMMOCTh UCIOJIb30BaHUsI Kabenel ¢ pas-
JUYHBIMU BapUaHTaMM 3aJICJIKU MPOBOJIOB TPHU COEIUHEHUSIX KOMIBIOTEp —
KOMMYTATOP/KOHIICHTPATOp M COCAMHEHHH JBYX KOMIIBIOTEPOB HEMOCPEI-
CTBEHHO (MOCTEAHEEe YaCcTO UCIOJIb3YETCsI, HAPUMED, ISl KOMUPOBaHUS OO0b-
moro o0bsEMa nHGOPMAIH C OJTHOTO KOMITBIOTEPA MOJIB30BATENs Ha apyroii). B
KOMMYTaTOpPE/KOHIIEHTPATOPE UCIOJIB3YIOTCS Tak HazbiBaeMbie MDI/X mopThl, B
KOTOPBIX MPUEMHUK U MEPENATUYUK TMOACOCAMHEHBI K KOHTaKTaMm, MPOTHUBOIO-
JIO)KHBIM T€M, K KOTOPBIM TOJCOSAMHEHBI MTPUEMHHUK U TIEPEAATUUK B CETEBOM
anarnrepe (mopt kotoporo sBasiercss MDI-noprom — MDI — Media Dependent
Interface — unmepdgeiic, 3asucswuii om cpeowt nepedauu). B arom cirydae uc-
MOJIB3YIOT MPSIMOM KalOelnb, ¢ OJMHAKOBOM pa3BOJKOW MPOBOAOB Ha €ro 000OMX
KOHIIaX. B TO ke BpeMs mpu HEMOCPECTBEHHOM COCIMHEHUH JIBYX KOMITbIOTE-
poB coenuHsroTcA aBa MDI-miopra ceTeBbIX agantepoB, B KOTOPBIX NPUEMHUK U
nepeaTYuK PaciooKeHbl OJIMHAKOBBIM 00pa3oM. [1oaToMy mpuxoauTcst u3ro-
TaBJIMBAaTh WIH TPUOOPETATh MEPEKPECTHHIN Kabelb, OAUH KOHEIl KOTOPOTO
noacoequHEH K pazpéMy RJ-45 cormacHo cranmapty TIA/EIA-568A, a BTopoii
— cornacHo crannapty TIA/EIA-568B. [Ins monTaxa pazséma RJ-45 Ha xabenb
UTP ucnonb3yercs cnenuaibHbIi 00)KUMHOW MHCTPYMEHT, C MOMOIIBIO KOTO-
pOTO HOXXM KOHTAaKTOB pa3béMa BPE3alOTCsl MEXAY TOHEHBKHMMH MPOBOJAMU
namu-xkopoosozo (patch cord) UTP kaGeinst, KOTOPBIM MOJACOSAUHIECTCS KOMITb-
I0TEp K OpTaM KOMMyTaTopa/KoHIieHTpaTopa (puc. 11).
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TX+ -| B o RX+
TX- 1 I ) . H RX-
RX+ 4 3 g g [I‘:r TX+
RX- .| I8 o | TX-

Mopt MDI « - MopTt MDI-X
: Mpsamon

(straight) kabenb

[T

sessaa
T

X+ -
TX-H %

TX+
TX-

RXH
RX-

RX+
RX- 3

Mopt MDI MopTt MDI

“TepekpecTHbIN”
(crossover) kabenb

TX - nepegaTumk
RX - npuemMHuk
MDI - Media Dependent Interface - 3aBucumMbI OT cpeabl Nnepeaauun nHTepdenc

Puc. 10. CoennHaenue mpsMbIM U TIEPEKPECTHRIM KabeemM

a) 0) 6)

Puc. 11. Cnoco6 moHTaXa pazbéma Ha kabenbp UTP: a) pazbem RJ-45
6) 00’XKMMHOM HHCTPYMEHT B) MPUHIUI MOHTaXa pa3béMa Ha Kabelb

1.2. KondurypupoBanue ceTeBbIX CPEACTB ONEPANUOHHBIX CUCTEM
KOMIIBIOTEPOB JIOKAJILHOM CeTH

UtoObl ceTeBble YCTPONCTBA MOIJM Y3HaTh O MPUCYTCTBUM APYTUX
YCTPOMCTB, a TaKKe BECTH OOMEH JaHHBIMH MEXIy COOOH, Ha KaXIOM U3
YCTPOMCTB JOJKEH OBITh YCTAHOBJIEH OJWHAKOBBIN CTEK (HAOOp) CETEeBBIX MPO-
TOKOJIOB. B Hacrosimiee Bpemsi Hanbosiee pacpoOCTPaHEHHBIM CTEKOM CETEBBIX
nporokosiioB sBusiercss TCP/IP — Transmission Control Protocol/Internet
Protocol — npomokon ynpasnenus nepedaueii/npomorxon Mumepnema, €ro mo-
NyJSPHOCTB CBsI3aHA C TEM, YTO JAHHBIN CTEK SBISAETCA HEOOXOAUMBIM YCIIOBHU-
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€M U1 MOJAKJIIOUEHHs] KommbloTepa K cetu MHTepHeT. OCHOBHOM HACTPOMKOM
ATOTO MPOTOKOJIa sABIAETCS 3amanue |P-adpeca, xotopslii (111 Hanbosee pac-
MPOCTPaHEHHOM B HacTosIIee BpeMs 4-ii Bepcuu mpoTokosia IP) BeIrmsauT kak
YeThIpe TPYIIbI HU(P, pa3aeNEHHbIX TOUKAMH: X.X.X.X, TJI€ X — JEeCATUIHOE
YHUCJIO B JuanaszoHe oT 0 1o 255. Crapiive oJHa JBE WU TpU LUQPHI onpese-
JISIIOT HOMEP CETH, K KOTOPOW MPHUHAJIEKAT KOMIBIOTEPHI, JUIsl BO3MOKHOCTH
oOMeHa nHpopMalrel B JIOKabHON CeTH Ha KOMMYTaTOpe/KOHIIEHTPATOpE OHU
JOJDKHBI TIpUHAIekaTh ogHou IP-cetn (Oomee moapoOHOE paccmorpenue IP-
ceTel U MOJICeTeil OY/IET BHIMOJIHEHO B MOCIEAYIONIUX J1a00PaTOPHBIX padoTax).
B mpocreiimem cityqae MOXHO HMCHOJIB30BAaTh CEThb C CETEBOM YacThIO ajapeca
192.168.0, MPU ITOM JJIsI KOMIIBIOTEPOB CETH MOXKHO 3a/aBaTh ajapeca OT
192.168.0.1 10 192.168.255.254 (aapeca 192.168.0.0 U 192.168.0.255
ABJIAIOTCSL CIY>KEOHBIMHU, UX Ha3HAYEHUE TakkKe OyAET BBISICHEHO B IMOCIEIYIO-
X JlabopatopHbix padotax). pyroi Baxusiidi mapamerp creka TCP/IP — mac-
ka noocemu (Subnet Mask), npezacrapistorias co0oi 32-OMTHOE YHUCIIO, CTap-
1iasi 4acTb KOTOPOTO COJIEPAKUT HENPEPBIBHBIM PSAJ €IWHMI], & MIIaJias — He-
IPEPBIBHBIN psii Hynei. JlaHHbIil napameTp mo3BosisieT "paspe3ats” IP-cetn Ha
MOJCETH MEHBIIIETO JIOCTATOYHO T'MOKO 3a/1aBaeMoro pasmepa (¢ 3TOM TeXHOJIO0-
TUEN Mbl TaKXe MO3HAKOMUMCS Mo3Ke). B Hamem ciaydae OyJeM HCHOJIb30BATh
MacKy 255.255.255.0, 3a4al0LIyI0 MOJCETh C aIpECOM, OINpPEAEISIEMBIM IEp-
BbIMU TpeMs uuciiamu [P-anpeca — 192.168.0, B KOTOPYIO MOXHO BKJIIOYHTb
254 koMmbIOTEpA C aIpecaMu OT 192.168.0.1 10 192.168.0.254.

Hactpoiiky cteka TCP/IP B onepamrionnoit cucreme Microsoft Windows 7
MOXHO BBINIOJIHATB, OTKpBIB cBoWicTBa IIpoTokona WMurtepHera Bepcun 4
(TCP/IPv4) B cBoticTBax CeTeBOro MOAKIFOYCHHS, KOTOPOS HaxXoauTcs: MaHens
ynpasneHusi — LieHTp ynpaBneHus cetsmu n obwmm goctynom — MismeHeHue napa-
MeTpoB aganTtepa (I 3TOro MoHamo0sATcs mpaBa Agmuuuctpatopa) (puc. 12).
[Tonsitue ocnosnoeo winoza u DNS-cepsepa mbl paccmotrpuMm B pasjaene 4, B
MPOCTEHIeH JIOKAIbHONW CEeTH 3Ty MH(POpPMAIUI0 MOXKHO HE 3amaBath. Kpome
anpecHoi MHPOpPMAIUH, KaKIOMY KOMIBIOTEPY JOJIKHO OBITh 33/1aHO cemegoe
UMsL KoMnblomepa U ums paboyell epynnel, B KOTOPYIO OH BXOAUT. B omeparu-
onHoi cucrteMe Microsoft Windows 7 mmMeHa MOXKHO 3a7aTh (Takyke oOjamas
npaBaMu AgmuHucTpaTopa): MaHenb ynpasneHusi — Cuctema — [ononHuTenbHble
napameTpbl — Vimsi komnbloTepa (puc. 13).

ITocne 3amanus yHuUKanbHBIX IP-anpecoB U ceTeBBIX UMEH yCTPOMCTBaM
JIOKAJIbHOM CETH MOKHO IMPOBEPUTHh HAJIMYUE CBSI3U MEXIy HUMU. [IpoBepky
Jy4lie HayaTh ¢ (U3MYECKOT0 YPOBHSI MOJENH B3aUMOACHCTBUS OTKPBITHIX CHU-
crem (ITPMJIOXKEHUE A), Ha KOTOPOM KOMITbIOTEPHI OOMEHUBAIOTCSI CUTHAJa-
MU, KOJUPYIOIMUMH 6uThl nHGOpMaruu. st 3Toro 10cTaTouHo yOeIuThCs, 4To
Ha KOMMYTaTOPE/KOHLIEHTPATOPE CBETUTCSI CBETOINO/I, COOTBETCTBYIOLIUI MOP-
Ty, K KOTOPOMY MHOJIKJIFOYEHO NPOBEPSAEMOE YCTPOICTBO KOMIBIOTEP (B CIyYae,
eclii KOMMYTaTOpP/KOHLEHTPATOP HAXOAUTCA B TPYJHOJOCTYITHOM MECTE, MOXK-
HO IPOBEPUTH, CBETUTCA JIM CBETOJMOJ CETEBOro ajamntepa yctporcrsa). Eciau
CBETOJMOJbI CBETATCS, 3TO CBUAETEIBCTBYET O HAJIWUYHUHU COECIHHEHHS MEXKIY
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[IPpUEMHUKAMU

n 1epcaaTiyruKaMu

CCTCBOI'0  aaalirepa

u

KOMMYTaTO-

Pa/KOHILIEHTPATOpa, €CJIN HET, TO BO3MOXKEH JIM00 0OpBIB MPOBO/JIA, JTHUOO0 MI0XOM
KOHTAaKT MPU MOHTaxe pazbéMa, JM00 HelpaBUIbHAs pa3BoJKa Map B pa3bEMax,
TOYHEE 3TO MOXHO BBISICHUTH C TIOMOIIBIO CHEIUATBHBIX TECTEPOB KAOECIbHBIX

CeTeM.

-

Csonctea: NpoTtokon WHTepHeTa sepcuun 4 (TCP/TPv4) M

0bume

MapameTpel IP MOMYT HA3HAYATLCA ABTOMATHYECKH, ECIH CETh
NoAAepXHEEET 3TY BOSMOMHOCTE. B NPOTHBHOM ciyuae napameTpel IP
MOMHO NONYYHTE Y CETEBOrD afMHUHHCTPaTopa.

_ Nomyuuts IP-aapec aBTOMaTHYECKH
6 Wcnone3oeate cnegyrowmil IP-agpec:
IP-agpec: 192 168 . 0 . 1

Macka nogceTu: 2535 .255.255. 0O

OCHOBHOM WNHE: 192 . 168 . 0 .254

Monyunte agpec DNS-cepeepa aETOMATHYECKH
6 Wcnonb3oBaTe cnedylime agpeca DNS-cepeepos:

MpeanounTaemelii DNS-cepeep: 192 .168 . 0 .254|

AnbTepHaTHEHEIR DNS-cepeep: 193 .41 .175. 4

[ |noareepavTe napamerpul npu ebxoge

AonoAHKTENBHO. ..

[ 0K

H OTMeHa ]

Puc. 12. OxHO CBOHCTB ceTeBOro mojikiatoueHus npotokosna Murepuera sepcun 4 (TCP/IPv4)

¢ aapecHoi nHpopmarmen

CBOACTBa CMCTEMDI P
| NononHUTENEHO 3awnTa cMeTeMbl YnaneHHsIA 0OCTYN
ViMa koMneloTepa OGopynoeaHue

A

g

OnucaHwue
KaMeHeHA MOryT NOBNNATE HE AOCTYN K CETEELIM pECYPCaM.
{lopposHoCTYE
MonHoe Wl | A komnstoTepa:
Pagouan KFPC
YToBb 1e MNonHoe nMA KoMNeTepa:
KoMnel Tl KFPC
HaxMnTeE |
NononHUTENkBHO...
Yrooe nejf
npucoendl| HEnAeTcA uneHom
HEXMUTE ||

=)

M3meHeHne nmeHn KOMMBHITEPE WAKM AOMEHA

MOxHO M2MEHWTE MMA U MPUHAANEXHOCTE 3TOr0 KOMNBHTEpPE.

() nomena:

-.@paﬁouen rpynnsi
WORKGROUP

Puc. 13. OxHoO 3a/1aHusi CETEBOr0 UMEHHU KOMIThIOTEPa
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[Tpu Hanu4uu cBsA3M Ha (PU3MUECKOM YPOBHE, MOKHO NONPOOOBATh MPOBE-
pUTH CBA3b Ha CETEBOM YypoBHE. JlJI1 3TOro HEOOXOJUMO OTKPBITh OKHO KO-
MaHAHON CTPOKH (Myck-BbinonHntse-cmd) U 3alyCTUTh YTWIIMTY ping, B KAUECTBE
apryMeHTa KOTOpou ykas3atb IP-anpec ynanéHHOro KOMIelOTepa, COEAMHEHNE K
KOTOPOMY HEOOXOAMMO MIPOBEPHUTH.

Ha puc. 14 noka3an pe3ynapTaT padOThl YTUIUTHI ping: 4 akeTa pa3Mepom
32 OailTa ¢ BpeMEHeM XHU3HU TTL=128 (3T0T nmapamerp IP-makera Oyner pac-
CMOTpEH B paszzene 4) OTHpaBlIEHbl C KOMIIbIOTEpPA C agpecoM 192.168.0.2
KOMIIBIOTEPY € apecoM 192.168.0.1 U BO3BpAIIEHbI NOCIEIHUM OOpaTHO 3a
BpeMsi MEHee 1 MUJUTUCEKYH Ibl. MOXKHO clieJaTh BBIBOJ, YTO CBS3b CYIIECTBYET,
U KOMIIBIOTEPBI MOTYT OOMEHMBAThCsl MHpopMalueil mo cetu. B To ke Bpems
"nuHroBanue" kommeroTepa ¢ [P-agpecom 192.168.0.254 MOKa3bIBa€T OTPHU-
[ATENbHBIN Pe3yabTaT, MOITOMY MOXKHO CIENaTh BBIBOJ, YTO KOMITBIOTEpA C Ta-
KUM aJipecoM JIMOO HET, TUOO0 OH BBIKIIIOUEH, MO0 CYIIECTBYIOT MPOOJIEMBI C
HACTPOMKaMU CT€Ka CETEBBIX MPOTOKOJIOM Ha HEM.

@ C\Windows\system32\cmd.ex Eh&

Microsoft Windows [Uersion 6.1.7600] -
(¢) Kopnopauwa MalkpocosT (Microsoft Corp.), 2009. Bce nmpaBa 3alMeHbl.

m

C:\Users\kgp>ping 192.168.0.1

nakeTaMd ¢ 192.168.0.1 no ¢ 32 BGalTaMy gaHHbIX:

oT 192.168.0.1: uucno GalT=32 BpeMadiMc TTL=128
oT 192.168.0.1: uncno BaiT=32 BpemadiMc TTL=128
oT 192.168.0.1: uucno BaiT=32 epemadiMc TTL=128
oT 192.168.0.1: uucno GaiT=32 epemaliMc TTL=128

CtaTvcTHka Ping ana 192.168.0.1:
NakeToB: oTnpaBneHo = 4, nonyyeHo = 4, noTepaHo = 0O
(0% noTepb)
MpuBAWaUTenbHO® BpeMa MpHeMa-nepedaqdd B MC:
MuHUManbHoe = OMcek, MakcuManbHoe = 0 Mcek, CpegHee = 0 Mcek

C:\Users\kgp>ping 192.168.0.254

nakeTaMd ¢ 192.168.0.254 no ¢ 32 badTaMM gaHHbIX:
oT 192.168.0.2 : 3agaHHbii ys3en HegocTYMeH.
oT 192.168.0.2 : 3agaHHbid y3en HegocTyneH.
oT 192.168.0.2 : 3agaHHbiM ysen HeaocTyneH.
oT 192.168.0.2 : 3agaHHbii ysen HegocTyneH.

CtaTtucTHka Ping gna 192.168.0.254:
NakeToB: oTnpaBneHo = 4, nonydeHo = 4, noTepaHo = O
(0% noTepb)

C:\Users\kgp> =

Puc. 14. IlpoBepka CBsi3U C yalEHHBIM KOMIIBIOTEPOM C ITOMOIIBIO YTUIIUTHI ping

Emé onHoM mone3HOW YTWIMTOW KOMAHIHOW CTPOKM SIBIISIETCS YTUIIATA
ipconfig, MO3BOJISIONIAS BBIBECTH HA DKPAH AJAPECHBIE HACTPOMKHU CETEBOTO
cTeka Kommblotepa (puc. 15). YTunura ipconfig ¢ mapaMeTpoM /all MO3BO-
JISIeT BBIBECTH MOJIHYI0 MH(POPMAILIMIO O HACTPOWKAX CETEBOT0 CTEKa, BKIIIOYAS
HaMEHOBAHUE CETEBOI0 ajarTepa, aapec KaHalbHOro ypoBHs nuinu MAC-aapec
(B BBIBOJIE ipconfig OH 3HAUYUTCS KaK duzsmueckuit anpec), aapeca DNS-
cepBepoB (MAC-anpec u nomeHHas cucteM UMEH DNS- OynyT paccCMOTpeHBI B
CJIEIYIOUIUX pa3ieniax).
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Ha xommberoTepax ¢ omepamroHHON cucTemoi Linux HacTpoiika ceTeBbIX
rapaMeTpoB MPOBOJAUTCS aHAJIIOTMYHBIM 00pa3oM. Tak B omeparioHHON CHCTe-
Me ASPLinux k HacTpoiKkaMm MapaMeTpOB CETH MOXKHO J00paThCs: Cucrema-
AnmuHncTpupoanune-Cets (Kak M1 B Windows, moHag00ATCS TTOJTHOMOYHUS AgMUHU-

cTpatopa, KoTophlid B Linux/Unix ©MeeT MoJib30BaTeIbckoe uMs root) (puc. 16).

E C\Windowshsystem32\cmd.exe

Microsoft Windows [Uersion 6.1.7600]

(c) Kopnopauua MabdikpocoeT (Microsoft Corp.), 2009. Bce npabBa SauMWeHb.

C:\Users\kgp>ipconfig

HacTpoiika npoTokona IP ana Windows

Ethernet adapter MogknwyeHWe no nokanbHoH ceTH 3:

DNS-cyseHKe nogknwyeHWa
IPu4-agpec

Macka nogceTH

OcHoBHOW wnios

C:\Users\kgp>ipconfig /all
HacTpolka npoTokona IP gna Windows

WMa KowMnbloTepa

OcHoBHOH DNS-cyssHke

Tvn yana

IP-HapuwpyTH3aUHMA BKMWYeHa . . .
WINS-npokcH BKYeH

DNS-cyseHKe MogKnloHeHWa
On1caHue

ceTeBol aganTep
BUsHYeCKHH agpec
DHCP Bknto4eH
ABToHacTpoOKKa EBKAKYeHa
IPu4-anpec
Macka nogceTH
OCHOBHOH WNK3
DNS-cepBephbl

Ethernet adapter MNogkniyeHHe Mo AOKanbHOM ceTH 3:

: 192.168.0. 254

[E=E

1 192.168.0.2
: 255.255.255.0

T MBpUgHEIA

: Realtek RTL8139/810x Family Fast Ethernet

: 80-18-F3-4F-1E-FC

1 192.168. 0.2 (OcHOBHOM)
: 255.255.255.0

: 192.168.0.254

193.41.175. 4
: BrnwoveH

NetBios uyepes TCP/IP

Puc. 15. BeiBox KOHPHUTYpaMOHHOM HH(OPMAIIMU CTEKa CETEBBIX IPOTOKOJIOB KOMITBIOTEPA
yTuimTo# ipconfig

[IpocMOTp CETEBBIX HACTPOEK MOXKET OBITh BBINIOJHEH C ITOMOIIBIO
KOMaHJIbl /sbin/ifconfig, KOTOPYKD MOXHO 3allyCTUTh B OKHE TepmuHana
(Mpunoxenus-Cuctemubie-Tepmunan) (puc. 17). O06pature BHUMaHue, 4To B Linux
CETEBOMY ajamnTepy 3amaéTcs CHCTEMHOE HMMs ethO (amamTep paboTaeT Mo
POTOKONTY (pu3nueckoro u kKaHabHOTO YpoBHS Ethernet, on Oymet paccMoTpeH
B paznene 3). Kpome ampecHoit mHpOpMaIUU, BEIBOAUTCS COCTOSHUE ajanTepa
(up o3Hauvaer, 4ro OH paboTaeT) W 3HAYCHUS CUETYMKOB, CUMTAIOLIUX
nepelaHHbIe M IPUHATHIE TAKEeThl, a TAaK)KE MAKEThl ¢ OMMMOKAMH Pa3IMYHOIO
tuma. B Linux/Unix Takke UMeETCs YTHINTA ping, paboTaroIias aHaJIOTHYHO
ping B Windows.
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HacTtpoiika cetn

@ @

CoznaTe WMamennTe KonupoeaTk AKTNENpOBaTE [eak TMBMPOBaTL

YeTpolcTEa Vcrponcteo Ethernet

304 |0bwune MapwpyT AnnapaTHOE YcTpoACTED
:lTQJ caA
‘[QJ ond | OceBmoHIM: [ethO

np

B v AKTWBMPOBATE YCTPOMCTEO NPN 3aNYycKe KOMNEKTEpa
‘I‘Ipod.)lCoc‘r
_
g Al ™ BKIKHNTE KoH(Urypauno IPvE ana aToro nHTepdheiica

PaspewnTL BCEM NONL30BATENAM aKTUBWPOBATE N EaK TMBMPOBaTL )’CTpOIﬁCTBO

ABTOMaTWYECKW NoNy4aTk agpec IP npu nomoLn: |

® YCTEHaBANBATE CTaTUHeCKWA agpec IP:

N3MeHNTE Yo

Wcnonk3oBaTts cnegylowni agpec IP:

Anpec: [192.168.0.2 I

Macka nogceTu: [255.255.255.0 I

Afpec 0CHOBHOr O WND3a; |192.168.0.254 |

Sagate MTU;| 1 :

| M OTwmera || &gl( |

Puc. 16. Hactpoiika ceTeBbIX mapamMeTpoB B onepannonHoi cucreme ASPLinux
kgp@linux-kgp:~

[kgp@linuwx—kgp ~15 ssbinsifconfig

ethd® Link encap:Ethernet HWaddr 00:0C:29:B8:B1:55
inet addr:192.168.0.2 Bcast:192.1668.0.255 Mask:255.255.255.0
inetb addr: feB0::Z20c:Z9ff:febd:b155-64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 HMetric:1
RX packets:2893 errors:0 dropped:0 overruns:0 frame:0
TX packets:1908 errors:0 dropped:0 overruns:0 carrier:0
collizions:0 txgqueuelen: 1000
RX bytes:327339 (319.6 KiB) TX bytes:273472 (267.0 KiB)
Interrupt:16 Base address:0xZ000

Puc. 17. BeiBog anpecHoi nHGOpMaIuy 1 3HAUEHUN CUETUYMKOB
B oneparmonHoi cucreme ASPLinux

1.3. MopesupoBaHue u MccieJ0OBaHUe PAa00ThI JIOKAJIbHOMN CeTH

[TockonbKy HacTpoOWKa CETEBBIX MapaMeTPOB OINEPAIIMOHHBIX CUCTEM Tpe-
OyeT mpaB AgmuHUCTpaTopa, a 3TO HE BCEr/Ja BO3MOXKHO B yUEOHBIX Kilaccax,
npuBiIedéM Ha MoMollb nporpammHoe oOecrieueHue Packet Tracer, paspaGo-
TaHHOE OJHOMW M3 CTAPEMIINX U YBAXKAEMBIX KOMITAHUM HA PHIHKE MTPOU3BOJICTBA
cereBoro obopynoBanusi Cisco Systems. /[anHoe mporpamMmmHOe obOecrieueHue
ABJISIETCST OECIUIaTHBIM M KpOCC-TUIaTGOPMEHHBIM (TO €CTh CYIIECTBYIOT €TO
BEPCUU I PA3JIMYHBIX ONeparoHHbIX cucteM), Cisco Systems aKTHBHO HC-
MOJIb3YET €ro Npu OOydYeHWH 10 cepTU(UKAImHOHHBIM mporpammam Cisco
Certified Network Associate (CCNA) u Cisco Certified Network Professional
(CCNP) B pa3meIéHHbIX BO MHOTHX CTpaHax IOIpa3ie/IiCHUsAX cemesoll akaoe-
muu Cisco (Cisco Networking Academy). Cisco Packet Tracer mo3BossieT co3a-
BaTh pa3IMYHbIE MOJIETIU CETH, HACTPAUBaTh PA3JIMYHOE MOJIB30BATEILCKOE 000-
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pyZlOBaHHE, KOMMYTATOPbI, MapIIPyTH3aTOPhI, OECIIPOBOAHOE O00OPYAOBAHHUE U
IIPOBEPSTH HAIUYKUE CETEBBIX COCAUHECHUN MEKY HUMU.
[Tpu 3anycke Packet Tracer oTkpbiBaeT OKHO PaGoueit obrnactm (Workspace)

norndeckoro pasmelueHus (Logical) yCTpo#cTB ceTr (puc. 18).

@ Cisco Packet Tracer % m .9

File Edit Options View Tools Extensions Help

Logical [Root] New Cluster ~ Move Object Set Tiled Background Viewport
AR j
Tononorus cetu MaHenb uHCTpymenTos g == .
B Paboueit obnactu &
= g N
rF M PC2
PC-PT S
pC1 c(ﬁ
s — <]
iy e —
MaHenb TUNOB YcrtpoiicTea U
yCTpoOiicTB coeAVHeHUs
Sl 1 B0

Time: 4f:22:04 | Power Cycle Devices

] N P z
o 7 Fire Last Status Source Destination Type Color Time (sec
o led 1 BTG N Plsconziol = ’ =
Routers 1841 | l26200m (2620xm | 2811 | Generic| IGeneric
< )
.:’ L s = 2621XM Toggle PDU List Window| | , i T y »

Puc. 18. OcHoBHbIe a1emMenThI yrpaienus Packet Tracer

st co3nanus ceT HEOOX0AUMO Ha Pa6ouvyto obnacts MepeTaluTh Tpedye-
MbI€ OKOHEYHBIE YCTPOWCTBA MOJB30BaTENEH - KOMIIBIOTEpPBI, HOYTOYKH, CepBe-
pbl, IIPUHTEPBI U JIpyrue yCTpoucTBa. MIMEHHO B TaKOM IOPSAKE OKOHEYHOE
000opyI0BaHUE MOJIB30BATEINEH MPEJCTABICHO B O6nact oToGpaXKeHNsi yCTPOMCTB 1
coeanHeHnin TIOCE BBIOOpA B MaHenu Tunos ycTpoiictB OkoHeuHble ycTpoiictea (End

Devices) (puc. 19).

I ! s 4 4 e
T A A

| End Devices | c |Generic| |Generic| |Generic! |IPPhone

IGeneric
Heo P s PC-PT

[IK cepBep TenedoH

Puc. 19. Oxoneunoe obopymoBanue noias3oBatenei Packet Tracer

[Tpu BbIIENEHUH yCTPOMCTBA BHU3Y OKHA BBHIOOpA yCTPOMCTB OTOOpaxaeT-
cs ero Ha3BaHue. [Ipum HeoOxomumocTu 100aBieHUS Ha Pabouyyio obrnactb He-
CKOJIbKUX YCTPOMCTB MOKHO OCYIIECTBUTH UX BBIOOp NMPHU HAXKATOW KIIABUIIIE
Ctrl 1 TIOCJI€ 3TOT'0 BBIIIOJIHUTDH LICITYKH Ha Pabouyein obnactm HY>KHOE€ KOJIUYECTBO
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pa3. Kaxxapiil men4oxk NpuBOAUT K CO3LAHUIO YCTPOMCTBA U aBTOMAaTHYECKOMY
3aJJaHUI0 €r0 MMEHU, Harpumep PCO, PC1, PC2 u T.n. MMs ycTporcTBa MOXKET
ObITh M3MEHEHO BBIJICJICHUEM HMEHHU YCTPOMCTBA IIETYKOM MBIIMIM Ha HEM U
BBOJIOM HOBOI'O HIMEHH.

[Tocne pazmerneHust HEOOXOIUMOTO OOOPYAOBAHUS MOJIB30BATENEH MOKHO
aHAJIOTMYHBIM 00pa30M pa3MecTUTh Ha Pabouein obnactu CeTeBOE 00OpYI0BaHHUE,

CTPYHIIMPOBAHHOE B CIEAYIOLIMX THUIIAX YCTPOMCTB: MmaplupytuaaTtopbl (Routers),
KomMmyTaTopbl (Switches), koHueHTpatopbl (Hubs), 6ecnpoBogHbie ycTponctea (Wireless

Devices) u ap. [Ipu BbIOOpe THMA YCTPOWCTB Ha MaHernu ycTpOWCTB U COeaMHEHMI
otobpaxkaercst noctynHoe B Packet Tracer ceTeBoe o0opyaoBaHHe JaHHOTO TH-
na (puc. 20).

ol 1 BN

| Switches 129507 | 2960 | |Generic,

- = s =
=
3560

|Generle! | 34ps | |Generic,

L]

[ y _‘l‘- _:I'
i 2950-24

Puc. 20. Beibop cereBoro obopynoBanus B Packet Tracer

Ecnu momecTuth ykaszarelb MBIIIM Ha yCTPONCTBO, BCIUIBIBAIOIIEE OKHO
oTo0pa3uT ero KoHpurypamuto (puc. 21).

QCiscoPackelTracer N B B .. - . [ B ‘ ‘ - -lg@u

File Edit Options View Tools Extensions Help

Bl=1"1 2 g SE0T0] D000

Logical [Root] New Cluster ~ Move Object Set Tiled Background Viewport

1

Q;

DC-DT
Link IP Address IPv6 Address MAC Address (%
Down <not set> <not set> 000B.BEDA.3CE3
Gateway: <not set> &

DNS Server: <not set>
Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet

]

2950T s

Swi Fort Link VLAN IP Address MAC Address

FastEthernet0/1 Down 1 - 0030.A3D0.3101

FastEthernet0/2 Down 1 - 0030.23D0.3102

FastEthernet0/3 Down 1 - 0030.23D0.31032

FastEthernet0/4 Down 1 - 0030.23D0.3104

FastEthernet0/5 Down 1 - 0030.23p0.3105

FastEthernet0/6 Down 1 - 0030.A3D0.3106

FastEthernet0/7 Down 1 - 0030.23D0.3107

FastEthernet0/8 Down 1 - 0030.23D0.3108

FastEthernet0/9 Down 1 - 0030.23D0.3109%

FastEthernet0/10 Down 1 - 0030.23p0.3102

FastEthernet0/11 Down 1 - 0030.A3D0.310B

FastEthernet0/12 Down 1 - 0030.23D0.310C

FastEthernet0/13 Down 1 - 0030.23D0.310D

FastEthernet0/14 Down 1 - 0030.23D0.310E

FastEthernet0/15 Down 1 - 00320.23D0.310F

FastEthernet0/16 Down 1 - 0030.23D0.3110

FastEthernet0/17 Down 1 - 0030.23D0.3111

FastEthernet0/18 Down 1 - 0020.23p0.3112

FastEthernet0/19 Down 1 - 0030.A3D0.3113

FastEthernet0/20 Down 1 - 0020.23p0.3114

FastEthernet0/21 Down 1 - 0030.23D0.3115

< | I FastEthernet0/22 Down 1 - 0030.23D0.3116

Time: 00:59:58 | Power Cycle Devices FastEthernet0/23 Down 1 - 0020.23D0.3117

FastEthernset0/24 Down 1 - 0030.A3D0.3118

) < = e | (g |GigabitEthernetl/l Down 1 - 00D0.BC12.6301

%o mm=> - - | |- % ] Gigabitmharnatuz Down 1 - 00D0.BC12.6302

s Rl WS M e Sass e D SERSR) Down 1 <not set> 0006.2240.D525
A e s = | Hostname: Switch

. 3 p— 2950-24

m = [l Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet

Puc. 21. IlpocMoTp KOH(UTYpaLIUU YCTPOUCTB
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Jlisg coequHeHusT yCTPOWCTB MOJIb30BaTeNIe U CETEBOr0 0OOPYJIOBaHUS B
MaHenu BbiGopa TMMOB yCTPoNcTB HY)KHO BBIOpaTh CoeanHenuns (Connections), a B O6-
nacT 0ToBpaxeHNs YCTPOICTB M coeamHeHnin TpedyemMoe coeruHenue (puc. 22).

Time: 01:06:56 | Power Cycle Devicﬁﬁ'peﬂpeCTHblﬁ

db 10U |
.-szta - . m ,,;; = = ,—/- r/'\ F- ~ .f/'\ f‘.' =~ P D - -
[ Connections ||* " ‘ | = ‘ . | — 9'—” L 6 ‘
il — <« KOHCOJ1b OMNTHMKa KOdKCKrall |
‘??_ : s — Automatically Choose Connection Type

Ve

Puc. 22. Boi6op tumna coenuaenust B Packet Tracer

Jlyis coeMHEHUs YCTPOMCTB HEOOXOAMMO BHIOPATh TUI COCTUHEHHS (npsi-
MON MefHbin kabenb — Copper Straight-Through AJII COCOUHECHHUS KOMIIBIOTEpa U
KOMMYTAaTOpa), 3aT€M BBINIOJHUTH IIEIYOK HA TIEPBOM YCTPOWCTBE, BHIOPATH
MOPT YCTPOMCTBA M3 BCIUIBIBAIOIIETO MEHIO M BBIMIOJHUTH HICITYOK Ha BTOPOM
ycTpoicTBe, BbiOpaB ero nopt (puc. 23). [TogoOHbIM 00pazomM HEOOXOIUMO CO-
eIMHUTh Bce ycTpoiicTBa. OOpaTUTe BHUMAHUE, YTO MPU CO3/IaHUU HOBOIO CO-
€IMHEHUsl 3aHAThIE MOPTHl YCTPOMCTBA HE OTOOPAKAalOTCSI BO BCILIBIBAIOIIEM
OKHE.

@ Cisco Packet Tracer L o 5T e S
File Edit Options View Tools Extensions Help

N =2 [EE e 0 8 m

Logical [Root] New Cluster ~ Move Object Set Tiled Background Viewport

11

Console

FastEthernet0/1
FastEthernet0/2
FastEthernet0/3 i

FastEthernet0/4 “
g =

[ -

L=

RS 232
[ FastEthernet

B S—]

FastEthernet0/5 g
FastEthernet0/6 PC3

FastEthernet0/7

FastEthernet0/8

FastEthernet0/9

FastEthernet0/10
FastEthernet0/11
FastEthernet0/12
FastEthernet0/13
FastEthernet0/14
FastEthernet0/15
FastEthernet0/16
FastEthernet0/17
FastEthernet0/18
FastEthernet0/19

FastEthernet0/20 = »

< 1

doodooCdoodoOOOOOOOooaooaaa

| A

Time: 01:16:28 | Power Cycle Devices FastEthernet0/21 Realtime
— ) | FastEthernet0/22 Fil Last Stati S Destinati T Coll Ti
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Puc. 23. Coenunenune ycrpoiict B Packet Tracer

Eciu co3maBaTh COSIMHEHHE C aBTOMaTMYeCKMM BbIBOpOM Tuna (Automatically
Choose Connection Type), TO BCIUIBIBAIOIIME OKHA MOSBISATHCS HE OynyT, a Packet
Tracer caM onpeAeUT TUI COCAUHEHUS U UCIOJb3yeMbl€ MOPTHI (C METOANYE-
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CKOM TOYKH 3PEHMSI 3Ty BO3MOKHOCTb MCIIOJIb30BAaTh HE PEKOMEHAYETCS, IO-
CKOJIbKY HY>KHO IIPE/ICTaBIIATh, KAKKE MOPTHI U KaK COSTUHSIOTCS).

[Tocne 3aBepuieHusi coeuHeHus] yCTpoucTB ceTu Packet Tracer curnamm-
3UpyeT O HAIMYMU COCAMHEHUN Ha (PU3NYECKOM M KaHAJIBHOM YPOBHSX ABYMS
3€JEHBIMU [IEPUOANYECKU MUTAIOIIMMU KBaJIPaTUKAMU HAa KOHLAX KaXIO0Io CO-
eMHEeHUs] (MUTaHUEe O3HAYaeT aKTUBHOCTH JIMHUHM). [Ipu OTCYyTCTBUUM coenuHe-
HUS KBaJPATUKHU CTAHOBATCS KpacHbIMU (puc. 24). IT0 MOKHO MPOBEPUTD, BbI-
KJIFOYMB MUTAHUE OJTHOTO U3 KOMIIBIOTEPOB. /{711 3TOrO BBINOJHUTE MIETYOK Jie-
BOM KHOIIKOM MBIIIA Ha OAHOM M3 KOMIIBIOTEPOB U NEPEUIUTE B OTKPBIBLIEMCS
OKHE Ha BKJIAJKYy ®usnueckas koHdpurypauusi (Physical). BBITOJTHHATE MIETYOK MBI-
IIBIO0 10 KHOMKE MUTaHUsI Ha W300pa’KeHUH KOMITbIOTEpa, OOpaTUTEe BHUMAHMUE,
YTO HAXOJSAUIMKCS HaJ HEW MHAMKATop morac. [lociie BKIIOUEHUsI yCTpOKCTBA
KBaJIpaTHK Ha JIMHHUM CBSI3U BO3JIE YCTPOMCTBA HE Cpa3y U3MEHSET LBET HA 3€J1E-
HBIM. DTO 00YCIOBIIEHO HEOOXOAMMOCTHIO HEKOTOPOTO BPEMEHU Ha pacIlo3Ha-
BAHUE YCTPOKMCTBA KOMMYTAaTOPOM.

@ Cisco Packet Tracer . P——— p—— = 2|

Logical [Root] New Cluster ~ Move Object Set Tiled Background  Viewport

@ pc1 o= | 5
D Physical ‘ Config | Desktop‘
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C-pT MODULES - Physical Device View
PC-PT pe2 Linksys- WMP300N [ ZoomIn | Original Size | Zoom Out |
pC1 PT-HOST-NM- 1AM Rl
T S
o =54 PT-HOST-NM-1CFE =
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Puc. 24. OtxirtoueHne ycTpoiicTBa 1 HEAKTUBHOCTD JINHUH CBSI3H

B cinydae ommbo4HO CO3MaHHBIX Ha PaGouen obnactm YCTPOMCTB U CBSA3EH
WX MOXXHO YJaJIMTh, UCHOJIL3YsI MHCTPYMEHT YaaneHue (Delete) x Ha lMaHenu nH-

ctpymentor (cM. puc. 18). MHCcTpyMeHT Beigenenue (Select) - 4 103BOJISET Bbljie-
JUTh HEOOXOAMMOE OJHO WM HECKOJIBKO YCTPOWCTB, HHCTPYMEHT W3meHeHune
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pa3mepos (Resize) "\ nossomster py HEOOXOJAMMOCTH M3MEHUTb HX pa3Mep.
CoznmanHas ceTeBasi TOMOJIOTHS MOXXET OBITh COXpaHEHa/cunTaHa w3 (aiiya ¢
pacIIMPEeHUEM . pkt CTAHIAPTHBIM CIIOCOOOM.

CrneayromuM 1maromM MoXxeT ObITh co3faHue OeclpOBOJIHOIO CErMEHTa ce-
TH U MOAKIIOYEHUE €ro K MPOBOJHON CeTH (TO €CTh co3JaHue OecIpOBOIHOMN
cetH, paboTarolel B pesxcume ungpacmpykmypwol — Infrastructure Mode). s
9TOro HeOOXOaUMO JTOOaBHUTEH Ha Pabouyio obnactk Touky goctyna (Access Point-PT),
IIpeIBapUTEIbHO BBIOpaB B [aHenu TUMOB ycTpoilcTB BecnpoBogHble ycTponcTBa
(Wireless Devices) (puc. 25), 100aBbTe TaK)Ke U3 TPYIIIBI OkoHeuHble ycTpoicTs (End
Devices) Hoytbyk (Laptop-PT).

Time: 01:50:00 I Power Cycle Devices
B TOYHKHK .EI.OCTyI'Ia E -
= - : ; 1 __BecnpoBoaHbiii
eneric S rie S rie Linksys. Mapmpﬂ”aa—rol
| wireless Dewcesk‘; AN
802.11n

B0Z11g 80711a
4" ’ 54M6p1rfc 24 MouTt/c 300 MOWHEcssPoint-PT

Puc. 25. Bribop Tina 6ecnpoBoanbix ycrpoiictB B Packet Tracer

[TockoJibKy HOYTOYK MO -yMOJTYaHUIO OCHAIIEH TPOBOAHBIM UHTEPGEcoM,
HEOOXOJIMMO 3aMEHUTh €ro Ha OECIpPOBOAHBINA. J[JI1 3TOr0 BBIMOJHUTE MIETYOK
JIEBOM KHOIKOW MBIIIM HA HOYTOYKE U MEeperInTe Ha BKIAJKY duandeckast KOHU-
rypaumsi (Physical). IIpokpyTuTe nuHENHKY NPOKPYTKH BHHU3 TaK, YTOOBI YBUJIEThH
n300paxkeHre HOyTOyKa (puc. 26).

\? Laptopl =y X
Physical | Config | Desktop‘

MODULES  “ Physical Device View
Linksys-WPC300N | [ Zoom In | Original Size | Zoom Out ]
T-LAPTOP-NM-1A? MOAY/b C 6ECI'IDOBO,EI,HI:IM i
T_LAPTOP-NM-1C] WHTEPdENCOM
T-LAPTOP-NM-1CF
T-LAFTOP-NM-1CC
T-LAPTOP-NM-1FF
[ELAPTOP-NM- 1FC nUTaHWe U MOAYSb C NPQBOAHBLIM =
T-LAPTOP-NM-1W WHAOWKaTOp WHTEP(PENCOM
T-LAFTOP-NM-1W-

Customize Customize
Icon in Icon in
- Physical View Logical View
Adding Modules: Drag the module to an available slot on  *
the device. 2

Puc. 26. 3amena nnaTepdeiicHOro Moyt B HOyTOyKe Ha OeCTIpOBOTHBII

OTkII04YMTE MUTAaHUE HOYTOYKA, BHIMOJIHUB IIETUOK JEBOW KHOMKON MBIIIU
Ha KHOIIKE MUTaHHs, IPU ITOM TMOTracHeT MHAMKAaTop nuTaHus. [leperamute
MBIILIBIO MOJYJIb C IPOBOAHBIM MHTEp(deiicoM B Cnmncok mogyner (MODULES) crie-
Ba OT M300paxxeHusi HOyTOyKa. [locie 3Toro meperamure BEpXHUN MOIYJb C
oecnpoBoaubIM HHTEpdericoMm Linksys-WPC300N u3 Cnucka moaynein (MODULES)
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B pa3beM HOYTOyKa, B KOTOPOM OBbLJI YCTAHOBJIEH MOJYJIb C MIPOBOJHBIM HUHTEP-
deticom. Bxitounte nutaHue HOYTOyKa M 3aKpOMTE OKHO KOH(DUTYpUpPOBaHUS
HOYTOYKa. BBl OJDKHBI YBHUIETh, YTO HOYTOYK CBSI3aJICS C TOYKOM JOCTyHa ¢
TIOMOIIIBIO PATUOBOJH (pucC. 27).

@ Cisco Packet Tracer - D:\My_docs\TEXT\Work\Education-plans\KMY\OKM\PacketTracerNetworks\SimpleLAN.pkt & = _
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Puc. 27. 3aBepménnas TONMOIOTHS JIOKATbHONH KOMITBIOTEPHOU CETH

Jlob6aBbTe K ceTu M3 TPYNIbl OkoHeuHble ycTpoiicTe (End Devices) Ha MaHenw
Tunos yctpoicte Cepsep (Server-PT) u MpuHtep (Printer-PT). O0a ycTpoiicTBa I0-
YMOJITYaHUIO OCHAIIEHBI MPOBOAHBIMU MHTepdeiicamu Fast Ethernet, paboraro-
MU co ckopocThio 100 Mowut/c. [logcoenuanTe mpuHTEp K MOPTY KOMMYTa-
Topa a”HanoruyHo coenuneHuto ¢ I1K. 3amenure cereBoii mHTepdeiic ceprepa
ero Ha untepdeiic Gigabit Ethernet, padoTatouuii co ckopoctsto 1000 Mout/c.
J{71s1 5TOrO BBITIOJTHUTE IISTYOK HAa U300paKEHUH CepBepa U Ha BKJIAJKE dusmnue-
ckaa KoHdurypauus (Physical) IIOCJI€ BBIKIIOUCHUS IMUTAaHUA CEpBEpa 3aMCHUTE TaK,
Kak BbI 3TO BBITIONHSIIN JJIs1 HOYTOYKa, CeTeBOM nHTepdeiic cepBepa Ha MOTYJIb
PC-HOST-NM-1CGE (puc. 28).

26



@ serverd = | S
Physical | Config | Deskt0p|

rMrabrMTHbIM M nb i :
%Y/smal Device View CnoT ang

MODULES -
Linksys-WMP300N V Zoom In ][ Original Size ]
v

PT-HOST-NM-1CE
3T—HOST—NM—1CF£ o
PT-HOST-NM-1CGl
PT-HOST-NM-1FGE

PT-HOST-NM-1W
PT-HOST-NM-1W-/

ZoomyOut

AL

Customize yHOKN
Icon in
Logical View

The single-port Cisco Gigabit Ethernet Network Module (part - D
number PT-HOST-NM-1CGE) provides Gigabit Ethernet copper ° S
connectivity for access routers. The module is supported by the
Cizrn 2601 Cizrn 366N Cizrn 3725 and Cisen 3745 cari

Customize

Icon in
- Physical View

Puc. 28. 3amena uaTepdeiicHoro Mmoayis cepBepa Ha Gigabit Ethernet

OOpature BHUMaHHUE, YTO NPH MOJCOCAUHEHUH CEpBEpa K KOMMYTATOPY
HE00X0AMMO BBIOpaTh Ha KOMMYTATOpE TMTaOWTHBIA TOPT, HampuMmep Gigabit
Ethernet 1/1. B 3ToM cilydae makeTbl MEXIy KOMMYTAaTOPOM M CEPBEpPOM OyayT
MPOXOJIUTh HA CKOPOCTH B 10 pa3 Gosbliiel CKOPOCTU MEXAY KOMMYTaTOPOM U
OCTaJIbHbIMM YCTPOWCTBAMU CETH, YTO SIBIIICTCS ONpPAaBAAHHBIM, TAK KaK CEpPBEP
OOBIYHO UCIOJIB3YETCS HECKOJIBKUMU YCTPOUCTBAMU.

[Tocne co3manusi CeTH CIEAYIOMIMM IIAaroM SBIISIETCS KOHPUTYPUPOBAHHE
ycTpoucTB. CeTeBble MMEHA YCTPOMCTB 3aJar0TCS aBTOMATHYECKH NPHU CO37a-
HUU, X MOKHO U3MEHSITh MPSMO B Paboyei obnacti win B OKHE KOHPUTYpUPO-
BaHUS yCTpOMCTB. YcrpoiictBa Packet Tracer moaaep>XUBalOT CTEK CETEBBIX
nporokonoB TCP/IP, npuuém nognepxuBaerca u IP 4 Bepcun (B Hacrosiuiee
BpeMs HaubOoliee pacnpocTpanéHHoi), u [P Bepcun 6 (mepexon K KOTOpou yxke
Havasics). B manHoit pabote Mbl OyeM 3a/1aBaTh YCTPOMCTBAM ajpeca MpOTOKO-
na IP 4 Bepcun.

Hasnauenue umén u [P-aapecos IIK, mpuHTEpa u cepBepa mpoucxoauT
OJIMHAKOBBIM 00pa3oM, MOATOMY MPHUBEIEM IMOCIEAOBATEILHOCTh MEHCTBUMA TIO
KoH(purypupoBanuto 3Tux mapamerpoB Ha mpumepe [1K. Brimonnute memdok
0 U300PKEHUIO YCTPOUCTBA JICBOW KHOMKOW MBIIIH, MPU ITOM OTKPOETCS OK-
HO KOH(UTYPUPOBAHUS YCTPOMUCTB, BHIOEPUTE €T0 BKIAAKY KoHdurypauus (Config)
(puc. 29).

N3 criicka cieBa BeIOepUTE KOMaHAy Hacrtpoiiku (Settings) JJIs Tiepexoa K
OKHY (puc. 29a), B KOTOPOM MOXHO BBECTH/M3MEHUTh CETEBOE UMS YCTPOUCTBA.
31ech Takke MOXXHO ykaszaTh [P-agpeca wniosa (Gateway) c€TH, B KOTOPYIO BXO-
JIAT TAHHOE YCTPOMCTBO, U DNS-cepBepa, Ha KOTOPOM HaxXOIATCSI COOTBETCTBUSA
UMEH TOJIL30BATENLCKUX YCTPOUCTB ceTu U ux IP-ampecos, u ykazaTts Oyaer im
Ha3HA4YaThCsl UM aJpec aBTOMATUYECKH (C MUCIOJIb30BAaHUEM cepBepa, padoTaro-
IIEro MO NPOTOKOIY Dynamic Host Configuration Protocol - DHCP-cepsepa) WIJIH Bpy4-
HYIO (Static).
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® pct e e S[E e
-
Physical ‘ Config | Desktop Physical | Config | Desktop

GLOBAL -

GLOBAL - obal Settings Settings. FastEthernet
(__ Settings . igorithm Setting Port Status 7l on
lgo iR Setting Display Namd INT CE Bandwidth Y] Auto
——————— Gateway/DNS \(( FastEthemet 10 Mbps 100 Mbps
INTERFACE Duplex V| Auto

FastEthernet DHCP Full Duplex Half Duplex

MAC Address 0060.3E59.0428

IP Configuration
Gateway DHCP

DNS Server @ Static
IP Address 192.168.0.1
Gateway/DNS IPvo Subnet Mask 255.255.255.0
DHCP IPv6 Configuration

) Link Local Address:
Auto Config DHCP
@ Static Auto Config
@) Static
IPv6 Address /

I

IPv6 Gateway
IPv6 DNS Server

a) 0)
Puc. 29. 3apanue: a) cereBoro umenu, 0) [P-agpeca u Macku noaceTu ycrpoiicTBam

CeteBoi wwnio3 (Gateway) MpeNCTaBIsET cO00il ceTeBoil mHTepdeiic, yepes
KOTODPBIM CETEBBIE MAKETHI OT YCTPOMCTB JAHHOW CETH YXOIST B IPYTHE CETH U
ITAKETBHI OT YCTPOMCTB APYIUX CETEW BXOIAT B NaHHYIO ceThb. [[oCKONBKY B naH-
HOU 1TabopaTOpHON paboTe MOAEIHUPYETCS TOIBKO OJHA CETh, apec LUIK3a 3a-
JaBaTh HE HYXHO. PaccMoTpeHnue paboTbl JomeHHon cuctembl MMEH (Domain Name
System — DNS) u koH¢urypupoBanue DNS-cepepa Oyner paccMOTpeHO B MO-
cienyromux paszgenax. be3 KOHQUTYpUpOBaHHUS TAKOTO CEPBEPA MbI CMOKEM
MOCBLJIATh MAKEThI C MMOMOILBIO YTHWIMTHI P1ng, UCHOJIb3Yys B KauecTBe €€ apry-
MeHTa Toiibko [P-ampec ynmanénHoro xommbioTepa. [locie koHdurypupoBanus
DNS-cepBepa nosiBrisieTcst TONOJHUTEIbHAS BO3MOXKHOCTh CBS3M C HUM TIO €T0
CETEBOMY MMEHH.

W3 cnucka cieBa BhIOEpUTE TUIT CETEBOrO MHTepdeiica ycTpoiicTBa (Fast
Ethernet Ha puc. 290) /st OTKPBITUS OKHA 3a/laHusl ajpecHor uHdpopmanmu. B
none IP-agpec (IP Address) Ul KOMIIbIOTEpPA C CETEBBIM MMEHEM PC1 BBEAUTE al-
pec 192.168.0.1, majee BBINOJHUTE ILCITYOK B Ioje Macka noacetn (Subnet
Mask), mporpaMma aBTOMaTUYECKHA BBEAET MACKy 255.255.255.0, OCTaBbTE €€
0e3 u3MeneHnuit. O6paTuTe BHUMaHUE, YTO HA STOM BKJIAJKE aBTOMATUYECKHU 3a-
naércs MAC-aapec, a Takke CKOPOCTh W pexuM nepenaun gaHHbx (100
MOwuT/c 1 moaHBIN AyIUIeKC Ha puc. 290).

BolnonHUTEe aHATOTMYHBIM CHOCOOOM  KOH()UIypHUpPOBaHUE OCTAJIbHBIX
TM0JIB30BATENILCKUX YCTPOMUCTB CO3JAHHOM JIOKAJILHOW CETH, 3a1aB UM [P-anpeca
U Mackd, npuBeAeHHbIe B Ta0n. 1. OOpaTuTe BHUMaHUE, YTO CETEBOW MHTEp-
delic cepBepa uMeeT TUI Gigabit Ethernet u padoTtaet Ha ckopoctu 1000 Mowut/c.
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Tabi. 1
AnpecHasi ”HGpOpMALUA 151 KOHPUTIYPHPOBAHMSA MOJIb30BATEIbCKHX
YCTPOMCTB JIOKAJIbHOI KOMIIBIOTEPHOM ceTH HA puc. 27

YcrpoiicTBo CereBoe uMa IP-agpec Macka noaceru
IIK-1 PC1 192.168.0.1 255.255.255.0
[1K-2 PC2 192.168.0.2 255.255.255.0
I1K-3 PC3 192.168.0.3 255.255.255.0

HoyTtOyk Laptopl 192.168.0.4 255.255.255.0
CereBoil pUHTEP PrinterQ 192.168.0.5 255.255.255.0
Cepsep Server( 192.168.0.6 255.255.255.0

KonourypupoBanue azapecoB mjii HOyTOyka HMEET OCOOCHHOCTH, IIO-
CKOJIBKY Mbl OCHAaCTHJIU €ro 0ecripoBOAHBIM HHTEpdeiicoM. [1o ymonuanuio ok-
HO KOH(QUTYypUpOBaHUs MHTEpdenca OTKPBIBAETCA C YCTaHOBJIEHHOW HacTpoOu-
KOW aBTOMAaTrh4deckoro 3amanus [P-ampeca m Mackm monacet ycTpOWCTBaM
(DHCP). Ho mockoubky B nanHo# cetn otcyretByeT DHCP-cepBep, cieayer me-
PEKJIIOYUTh YCTAHOBKY B PEKUM PYYHOTO 3aJaHus aapecoB (Static) 1 3amath [P-
aJpec U MacKy MOJICETH OMKMCAHHBIM BhIlIE criocoOoM. OOpaTuTe BHUMaHUE Ha
HaJIMYUE HACTPOCK ayTeHTudmkaumn (Authentication) yCTPOWCTB MpU OSCIPOBOJI-
HOM TOJIKJIFOYEHHH K TOYKE JOCTyNa — Mepeaady TOUKe A0CTyna napoJs, o Ko-
TOpOMY OHa OyZIeT MOJKIII0YaTh YCTPOUCTBO, U HACTPOEK LuMdpoBaHus MepeiaBa-
€MBbIX MO OEeCrpOBOAHON ceTH MaHHBIX (Encryption). YUWTbIBasi MPOCTOTY He-
CaHKLIMOHUPOBAHHOTO TMOAKIIOYEHUsI K OECIPOBOJHOM CETH, Ha MPAKTUKE ITH
BO3MOYKHOCTH SIBJIAFOTCSI YACTO MCIOJIb3yeMbIMH. [Ioka ocTaBbTe MX OTKIIOYEH-
HbIMU (Disabled) (puc. 30). O0paTiTe BHUMaHKHE HA CKOPOCTh TIepeIayn TaHHbBIX,
B cooTBercTBUM ¢ nipotokosioM [EEE 802.11¢g, ucnonbs3yeMoM TOUYKON AOCTYyIA
1 OecpOBOAHBIM AN TEPOM, OHa cocTaBiigeT 54 Mout/c.

& Laptopl =NIE X

‘ Physical ‘ Config ‘ Desktop ‘

GLOBAL -

Settings Wireless
igorithm Setting Port Status =
INTERFACE Bandwidth
Wireless MAC Aderes
Authentication
@ Disabled

WEP

0005.5E3B.5B92 SSID Default

Key
WPA-PSK WPA2-PSK PassPhrase
WPA WPA2

User ID

Password

Encryption Type m
IP Configuration

DHCP I
IP Address 192.168.0.4
Subnet Mask 255.255.255.0
IPv6 Configuration
Link Local Address:

DHCP Auto Config @ Static
IPv6 Address /

Puc. 30. Kondurypuposanue GecipoBoHOro HHTEpdErcHOro ajanrtepa
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KoudurypupoBanue cereBoro o00OpyaoBaHHUS MOAEIUPYEMON JTOKATHLHOU
CETH BBIMNOJHAECTCS aBTOMAaTUYECKH, OJTHAKO IMTPOCMOTP BO3MOKHBIX [TapaMETPOB
KoH(purypanuu npeacraniseT uHTepec. Ha puc. 31 npuBeneHo okHO KOH(UTY-
panuu OecrpoBOAHOM TOukM Aoctyna. B cmucke e€ mHTepdeicoB ciieBa Mmpu-
CYTCTBYIOT JiBa MHTepdelica — Port 0 — mpoBojHoN uHTepdeiic Fast Ethernet,
CBSI3BIBAIONTUIN TOUYKY JTOCTYIAa ¢ KOMMYTaTOpOM, U OECTIpOBOAHBIN MHTEp(dEiic
Port 1. 31ech Tak ke, KaK W JuIsi OECHpOBOAHOrO ajanTtepa €cTh IOl I
HACTPOWKH ayTeHTH(PUKAIMK W MH(PPOBAHMS, BKIIOYAs YKa3aHHUE KITIOYe-
BOM/MaposibHOM (pa3bl, KOTOPYIO JOJDKEH IepefaTh OecrpOBOAHBINA afamnTep
JUISL TOAKJTFOUEHHS K TOYKE TOCTYTA.

& Access Paintd =AiE X ? Access Point0 =AiEln X
‘ Physical | Config | ‘ Physical | Caonfig ‘
GLOBAL - GLOBAL
Settings Port O Settings Port 1
INTERFACE INTEREACE Port Status +|0On
~ Porto  Porto SSID Default
B Port Status V| On R Channel 6 -

Authentication

Bandwidth +| Auto

@ Disabled WEP
100 Mbps Key

WPA-PSK

10 Mbps
WPA2-PSK

Duplex ¥ Auto PassPhrase

Full Duplex Half Duplex Encryption Type Disabled ~

Puc. 31. Konduryparmonnsle napameTpsl 6€CIpoBOIHON TOYKH JIOCTYIIa

Ha puc. 32a npuBeaeHbsl KOHPUTYpaIMOHHbIE NTapaMeTpbl KOMMYTaTOpa B
OKHE rnobanbHbix HacTpoek (Global Settings), BKJIIIOYAOIIME MMA KOMMyTaTopa, OTOO-
paxaeMoe Ha cxeMme ceTH (Display Name) M xocT-umsa (Hostname), IO KOTOpPOMY
KOMMYTATOp UJIEHTU(DULHUPYETCS KOMAHJIAMU MeHCCemesoli OnepayuoHHolU Cu-
cmemwr Cisco (Internetwork Operating System — 10S) — nporpammHoro o6ec-
NEYEHUS], 3alIUTOr0 B MOCTOSHHYIO MaMsATh OOJBIIMHCTBA CETEBBIX YCTPOUCTB
npousBojacTBa Cisco Systems. Bce BhINOTHsEMbIE HACTPOUKU COMTPOBOXKIAIOTCS
COOTBETCTBYIOIIMMH UM KomaHaamu [OS B okHe Equivalent IOS Command.

[Tpu BeIOOpEe KOMaHnbl Basa paHHbix VLAN (VLAN Database) M3 CHHCKa KO-
MaHJ| cJeBa OTOOPaX)aeTcsi OKHO CO CIIMCKOM BUPMYANbHBIX JIOKANbHBIX Ccemell
(Virtual LAN — VLAN) — TexHOJIOTHH, MTO3BOJISIONICH MPHUITUCHIBATH TIOPTHI CE-
TEBBIX YCTPOUCTB K pa3inuuHbiM VLAN, TeM caMbIM pa3zielisisi 3TU MOPThI HA OT-
JebHBIC CETH Ha KaHaabHOM ypoBHE (puc. 320). VLAN umeer Te ke CBOWCTBA,
4YTO U (PU3MYECKAs JIOKAJIbHASI CETh, HO MO3BOJISIET KOHEYHBIM CTAHILIMSIM TpYII-
MIAPOBATHCS BMECTE, TAJKE €CJIM OHU HE HaXOJATCS B OJIHOU (pusnueckoit cetu. B
Hamieil cetu Bce mnopthl npunucanbl kK VLAN ¢ wuMeHeM default
(MO -yMOJTYaHHIO) U UACHTUPHUKATOPOM 1.
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& Switcho e IS e | @ switcno =] ~=)
‘ Physical | Config | CLI | Physical | Config | CLI

GLOBAL Global Settings GLOBAL - VLAN Configuration

z Settings )] Settings VLAN Number

Igorithm Setting Display Nam lgorithm Setting

_—— = ——— = | VLAN Name
SWITCH Hostname

T, | Add Remove
VLAN Database <VLAN Database
INTERFACE NVRAM IN CE CVLAN N Name
SaprETR———) ErE——— 1 default
FastEthernet0/1 . FastEthernet0/1
—_— Startup Confi Load... Export... = — =
FastEthernet0/Z p 9 FastEthernet0/z iggi " k‘ defau\td fault
—_— . . —————— oken-ring-defau
FastEthemnet0/2 Running Config FastEthernet0/2 1004 fdd\net—dsfault
FastEthernet0/4 FastEthernet0/4 1005 trnet-default
FastEthernet0/= FastEthernetQ/=
FastEthernet0/€ FastEthernetQ/€
FastEthernet0/7 ~ FastEthernet0/7 ~
Eguivalert IOS Commands Equivalent I0S Commands
Switch (conflg=—sslfexit A Switch (config) finterface FastEthernetO/1 ~
Switch (config) # Switch (config-if) #
Switch(config)finterface FastEthernet0/1 Switch (config—-if) fexit
Switch (config-if)# - Switch (config)# -
a) 0)
@ Switcho = | (S]] | @ switcho =HIE X
| Physical | Config | CUI ‘ Physical | Config | Ccu ‘
GLOBAL -+ I0S Command Line Interface
Settings FastEthernet0/1 n
lgorithm Setting -| Port Status on Press RETURN to get started.
SWITCH
VLAN Database Bandwidth [¥] Auto
(FastEthernet0/1
v
FastEthernetQ/Z Duplex Auto
FastEthemetQ/= @ Half Duplex
FestEthemet0/ | [ pccess  uiant_D E|
FastEthernet0/=
FastEthernet0/€ Tx Ring Limit 10
FastEthemnet0Q/7 switchoenable
) switchfconfigure terminal
Equivalent IOS Commands Enter configuration commands, cne per line. End with CN[Z
Sw;tch(conf}g—lf)#amt - Switch (config) #interface FastEthernet0/1 o
Switch(config)# Switch(config-if)# %4
Switch(config)finterface FastEthernet0/1
i =

B) B T)
Puc. 32. Kondurypannonssle napameTpsl KOMMYTaTopa

[Ipu BbIOOpE W3 CIHMCKa ClieBa Ha3BaHUS CeTeBOro wHTepderica (mopra)
KOMMYyTaTopa (Fast Ethernet 0/1 B mpuUMepe Ha puc. 32B) OTKPHIBAE€TCS OK-
HO 3aJlaHusl mapaMeTpoB uHTepdelica. 31ech BO3MOXKHO MPUIHUCATh TOPT K TOM
6o wHOoit VLAN, a Takxke mpu HEOOXOJUMOCTH W3MEHUTh aBTOMATUYECKH
BBIOMPAaEMbIE€ CKOPOCTh U PEKUM pabOTHI TTOPTA.

Ha Bknmanke uHtepdeiica komanaHon ctpoku (Command Line Interface — CLI) Bce
HACTPOWKHM KOH(UTYpallMd MOTYT BBINOJHATHCS BPYUHYIO C MOMOILBIO KOMaH/
I0S (puc. 32r).

[l IpoBEpKU CBA3U MEXY YCTPOUCTBAMU CMOAEIUPOBAHHOMN JIOKAJIBHOU
CETU MOYKHO HCIIOJIb30BaTh YTWIUTY ping. JlJIS 3TOr0O BBITOIHUTE LIETYOK Je-
BOM KHONKOM MbIIIM, Hanpumep, Ha [IK u nepelinure Ha BKinagky PaGouuit cton
(Desktop). Ha nHem OyayT AOCTYNHBI JOMOJHUTEIbHBIE WHCTPYMEHTBI IS
HACTPOMKM NaHHOTO YCTPOMCTBA (MX JOCTYMHOCTH 3aBUCUT OT (PU3UUYECKOTO
KOH(QUTYPUPOBAHUS YCTPOMCTBA — HAIWYUS TeX JUOO HHBIX MOJYyJEH WM
ycTpoiicTB). Ham moHamoOuTCs MHCTPYMEHT OkHO komaHaHon cTpoku (Command
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Prompt), B KOTOPOM MOXHO 3aIlyCTUTh YTWIMTY ping ¢ [P-agpecom ycrtpoiicTBa
CETH, CBS3b C KOTOPBIM MPOBEpsieTCsl B KauecTBe €€ aprymenTa (puc. 33).
@& pC1

Physical } Config | Desktop

@& pc1 =l X
Physical | Config = Desktop

Command Prompt

P

onficurati Dial-up Terminal

Trattic

= =
£
E Mail PPPoE

Puc. 33. IIpoBepka CBsI3U C MOMOIIBIO YTUIIUTHI ping

Takke CymecTByeT BO3MOXHOCTb IIPOBEPUTH CBSI3b C CEPBEPOM, OTKPHIB
Ha HeM Web-ctpanuny c¢ nomompio Web-Opaysepa, kotopsiM ocHamén [IK
(puc. 33). DT0 BO3MOXKHO, MTOCKOJIBKY Ha CepBepe MO -yMOJIYaHHUIO YCTaHABIIH-
BAETCS LIEJIBIN PSAJ CEPBEPHBIX NMpUiokeHui, B Tom yucie u HTTP-cepsep ¢ He-
ckosbkuMu npocteiMu HTML-ctpanutiamu (puc. 34).

& Serverd = | B - @® pc1 = | (] |-
Physical | Config | Desktop Physical | Config | Desktop
GLOBAL - HTTP
[ Web Browser X
gs bl |
lgorthm Setting | e RS < |[ > J URL ntp://192.168.0.6 -—— IP-ampec cepeepal  Go || stop
SERVICES Cisco Packet Tracer n
q HTTP @ On off @ On off Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.
" P s Quick Links:
DHCP (File Name: index.html HTML-kop cTpaHmubl i amall page
| TFP_ | |<html> - - Copyrights

DNS <center> <font size="+2" color="blue'>Cisco inage page
SYSLOG Packet Tracer</font></center> Image
YT <hr>Welcome to Cisco Packet Tracer. Opening
I doors to new opportunities. Mind Wide Open.
<p>Quick Links:
<br><a href="helloworld.html'>A small
FTP page</a>

INTERFACE <br><a href="copyrights.html'>Copyrights</a>
m <hr><a href="imane html'>Tmane nane</a>
7-Page:1/3‘<||>H+HX‘

EMAIL

Puc. 34. Otkpeitne Web-crparuust HTTP-cepBepa B 6paysepe [TK

3ajanue NI CAMOCTOSATEIbHON PadoThI

1. BmBemurte koH(puUTrypanui cereBoro uHTepdeiica Bamero kommproTepa Ha
DKpPAaH U MPUBEAUTE CKPUHILOT B OTYET.

2. BemonHuTe NMpoBepKy CBA3U Bariero koMmmproTepa ¢ JHOO0BIM APYTHM pa-
OoTtaromuM U HepabOTAIOIMUM KOMITBIOTEPOM Ha (PU3UUYECKOM U CETEBOM
ypoBHsX. [IpuBeauTe B OTUET ONMCAHUE U CKPUHIIOT C pe3yJbTaTaMH IIPo-
BEPKHU.

3. Ilocrpoiite ¢ momomisio mporpammbl Packet Tracer momens jgokambHOU
KOMITbIOTEPHON CETU Ha OJHOM KOMMYTATOPE U OJIHOM OECIPOBOIHOM TOU-
K€ JOCTYIa C OKOHEYHBIMU YCTPOMCTBAMH TOJIb30BATEIIEH, KOJIMYECTBA KO-
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TOPBIX MepednciaeHsl B Taba. 2ams Bamero BapuanTa V, BBIYUCISIEMOTO IO
MOPSAAKOBOMY HOMEPY N, IMOJI KOTOPBIM YMucCIUTCS Barra damunus B xKyp-
HaJjie akaJeMHUYecKou Tpynibl: V = mod(N) / 20 + 1. HoyTOyku 10KHBI OBITH
OCHAIIEHbI OECITPOBOJIHBIMH HMHTEp(deiicamu, a cepBepbl — uHTEepdeiicamu
Gigabit Ethernet.

Tabm. 2
YCTPOﬁCTBa A MTHINBUAYAJIBbHOI0 MOAC/INPYEMBIX JIOKAJIBHBIX cerel
Bapwu- cep- | mpuH- | HOyT- | Bapm- cep- | NPHUH- | HOYT-
MK MK
aHT BEpPOB | TepoB | OYKOB | aHT BEpPOB | TepoB | OYKOB
1 5 1 2 2 11 20 1 2 3
2 7 2 1 3 12 18 2 1 4
3 9 1 2 4 13 16 1 2 2
4 11 2 1 2 14 14 2 1 3
5 13 1 2 3 15 12 1 2 4
6 15 2 1 4 16 10 2 1 2
7 17 1 2 2 17 8 1 2 3
8 19 2 1 3 18 6 2 1 4
9 21 1 2 4 19 13 1 2 2
10 22 2 1 2 20 16 2 1 3

3ajmaiiTe ceTeBbie UMECHA I KOMIBIOTEPOB MK1 — MKM (M — KOJHYECTBO
IIK u3 tabm. 2), CepBep1 — Cepsep2, NpuHtep1 — MpuHTtep2, HoyTtbyk1 — HoyTOyKL
(L - xomu4ecTBO HOYTOYKOB M3 TaOu. 2). [IpuBeauTe B OTYET CKPHHIIOT C
TOIOJIOTUEN JIOKAJIbHOW CETH.

3anaiite IP-agpeca moap30BaTeNbCKUM YCTPOMCTBOM, BRIOpAB UX U3 JUara-
30Ha agpecoB [P-cetn 192.168.1.0 - 192.168.1.255, UMEIOLIEH MacKy
MojceTH 255.255.255.0. BHauvane nuanazona [P-agpecoB pasmecTtute
cepBepbl, 3aTeM npuHTepsl, 3aTem [IK, 3atem HOyTOYKH. [IpuBenure B OT-
4y&T TaONMIly C ceTeBbIMU MMeHaMmu, [P-aapecamMu u MackaMu MOJICETH, 3a-
JTAHHBIMHU YCTPOMCTBAM, a TaK)K€ HA3BaHUSIMU CETEBBIX MHTEP(DENCOB KOM-
MYyTaTopa, K KOTOPbIM 3TH YCTPOWCTBA MOJKIIOUEHBI.

BrinonHuTe MpoBepKy CBS3U MEXKIYy OAHUM U3 HOYTOYKOB U JtoObIM 1K,
JT00BIM cepBepOM, JIH0ObIM TpUHTEpOM. [IpuBenuTe B OTYET CKPUHILOTHI C
pe3yJibTaTaMu MPOBEPKHU.

Hactpoiite mapameTpsl 0€CpOBOIHOTO MOAKIIOUCHHUS, TTO3BOJISIONINE BhI-
NOJIHATH ayTeHTU(UKaluio U mudpoBanue no nporokosam WEP u WPA.
BreimonauTe nouck B UHTEpHET M MPUBEAUTE B OTUYET KPATKOE CPABHEHUE
ATUX MPOTOKOJIOB.

N3menute [P-agpeca nepsou nosoBunbl Bamux [IK Ha agpeca u3 nuana-
30Ha aapecoB [P-cetn 192.168.2.0 - 192.168.2.255, UMEIOIIEN MacKy
MOACETH 255.255.255.0. IIpoBepbTe CBA3b HA CETEBOM YPOBHE MEXKAY
NK1 u NKM (M — koimaectBo 1K u3 Tab:. 2). [IpoBepbTe cBsI3b MEKIY MK1
v NK2. IIpuBeaure pe3ysbTaThl UCCIENOBAHUS B OTUET.

Coznaiite B kommyTarope VLAN ¢ HomepoMm 2 u umeHeM test. [us IP-
CEeTH, B KOTOpoi HaxonutTcsa Tpu u Oosee 1K, Ha3HaubTe mopTaM KOMMYyTa-
TOpa, K KOTOPBIM MOJACOEAMHEHBI nepBbld U Tpetuid IIK 3Toil moacetu,
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uaentuduxkarop VLAN 2. BrimonHuTe mpoBEpKY CBS3H MEXKIY BTOPBIM
KOMITBIOTEPOM paccMmarpuBaemMon IP-niojiceTr u nepBbIM, a 3aTeM TPETbUM
KOMIIBIOTEPOM. BBINOJIHUTE NPOBEPKY CBSA3M MEXKIY INEPBBIM U TPETHUM
KOMIIBIOTEPOM paccMarpuBaeMon IP-moacern.

[TpuBenuTe B OTYET OMHCAHHE BO3MOXHBIX CIIOCOOOB OOBEIMHEHHS CETe-
BBIX YCTPOMCTB B TPYIIBI C U30JUPOBAHHBIM JPYT OT JApyra TpadUKOM.
Vkaxure, Ha kakux ypoBHsax mogenu OSI (ITPUJIOKEHUE A) pabortarot
9TU TEXHOJIOTUH.

Bonpocel 1J151 cCaMONOATOTOBKH

[lepeuncnure nercTBUsI, HEOOXOIUMBIE ISl OPTaHU3ALMH JOKAIBHONW KOM-
IIBIOTEPHOU CETH.

Ha3oBuTe OCHOBHBIE KOMIIOHEHTHI, BXOJSIIUE B COCTAB CETEBOrO aJanTe-
pa.

Ha3zoBurte usBecTHble BaM CKOpOCTH U peXUMBI NEpenauyu JaHHBIX, UC-
MOJIb3yeMbI€ B CETEBBIX aJlalTepax, MOIEPKUBAIOITUX TOT JIMOO MHON Ba-
puanT Texnonoruu Ethernet.

[lepeuncnure CUCTEMHBIE PECYPCHI, MOTPEOIIEMble CETEBBIMU aJlanTepa-
MH.

OnuiuTte OTanyus paboThl CETEBOI0 KOMMYTaTOpa U CETEBOr0 MapIIpyTH-
3aropa.

Oxapaktepuzyite pexxuM UHPPACTPYKTYphl OECIPOBOIHON JIOKAJIBHOU Ce-
TH.

HazoBute nopsigok packiiaiku mpoBoJoB B pazbéme RJ-45 cornacHo cran-
napty TIA/EIA-568B.

[TosicHuTe, B KakuMxX Cilydasx U MOYEMY MHPUMEHSIOTCA MPSAMOM U Tepe-
kpéctHbIi kademu UTP.

HazoBute mapamerpsl cTek ceteBbix mpoTokoiaoB TCP/IP, kondurypupye-
MBI€ JIJI1 KOMITBIOTEPOB CETH.

Onummte popmat IP-anpeca 4-it Bepcun nportokona IP. [Toyuemy makcu-
MaJbHOE 3Ha4YeHHe toboro u3 uncen [P-anpeca orpanudeno 2557
OnummTe popMar BbIBOAA padOThl YTUIUTHI ping.

UTo HA3bIBAIOT IILIFO30M CETH?

Kakue nononHuTenbHbIE BO3MOXKHOCTHU MIPU CBSI3U KOMIIBIOTEPOB TAET Op-
ranu3anus B cetu DNS-cepsepa?

Kakue nonomHuTenbHbIE BO3MOXKHOCTU HAa€T opranu3zanus B cetu DHCP-
ceprepa?

Yem ceTeBOW MPUHTEP OTIMYAETCS OT OOBIYHOTO MPUHTEPA, MOAKIIOUYEH-
HOT'O K KOMITBIOTEPY, BXOAIIEMY B JOKUIBHYIO CETh?

Uro takoe Cisco [OS?

Onummre BO3MOXKHOCTH TexHoioruu VLAN u cmocoObl opraHu3amnuu
VLAN B ceTeBbIX yCTPOUCTBAX.



TecTsl 1131 KOHTPOJIAA YCBOCHUS 3HAHM

1. BriGepute COOTBETCTBHME PHCYHKOB, yKa3aB OyKBY TMOAMHCH, U Ha3BaHWI
CETEBBIX TOMOJIOTUN:
- 1IUHA,
- 3Be3]a;
- KOJBIIO;
- TOYKa — TOYKa,
- JIpeBOBUJHAS,
- TOJHOCBS3HAA (SUeucTas).

2. Bribepure mpaBMIIbHBIE ONPEAETIEHHUS CETEBBIX YCTPOMCTB U3 MPHUBEICHHO-
ro MepeyHs:

a) cereBoil uHTEep(dENCHbBIN afanTtep;

0) KOHIIEHTpATOp;

B) KOMMYTaTop;

r) MapupyTU3aTop.

CereBoe yCTpONCTBO, MPUHUMAIOIIEE MMOTOK OMTOB, MOCTYMHAIOIINX U3 Ce-
TH, HA OJUH U3 CBOMX IOPTOB M IMEPEAAIOLIEE 3TOT IMOTOK Ha BCE OCTaJbHBIC
HOPTHI — 37O ...

DNeKTpoHHAas IJ1aTa, yCTAaHABIMBAEMasi B Pa3beM CUCTEMHOM IJIAThl KOM-
nploTepa U 00ecreynBarolas NoJIKIIOUEHUE U TpUeM-Tiepeiady JaHHbIX 0 JH-
HUSM KOMITBIOTEPHOU CETU — 3TO ...

Y CTpONCTBO, MONYYarOUIEe CETEBbIE MAKEThl HA OJWH U3 CBOMX IOPTOB U
nepeaollee X Ha IPYyroil COOTBETCTBYIOUIUHN MOPT, ONPEIEIsieMblil B 3aBUCH-
MOCTH OT 3HaU€HHUS aJpeca CETEeBOr0 YPOBHS B 3aroJIOBKE MaKeTa, — 370 ...
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Y CTponCTBO, MPUHUMAIOIIEE KAJAPbl U3 CETU HA OJMH U3 CBOMX IIOPTOB H
IIEpPENAOIIIEE 3TH KaIpbl HA COOTBETCTBYIOIMI APYTOM MTOPT, OIPEAEIAEMbIN 110
MAC-anpecy nomyyarens B 3aroJIOBKe Kaapa, — 37O ...

3. Bribepure cooTBETCTBHE Ha3BAaHUI TUIIOB CETEH YCTPOMCTB U3 MPUBEICH-

HOT'O NIEPEYHS B 3aBUCMMOCTH OT UX MacmiTada:

a) MYHHIWNAJIbHAs BeUUCIUTENbHAs ceTh (Munitipal Area Network —

MAN);

0) TeppuTopuaibHas BeUMcIUTENbHas ceTh (Wide Area Network -
WAN);

B) JokambHas BeruuciuTenbHas cetb — JIBC (Local Area Network —
LAN);

r) KaMmIycHas BeruuciauTenbHas ceth (Campus Area Network — CAN);
1) TepcoHambHas BbuuciutenbHas ceth (Personal Area Network —
PAN).

Cetb, oOecnieuynBaroias rnepegavdy JaHHbIX B Mpejesax CTpaHbl WA KOH-
TUHEHTA, — 3TO ...

Cetb, O0OBenUHAIONIAS MPOBaiiIepoB yciayr MHTEpHET B OJIHOM TOpOJE,
— 9370 ...

CeTb, 00bEIUHSAIONIAS. KOMIIBIOTEPHI KOMITIBIOTEPHOTO Kjacca, — 370 ...

Cetb, 00beIMHSIONIAS] KOMMYHUKAITMOHHBIE YCTPOMCTBA OJTHOTO YEJIOBEKA,
— 9370 ...

Cetb, OOBEAMHSIONIAS YHUBEPCUTETCKUE KOMIBIOTEPHI U KOMIIBIOTEPHI,
HaxXOJSAIIUECS B OOMICKUTHUSIX W JPYTHX 3AaHUSAX CTYIACHYECKOTO TOpOJIKa,
— 9370 ...

4. Omnpenenure TN Kabeye Ha pUCYHKAX, YKa3aB OyKBY TOJIHCH:

- MEIHBIM KOaKCHUAJILHBIN KaOeb;
- MeIHBIA kabenb Tuma "HedkpaHnupoBaHHas Butas mapa" (Unshielded
Twisted Pair — UTP);

- OIITOBOJIOKOHHBIA KaOEJIb.
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5.  VYcraHoBHTE COOTBETCTBHE MEXKIY YKa3aHHBIMH B CIHCKE HA3BAaHUSIMH U
OTIPEICTICHUSIMU PEKUMOB TEpEauM TAHHbIX
a) nonuoaymiekcHsid (Full Duplex);

0) mnonynymiekcHsiid (Half Duplex);

B) CHUMIUIEKCHBIN (Simplex).

PexxuM, npu KOTOpOM mepenadya U NpUEM JAHHBIX MPOUCXOJSAT OJTHOBpE-
MEHHO, — 37O ...

Pexxum, ipu KOTOPOM Tepeadya v MprueM JaHHBIX MTPOUCXOST 10 OYEPEeIH,
—9T0 ...

PexxuM, pu KOTOPOM MPOUCXOAUT TOJIBKO IMepefadya WM TOJIbKO MPUEM
JTAHHBIX, — 3TO ...

6. Pacnonoxkute B mpaBUIbHOM Mopsiake ypoBHH mojenu [SO B3aumoneit-
cTBUs OTKpBITHIX cucteM (Open System Interconnect), mponymepoBas
YPOBHH OT HMKHETO 10 BEpXHero — ot 1 10 7:

- TPaHCIOPTHBIN =

- (usnueckuil =

- KaHAJIbHBINA =

- CETEeBOM =

- TIPEACTABJICHHS JTaHHBIX =

- IIPUKIAJTHON =

- CEaHCOBBIN =
7. Bpibepure COOTBETCTBME MEXIY Ha3BaHUSIMU U OINPEACICHUSIMU YPOBHEU

mozaenu OSI:

a) TPaHCIOPTHBIN;

0) ¢usnueckuii,

B) KaHaJbHBIN;

I) CETEeBOM;

1) TPEeCTaBJICHUS JaHHBIX,

€) MNPUKIATHOM,;

’K) CEaHCOBBIM.

YpoBeHb, 00eCTieynBarONIUNA TPOBEPKY JAOCTYITHOCTH TEPEAIOIICH Cpebl,
aapecanuio HHTep(HEercoB CETEBLIX YCTPOMCTB, peaanu3aluio MEXaHU3MOB OIpe-
JIEJICHUS] ¥ KOPPEKIINH OIMTMOOK Mepeadn, — 9T0 ...

YpoBeHb, 00CCIICUMBAIONINNA aJpecalliio CeTel, MoJaceTedl W pabodmx
CTaHIUH, a TaKXKe Mepeavdy MaKkeToOB TaHHBIX U3 CETH B CETh C BBIOOPOM OMTH-
MaJbHOTO MapIIpyTa K MoJydaTesro, — 3TO ...

YpoBeHb, o0ecreunBaOINUA Mepeady OUTOB JAHHBIX MO Tepeaaromieit
cpene, — 37O ...

YpoBeHsb, o0ecneunBaronii BO3MOKHOCTh OJTHOBPEMEHHOM Mepeayu OT-
[paBUTEIEM HECKOJbKHUX MOTOKOB JAHHBIX, a TaKXe oOecreunBarouuil rapaH-
TUPOBAHHYIO TIEpeiayy JaHHBIX, — 3TO ...

YpoBens, obecneunBaromuii peodpaszoBanue ¢dopmara JaHHBIX, TPEI-
CTaBJISIEMBIX BBINIEISKAIIUM YPOBHEM, B HEKOTOPBIN 00IHil (hopmaT mpencTas-
JICHUS JaHHBIX, a TaKKe mu(poBaHue u AemmUPpPOBAHUE TAHHBIX, — 3TO ...
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VYpoBeHb, 00ecTeunBaronil onpeaeieHue akKTUBHONW CTOPOHBI MpH Tepe-
Jlaye JTaHHBIX, a TAKKE€ CHHXPOHM3ALUIO COCAUHEHUS C BO3MOXHOCTBIO yCTa-
HOBKH KOHTPOJIBHBIX TOYEK, — ATO ...

YpoBeHb, NPEIOCTABISAIONINN TOJIB30BATEIILCKAM HPHUIIOKEHUSIM CETEBBIC
MPOTOKOJBI U CIYXOBI ISl 00eCrieYeHHs IEpeiayy JaHHbIX M0 CETH, — 3TO ...

8. YkaxuTe Ha3BaHUE YTUJIMTHI, IEPECHIIAIOIIEH HA0OOP TECTOBBIX IAKETOB HA

YIAJICHHBIN KOMIIBIOTEP U MOJIY9arOLIEN OT HETO B CIIy4ae €ro HOPMaJIbHOM

pabOThl OTBETHBIE TAKETHI

a) gong;
6) ping;
B) ring;
r) gang.

9. BriOepuTe KOMITOHEHTHI, BXOJISIINE B COCTAB CETEBOTO aanTepa:

a) TOCTOSTHHOE 3anoMuHaroiiee ycrpoictso ¢ BIOS;
0) pa3zbeMm A NOJKIIYCHUs Kabes,

B) KOHTpOJUIEp anmnapaTHbIX npepbiBaHuil IRQ);

I) KBaplEBBIH AIEMEHT TAKTOBOTO T'€HEPaATOpa,;

n) CBUC xoHTpoIepa CETEBOTO aanTepa,;

¢) manenbka J1s BootROM;

k) roxuHbIi MocT (Input-Output Controller Hub).

10. BriOepute MUHUMAIBHOE KOJMYECTBO HACTPOEK, HEOOXOAUMBIX ISl Opra-
HU3AIMKU pabOThl KOMITbIOTEPA HACTPOUKU B CETU C CETEBBIM MPOTOKOJIOM
TCP/IP:

a) ycraHoButb [P-agpec kommbroTEpa,;

0) YCTaHOBUTb OCHOBHOM IIUTO3 MOJCETH JAHHOTO KOMITBIOTEPA,;

B) YCTaHOBUTH MACKY IOJICETU, B KOTOPYIO BXOJUT KOMIIBLIOTED;

r) ycraHoButh [P-agpec DNS-cepBepa nokaabHOM ceTH KOMIIBIOTEPA,
n) ycraHoBUTh [P-agpec mouToBOro ceprepa J10MeHa,

e) ycraHoButb IP-agpec npokcu-cepsepa.

11. BriGepute BapuaHT, B KOTOPOM IMPABUIILHO PACIIOJIOKEHBI B MOPSIKE BO3-
pacTaHMsi 3HAYEHHUI MOJIOCHI MPOMYCKAHUS CIEAYIOIINE CPeAbl Mepeiadn
JAHHBIX — KOAKCUAIBHBINA MEIHBINA Ka0esb, Ka0elh Ha OCHOBE MEIHONU BU-
TOM Taphl, ONITOBOJIOKOHHBIN KaOelb:

a) KOaKCHUaJIbHBbIH MEIHBIM Kalelb, Kabelb Ha OCHOBE MEIHOU "BUTOM
napel", ONTOBOJIOKOHHBIN KaOeJb;

0) ONTOBOJIOKOHHBIN KabeJb, KOAKCHUATbHBIH MEIHBIN Kabeb, kabelb Ha
OCHOBE MEJHOM '"'BUTOM mapel";

B) KaOenb Ha OCHOBE MEIHOM "BUTON mapbl", KOAKCHAIBHBIA MEIHBIN
Ka0eJIb, OITOBOJIOKOHHBIN Ka0eb.

12. Breibepute pecypchl, BBIAEISIEMBbIE ONEPAIMOHHON CHCTEMON CETEeBOMY

ajanrepy:

a) MAC-anpec amantepa;

06) mnopt BBoAa-BeiBojA (I/O port);
B) II0JIOCA NPOITyCKaHUs KaHaIa,
r) 3ampoc npepeiBanus IRQ);

38



1)

AWara3oH aapCeCoB MaMATH aaallTepa.

13. Vkaxure BBOJAMMYIO B OKHE KOMaHIHOM CTPOKM KOMaHHIy, OTOOpakaro-
nryto [P-agpec koMmbroTepa, paboTaroIEro Mo oneparmoHHON CUCTEMOM

Windows:

a) cmd,

0) net;

B) ipconfig;

r) netstat.

14. VxaxuTte NperMyIIecTBa UCIOIb30BaHUS KOMIIBIOTEPHBIX CETEH:

a) BO3MOXXHOCTh OIEPATHUBHOM KOMMYHHUKAIIMU MEXITY YYaCTHUKAMH Ce-
TH U ONIEPaTUBHOTO JOCTYIa K HH()OPMAIINH,

0) BO3MOXXHOCTh COBMECTHOT'O MCITIOJIb30BaHMS aIlllapaTHBIX PECYPCOB;

B) BO3MOXKHOCTh MPAKTUYECKU OE3rPAaHUYHOTO YBEJIUYCHUS BBIUUCIIH-
TEJILHON MPOU3BOIUTEIIBHOCTH CUCTEM;

) BO3MOXHOCTb OpTraHM3allMl COBMECTHOM pabOThl MyTeM pa3JeicHUs
MPUKIIAJIHBIX TIporpamMM U (paitinos,;

1)  yIpolieHue KOHQUTYPUPOBAHUS U TOJIb30BAHUS OTIEPAIMOHHBIMU CU-
CTEMaMH U TO0JIb30BaTEIbCKUMU NMPOrPaMMaMu;

€) BO3MOXHOCTh IIEHTPAJIM30BAHHOTO YIPABJICHUS JaHHBIMU W TPO-

rpaMMaMu.

Jlureparypa
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texnonoruii }O.B. HosukoB, C.B. Kongparenko. — M.: MHTepHET-yH-T WH-
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PA3OENN 2
OPIrAHU3ALIUA COBMECTHO UCIOJIb3YEMbIX
CETEBbIX PECYPCOB

2.1. KoMnOHeHTbI OPraHu3aliH CETEBOr0 0CTYyNa
U ceTeBble pa3peneHnst

Omnepanuonnsie cucteMbl Microsoft Windows (3aecs u  nmanmee moj
Windows MOAPA3yMEBAOTCS ONEPALIUOHHBIE CUCTEMBI Windows
9x/NT/2000//XP/Vista/7) nist 1oCTyma K CETH UCIIOIb3YIOT CeTeBble NOAKIHOYEHNs
4yepe3 ceTeBble MHTep(ECHBIC amanTepbl, MOJEMBl W APYTHe WHTEPQEHCHBIC
YCTpOHCTBA (MX MOYKHO YBHJIETh B OKHE, OTKPHIBAEMOM IOCIICOBATEIIPHOCTHIO
KOMAaH/] MaHenb ynpaeneHus — LleHTp ynpaeneHus cetamu 1 o6Lmm gocTynom — NameHe-
Hue napameTpos apantepa (puc. 35)).

_— B —
& . & » TMaHens ynpasneHna b CeTb U MiHTepHeT b CeTeBble NOAKAKOUEHMA P v [ +y | Mouck: Cemestie nodictioqerus S |
- pr 3> == - I
¥nopagounTe OTkoueHWe CETEeBOro YCTPORCTBa AwarHocTtvka NoAKIOYEHNA E=

HeonosHnaHHasa ceTb HeonosHauHan cetb CeTesoii kabenb He NOAKNOUEH

. . VMware Metwork Adapter Vivinetl . " VMware Network Adapter VMnet8 . & MoaknroueHWe NO NOKaNLHOA CeTH
- o -
W~ VMware Virtual Ethernet Adapter ... W~ VMware Virtual Ethernet Adapter.. & ™k~ Marvell Yukon 88E8001/8003/801...

.". MoaknueHWe No NOKANLHOW CeTH ". MoaknHouyeHWe No NOKanbHOW CeTr
= 2 .L_‘ —

K W Ceresoii kabens He Noaknouen W [
% Orknountb
CocroaHue

Nwnardoctuka
"r‘ Hactpoika mocta

Cozaats ApAbIK
Yaanutb

“ MMepevmeHoBaTh

[ ¢ % Csoiictea )]

Puc. 35. CeTeBble moKIIIOUSHUS B OllepaiioHHoi cucteme Windows

BriOpaB B KOHTEKCTHOM MEHIO CETEBOTO MOJKIIOUCHUS KOMaHAy CsoicTea
MOXHO YBHJIETh HCIOJIb3yeMbI€ 3TUM TOJKIIOYCHHEM CETEBbIE KOMITOHEHTHI,
OCHOBHBIMH U3 KOTOPBIX SBISIOTCS (pHC. 36):

- JIpalBep CETEBOTO aAaITepa;

- TPOTOKOJIBI;

- KJIMCHT;

- CIYXOBI.

patisep cemesoeo aoanmepa - NporpaMMHOE oOecTieueHue, o0ecreunBa-
IOI[ee B3aUMOJICHCTBUE OIEPAIMOHHOW CHCTEMBI C aalTepoM, Yepe3 KOTOPHIM
BBITIOJTHSCTCS TIOJIKIIIOUeHHE. J[paliBep MOXET OBITh CO3aH KaK MPOU3BOAUTE-
JIEM ONEPAIMOHHON CHCTEMBI, TaK M TIPOM3BOJUTEIEM CaMOTO ajanrepa,
HACTPOWKHU CETEBOTO aJarTepa, BBINOJHIEMbIE Yepe3 JpaiBep, MPUBEICHBI Ha
Puc. 3.
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Ynopagounts ¥ J 5+ [NoaknroYeHWe NO ACKaNEHOR CETH - CBOWCTES E [’ SR 1 Q
| .". VMwarg Cete | Ooctyn .". MoaknroueHwe Mo NoOKanbHOW CeTm
T r— Heonog [lpaiiBep ceTesoro agantepa T CeTeBoi Kabenb He NOAKIHYEH

MooknueHwe uepes: % G
=

W2 \Mward £ Marvell Yukon 88E8001/8003/801...

— Moaknig
.L$ 2
-

K @ Ceresol

QTMEUEHHI:IE KOMMNOHEHTEI MCNONB3YKTCA 3TUM NOOKNKYEHMEM!

l-_-'l" Marvell Yukon 88E8001/3003/8010 PCI Gigabit Ethernet Contre

Lea Knnent ana ceted Microsoft B sl 1700
gl‘lnanpoBunK nakeToe QoS Cnyxba

J%',Cnyxﬁa nocTyna K chainarM u npuHTepam ceTel Microsoft
«&. MpoTtokon ViHTepHeTa sepcin 6 (TCP/IPvE)

2. MpoTtokon Mutepreta eepcun 4 (TCP/IPv4jett— [NpoTokon
«& [lpafieep B/B TONONOra KAHENEHOM0 YPOBHA

i OTEETUMK 0GHEPYXKEHMA TOMONOTWM KAHANEHOIO YPOEBHA

YCTaHOBMT... ] [ Ynaniute CeoicTea

OnncaHne

MozEonAeT AaHHOMY KOMMNbHITEPY NONYUYaTs A0CTYN K
pecypcam B ceT Microsoft

ok || omera |

Puc. 36. CereBble KOMITIOHCHTHI, UCITOJIb3YEMBbIC ITOAKITHOUCHUCM

Cemesoti npomoxos — MpOrpaMMHOE OOECIieueHHEe, peain3yroiiee Habop
MpaBuUJI, TO3BOJISIIOIINX OCYIIECTBIISITH COCAMHEHUE U OOMEH JTAaHHBIMU MEXY
IBYMS 1 O0Jiee MOAKIIOYEHHBIME K CeTH ycTpoiicTBaMu. OCHOBHBIMHU 33J1a4aMu
MIPOTOKOJIOB SIBJISIIOTCS pa3OueHue MmoToka MHGOpMAIMU Ha MakeThbl, (OpMHUPO-
BaHUE 3ar0JIOBKOB MMAKETOB C JPECHOMN U APYroil HHPpOpMaIUe, Mo3BOJISIOIEH
peanr30BBIBaTh PA3IMYHbIE MEXAHU3MbI MPOTOKOJIOB MO HAAEKHON TOCTAaBKE
JTAHHBIX, 00ECTICUCHUIO IIEJIOCTHOCTH JAaHHBIX, 0€30MAaCHOCTH TEepeaadud U Jp.
O0s13aTeNbHBIM YCIOBHEM PaOOTHI CETH SIBIISICTCS HATMYUE OJMHAKOBBIX CTEKOB
CETEBBIX MPOTOKOJIOB Ha KOMITBIOTEpAX — YYaCTHUKAxX ceTh. Heobxoaumo oTme-
TUTh, YTO CYIIECTBYIOT M COBMECTHMBIC CETEBBIC MPOTOKOJIBI, Hampumep, [P
Bepcuil 4 u 6. Haubonee pacnpocTpaHEHHBIM CTEKOM CETEBBIX MPOTOKOJIOB B
Hacrosiee Bpems siBisgercs crek TCP/IP ¢ IP 4-i1 Bepcuu, oHaKO yKe OCy-
LIECTBIIAETCS NEPEXO] K HOBOM 6-i1 Bepcuu [P u coBpeMeHHbIE OonepaliMOHHbIE
CUCTEMBI 10 YMOJYaHHIO YCTaHABIIMBAIOT CTCKU ¢ 00eUMU BepcusaMu (puc. 36).
3amanue ceTeBbIX anpecoB untepderica noakmouenus (IP-aapecos) mist mporo-
kona [P Bepcun 4 nokazano Ha puc. 12.

Knuenm — nporpammHoe oOecrniedeHre, Mo3BOJIAI0IIee KOMIBIOTEPY 00pa-
IaThCSl K CETEBBIM pecypcaM CEepBEPOB KOMITBIOTEPHBIX ceTel: (pailioBbIM pe-
cypcam, IpuHTEpaM, KaHajaM joctyna k Murepuery. KnueHt, B yacTHOCTH, Tie-
penaér uaeHTU(UKATOP IMOJb30BATENS, IO KOTOPOMY CEpBEp MpPOBEpSET, pas-
PELIEH U eMy JOCTYN K 3alpalrBacéMOMYy PECYpCy M ¢ KakMMu npaBamu. B
Windows aBTomMaTH4ecKH ycTaHABJIMBACTCS KnueHT ans ceteit Microsoft, TO3BOJIs-
IOLIMI TOJIKJIFOYATHCSI K CETEBBIM pecypcaM pabouMX CTAHIMH MO yIpaBieHU-
eM Windows, BXoasmux B ceTeBbie padboune rpynmnsl (Workgroups), U ceTeBbIM
pecypcam noMeHoB (Domains) KOMIIBIOTEPHBIX CETEH MO/ YNpPaBICHUEM Ollepa-
UOHHBIX cucteM Microsoft Windows Server (MMerOTCS B BHUIY CHCTEMBI
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Windows Server NT/2000/2003/2008/2011). ITapameTpsl Knuenta ans cetent
Microsoft KOHUTYPUPYIOTCSI aBTOMaTHUECKH, 0€3 y4acTHs T0JIb30BaTENs.

Cemesas cnyscoba - mporpaMMHoOe oOecrieueHue, padoTaroliee Ha cepBepe
u obecreurBaroliee 00OCIyKMBaHUE KJIMEHTCKUX 3allPOCOB K CETEBBIM pecypcam
sToro cepepa. B Windows aBTomaTnuecku ycraHaBiuBaeTcsi Cnyx6a gocrtyna k
cannam n npuHtepam ceten Microsoft. [TapaMeTpbl 3TOMH CIy>KObI KOHDUTYPUPYIOT-
Csl aBTOMATUYECKH, 0€3 y4acTus MoIb30BaTesl.

B cocrtaB ceTeBbIX KOMIIOHEHTOB, YCTAHABIMBAEMBIX 110 YMOJIYAHUIO, TaK-
K€ BKJIIOUEH PSAJT APYTUX JTOMOTHUTEIBHBIX IPOTOKOJIOB U CIYKO0, KOTOPBIE HC-
MOJIB3YIOTCS JJIS peali3allii JOMOJIHUTENBHBIX BO3MOKHOCTEH KOMITBIOTEPHBIX
cereil. [1o ymomuanuto B Windows 7 ycTaHaBIMBaIOTCA TAKXKe:

- Mnanuposlumk naketoB QoS — ciyk0a, peanusyromias MOAJCPKKY «Kaude-
ctBa oocmyxxuBanus» (Quality of Service — Q0S) — Habopa TeXHOJIOTHH,
00ecreYnBaOIIMX MTPUOPUTETHOE HUCIIOIB30BAHUE KaHaja CBSI3M HEKO-
TOPBIMH BUaMU Tpaduka WM MporpaMMaMu MO CPaBHEHUIO C METOJIOM
«PaBHBIX BO3MOXXHOCTEN»;

- MpoTtokon NHTepHeTa (ctek TCP/IP) 6 Bepcun — CTEK C HOBOM peasnu3anueit [P,
JUIsI KOTOPOU XapaKTepHO O0Jiblliee MPOCTPAHCTBO aIpecoB (MCIONb3Y-
1otrcst 128-OutHble ajpeca), aBTOMAaTUYECKOe KOHPUIYpUPOBAHHE HH-
Tep(deiicoB, ONTUMHU3UPOBAHHAS MapIIpyTU3allus MAKETOB, Iepeaaya
Tpaduka MyIpTUMEANA C MUHUMAJIBHBIMU 33JI€pKKaMU U Jp.;

= ,D,palhsep BBOAA-BbIBOAA TOMNOJSIOMMN KaHarbHOro ypoBHA — 3TO KOMIIOHCHT CCTC-
Boii mHppacTpykTypsl Windows, Giaromaps KOTOPOMY KOMITBIOTEPHI U
JIPYTUE YCTPOMCTBA MOTYT OBITh HAHECEHBI HAa KapTy CETU. YBHUJETH €€
MOJKHO B LleHTpe ynpaBneHus cetsmu 1 obLwmum octynom 110 CChIJIKE MpocmoTtp
nonHom kaptel. Ha KapTy HaHOCATCS Bce 0OHApPYKEHHBIE B CETH KOMITHIO-
TEpPBI U CETEeBBIE ycTpoiicTBa (puc. 37);

- OTtBeTyUK o6Hapy>KeH|/|;| TOMOMOrMn KaHanbHOro ypoBHA — TAKIKC OTBCYACT 3a
3aII0JIHEHHUE CETEBOM KapThI.

Ecnu Ha kOMIIbIOTEpE HE YCTaHOBJIEHA CIy»)0a JocTyna K ¢aitiaMm U mpuH-
TepaM, TO OH MOXET 00paImaThCs K IPYTUM KOMIIbIOTEpaM CETH, HO APYTHE
KOMITBIOTEPHI HE MOTYT oOpamiarhcs kK Hemy. CepBepHbie (QyHKIIUU OOECTiedu-
BaeT ciyx0a gocryna K ¢aitiaMm u mpuHTepaMm. OHa TMO3BOJISET BBIICTATH B
COBMECTHOE€ HCIIOJIb30BaHUE ISl MOJb30BATENIEH CETU TaKHE PECYpPChl KOMIbIO-
Tepa, Kak JUCKU, ManKU U MPUHTEPhl. ECM B CETH BCe KOMIBIOTEPHI CKOHUTY-
PUPOBaHbI ¢ HAUIMYUEM U KIIMEHTCKOT0, 1 CEPBEPHOI0 KOMIIOHEHTOB, TaKasl CETh
Ha3bIBACTCS 00HOpaH2060u Un nupuneosoti (Peer-To-Peer).

CrnemyeT OTMETUTh PEAJM30BAHHYI0 B COBPEMEHHBIX OINEPAIMOHHBIX CH-
CTEMax BO3MOXXHOCTh OpPTaHU3AINH VISl KOMITBIOTEPOB JIOKAIBHON CETH 001ye2o
kanana oocmyna Kk Humepnemy. Ilpu UCIOIB30BaHUU STON TEXHOJIOTHU Ha
NOAKITIOYEHHOM K MIHTEpHETY KOMIIBIOTEpE, KOTOPBIN Uepe3 Apyroi uHTepdeiic
MOJKITIOYEH K JIOKATHHOU CETH, MOXXHO O0ECIIEUNTh MOIKIIIOUeHne K THTepHETY
OCTaJIbHBIX KOMITBIOTEPOB JIOKAIBHOM ceTh (puc. 38).
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W-RWV2 Switch

|
. | = T oy
S-RWV3 Switch Gateway

The following discovered device(s) can not be placed in the map. Click here to see all other devices.

A o Wi A iy " Ay
B BEATBOX XPBASELINE DHCP-122 XPAPACHEQNLY BCE O WINDOWS
Puc. 37. Kapra cetu B Windows 7
1
,ﬂ; MoakNKUeHWe NO AOKaNbHOR CeTW 3 - CBOWCTEA ﬁ
Cets | Hoctyn
OBwuiA 0ocTyN K NoaknkyeHno K MHTepHeTy ™ 4
.
PazpewnTs Apyritt NONE30BETENAM CETH MENONBI0BATE % 5
goinioueHne k MIHTepHeTy A@HHOMO KOMNsHTepa % 2
.
MooknoueHne QoMaWHeH ceTH '. 3 Z '(
lBhISepVITE NOAKNHYEHWE K YacTHOH ceTh Vl

[T Pa2pewnTe ApyriM NONL30BETENAM CaTH YNPAaENeHne K /

0BUMM OOCTYNOM K NOAKTHYeHAK K MHTepHeTY

Mcnonk20B8HWe 06Wero A0CTYNE K
WutepHeTy (ICS

Wnrepner Z
Pasvem ans xabens nam DSL

LWnpOoKONOAOCHBIY MOAEM

Ynpasasiowmin komnsiotep

v S W e

ok [ omen ] KabenbHbiii KOHLEHTPaTop

Puc. 38. Hacrpoiika obmiero qocryna k nmoakiatoueHuto Matepaera B Windows 7

Jlsisi KOMITBIOTEPOB, TMOAKIIOUEHHBIX K CETH, MPUXOIUTHCS pPeliaTh Kpyr
3aja4, CBSI3aHHBIX C oOecnedyeHneM HH(opmannoHHONW Oe3omacHoctu. Eciu
HE00XOIMMO TPEAOCTABUTh JIPYTHM TIOJIB30BATENSIM IOCTYII K TOMY WJIH HHOMY
CETEBOMY pecypcy KOMIIbIOTEpa, HEOOXOIMMO YCTAHOBHUTDH Pa3peleHus Ha J10-
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CTYIl K DTOMY PECYPCY I nolb3oéameieli WA 2PYnn noavzoeameneu. Y cra-
HOBKa Pa3pelIeHU rpynmnam 3a4acTylo sBIseTcss Oosee ynoOHOM, MOCKOJIbKY
rpymnIe OAWH pa3 Ha3HA4YaroTCs BCE HEOOXOAMMBIE pa3pelIeHus, a 3aTeM HeoO-
XOJMMBIE IOJIb30BATENM J00ABIAIOTCS WM YIAJIAIOTCS U3 rpynmbl. JloOasie-
Hue/yJaneHne Moab30BaTeNel B/U3 TPYMIbl TPeOyeT BBIIOIHEHUS aJMUHUCTPa-
TOPOM MEHBIIETO YKCIIA ONEPALUH, YEM BBIIACICHUE KAXIOMY U3 I0JIb30BaTe-
Jeil HeOOXOIMMBIX CETEBBIX PECYPCOB.

Opranu3anusi COBMECTHOTO JO0CTymNa K (hailioBOMy pecypcy JaHHOTO KOM-
IBIOTEpa MO CETH BBINIOJHSETCS B [poBogHuke BHIOOPOM KOMaHbI CsoicTBa U3
KOHTEKCTHOTO MEHIO MalKW/JUCKa, A KOTOPBIX TOJKEH OBITh OpraHW30BaH
oOmwmii qoctymn 1o cetu (puc. 39).

T » N

‘ OSLI.LME' DNoctyn |EvS.‘:mF|ﬁCHnCTh | Mpeasinywme sepcun | Hachthﬂ‘

QBuwmit AOCTYN K CETEBLIM chaitnam v nankam

Temp
| Het oGwero noctyna

CeTeBoi Ny Th:
Het o6wero noctyna

QBwmiA DoCTyr...
PacwwpeHHan HacTpoKa 08Wero nocTyna Paciunp e e e i
MpenocTasnAeT NANL308aTENLCKAE PA3PEWEHNA, CO30aeT
0fwMe Nankn 1 38086 T APYTAE A0MONHUTETBHLIE napamerpm( OTKpLTE 0fwmii gocTyn K 3Toii nanke PazpelueHna Ang rpynnst “Tem, ﬂ
MapameTpel
< [ “y PacumperHan HacTpoika. ] Pazp: AnA o6uero pecyp |
Wus ofiiero pecypea:
- NoNb20BaTENA
Temp
3awuTa naponeM 82, Bce )
Y NONb20BATENSHA AOITKHE GbITh YUETHEA 3aMNACE U Napons HY [loGaeuTs | Ynamems
3TOM KOMMLIITEPE ANA AOCTYTE K 06IMM Nankam =
M3MeHWTL 3TOT NapaMeTp MOXHO Yepes LieHTp ynpaensrua OFPaHAUMTE YHCNO OFHOBPEMEHHBIX PR
CETAMM U DBWWM [OCTYNOM nonb3osaTenei Ao:
MNpumeyanne:
[ NoGasuTe. ] [ Ynanute ]
Himens Mpurg Pazpewenua ana rpynns "Bee"
PazpewnTe 3anpeTuTe
Paspewennn Kawwposanne
[ Tonken f[ocTyn (] =
| < WzmenHeHne I:‘ D
I A

NogpoSHee 08 yNpasneHU 4OCTYNOM M PE2PEWEHNAX

[ QK I [ QtmMena MpuMeHnTs

Puc. 39. Opranuzanus ob1ero 1octymna o cetu k nanke Temp

B Windows cymiecTByeT Tpu THMa pa3pelieHuil JUisi CETEeBOTO JOCTyIa K
(bailyioBeIM pecypcam: Tonbko yteHue, UameHenne U Monubin goctyn. Pasperenue
UTeHne HCIIOJIB3YETCS MO YMOJYAHHUIO ISl BCEX HOBBIX OOMIMX PECYPCOB H
Ha3Ha4yaeTcs TPYIIe Moyb3oBarelieil Bece (MIpU 3TOM MMOJA Bce MOHMMAIOTCS BCE
MOJIb30BATENH, 3aPETHUCTPUPOBAHHBIC B OMEPAIMOHHOM CHUCTEME JTaHHOTO KOM-
NBIOTEpa WJIH, €CJIM JaHHBIM KOMIBIOTEp BXoauT B nomeH Windows, 3aperu-
CTPUPOBAHHBIE KaK MOJb30BATENId JOMEHA B CEPBEPHON OMEPAIMOHHON CUCTEME
KOHTpOJIJIepa JIOMEHA).

Pazpemenne Yrenne o3Bomiser:

- MpocMaTpuBaTh UMeHa (aNJIOB U MOJKATAIIOTOB;

- [pocMaTpuBaTh MOJNANKH;

- MpocMaTpuUBaTh JaHHbIE B (paiinax;

- BBINOJIHATH NPOrpaMMHbIE (DANITBI.
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Paspemenne MameHenre BKITFOYAET pasperieHue Yterve, a TAKXKE MO3BOJISIET:

- J100aBIATH (haliyIbl ¥ MOJIIAIKY;

- W3MEHSATh JaHHBIC B (paiinax;

- yAQJIATH MOJANANKU U (HaIbI.

Pa3perienue MonHbiit gocTyn BKIJIIOYAET pa3pelICHUsl MameHeHue, a TaKkKe
MO3BOJISIET:

- U3MEHATh paspelieHus 0e30MacHOCTU (TONbKO s (aljJoB U Mok

NTFS — New Technology File System — c¢aiinoBas cucrema, UCTIOIB3Y-
IOIasi MEXaHU3Mbl YIPABJICHUS JAOCTYNOM K (hallJIOBBIM pecypcam Mo
uAeHTU(UKATOPaM TOJIb30BATENICH/TPYIIT U CHUCKAM pa3pelieHud Ha
OTiepalliy ¢ ’TUMU pecypcamu);

- CTaTh BiaJeNblieM pecypca (Toabko s ¢aitnos u katanoroB NTFS).

B kadecTBe ceTeBbIX (DaJIOBBIX PECYpCOB MOTYT BBICTYIATh Iarnka (KaTa-
jor) u nuck. [Ipu aToM paspenieHusi, Ha3HaYEHHBIE JIJISl TTAITKU, PACIPOCTPAHSI-
I0TCS HA BCE HaxosIIuecs B Hell (aityibl (111 moAKaTaJIOroB MOTYT OBITh yCTa-
HOBJICHBI JPYTHE pa3pelIeHus ). AHAJOTUIHO, €CJTU B COBMECTHOE HMCIOJIb30Ba-
HUE BBIJICTSAETCS TUCK, TO ATO 03HAYAET, YTO BBIICISIOTCS BCE HAXOSAITUECST HA
HEM MManKu (XOTS CYIIECTBYET BO3MOXKHOCTh M3MEHATH Pa3peIICHUs JOCTYyTa
U Kaxaon u3 Hux). CiaeayeT Takke OTMETUTh, YTO IOJIb30BaTeh C MpaBaMu
AnMUHUCTPaTopa KOMITBIOTEPA OHOPAHTOBOM JIOKAJTLHOW CETH CMOYKET ITOIKITIO-
YUTBCS IO CETH K JWCKaM 3TOTO KOMITBIOTEpA, JaKe €CJIM OHU HE BBIJICIICHBI B
COBMECTHOE UCIOJIb30BaHME (yKa3aB B CTPOKE KOMAaHIbI  BbinonHuts
\\IMsa_ xowmneioTepa\llMa_nmckas$, HaIPUMED, \\PCl\C$). AgoMuHUCTpaTopbl A0-
MeHa MOTYT BBITIOJHATh AHAJOTUYHBIC JCUCTBUS ISl JTFOOBIX KOMITBIOTEPOB,
BXOJISIIIINAX B JJOMEH.

B Windows cy1iecTByeT BO3MOXHOCTb MOJKIIOYEHUS K BBIICICHHOMY JIJIs
COBMECTHOTO MCTIOJIb30BAHMS TI0 CETH PECYPCY cepBepa MyTEM OpraHU3aIliy TakK
Ha3bIBAEMOT'0 CETEBOTO JUCKA Ha CBOEM KOMIIBIOTEPE C MPUCBOSHUEM €My B Ka-
YeCTBE MIASHTU(UKATOpPA HE3AHITOW IPYTUMHU JUCKAMH OYKBBI JJATUHCKOTO aJI-
daBura. [Ipu >TOM madpbHEHIINI JTOCTYN M MCIOJIB30BAaHUE TAKOTO pecypca ¢
TOYKHU 3PEHUS TOJIb30BATENSI HUYEM HE Oy/eT OTIMYaThCA OT HCTOJIb30BaHUS
JIOKAJTBHBIX JUCKOB.

JIyist cpenHuX 1 KPYITHBIX KOMIBIOTEPHBIX ceTeit upma Microsoft mpenma-
racT TEXHOJIOTHIO HCIIOJIb30BaHHUS JIOMEHOB ceTeil. XapakTepHOH OCOOCHHO-
CTBIO JOMEHa sBIIsIeTcS Hamuuue B HeM cepepa (Windows Server
NT/2000/2003/2008/2011) - tak Ha3bIBAEMOTO KOHMPOALIEPA OOMEHA — C TCH-
TpaJM30BaHHOM 0a30i aHHBIX MOJIb30BATEJEH, BHIMOIHAIOIIETO ayTeHTU(PHUKA-
MO TTOJIh30BaTe/ICH B HaYaie uX paboThl M XPAHSIIETO pa3pelIeHNs Ha UCITOb-
30BaHHME CETEBBIX PECYpCOB Ha PA3IMYHBIX PAO0OYMX CTAHIUAX JIOMEHA. ITO
MO3BOJISIET MOJIH30BATEISAIM BXOJUTH B JIOMEH C JIFOOOTO KOMITBIOTEPA | TOJIH30-
BaTbCsl BBIICJIEHHBIMU JUIsl HUX pECypcaMH Ha pa3iuvHbIX KoMIlbloTepax. HeoO-
XOJJMMO OTMETHUTb, YTO JJI TOTO, YTOOBI peann30BaTh MOA0OHYI0 paboTy B O1-
HOPAHTOBOW CETH 0€3 MOCTPOCHHUS JTOMEHA, HEOOXOAMMO Ha KaXKIOM KOMITbIO-
Tepe 3aBECTH OJIMHAKOBBINA MEPEUEHb MOIB30BaTENCH (M TPYMI) C OJTUHAKOBBIMHU

45



NapoJIsIMH TIOJB30BATENEH, YTO, B OOIIEM Cllydae, CJI0XKHO JJisi OOJIBIIOrO KOJIH-
4eCTBa KOMITbIOTEPOB U MOJIb30BaTEIIECH.

Cnenyer obpaTuTh BHMMaHUE Ha NPUHIUIHMAIBHOE pa3nyHe HACTPOCK,
JOCTYIIHBIX Ha BKJIAJIKax [octyn U BesonacHocTb CBOMCTB Manku U Aucka. Bxmas-
Ka Joctyn CIY>KUT JIJIsl OpTraHU3alMuy OOIIEro JO0CTYyMa MO CeTH U MO3BOJISET 3a-
JlaBaTh IOJIb30BATEIISIM U TPYIIaM ONMHMCAHHBIE BBINIE pa3pelieHus MonHoro fo-
ctyna, Vamerenuns U Utenns (puc. 39). Bkiaaka BesonacHocTs pEryIHPYeET JOCTYII K
daitnoBbIM pecypcamM Ha OCHOBe paspemeHuil aitnmoBoii cuctemsl NTFS, xa-
pakTepHoil ansi coBpeMmeHHbIX Bepcuit Windows (puc. 40). Dta cucrema ais
Kaxoro (haiioBoro pecypca MoAISpKUBACT TaK HA3BIBAEMEBIN Cnucox paspe-
wenuti docmyna (Access Control List - ACL), conepxxarmii iepedeHb UICHTH-
(UKATOPOB MOJB30BATENICH U TPYII, KOTOPBIM Pa3pEIICHO UCIIOIB30BAHUE ITO-
ro pecypca, u ux paspemeHuit. OTMeTUM 0O0JIbIllee KOJIMYECTBO THUIIOB paspe-
IICHUH B ATOM ciy4ae U TOT (akT, YTO STH pa3pelIeHus: paboTaloT NpU UHTEP-
AKTUBHOM BXOJ€ IOJIb30BaTelNsl HAa KOMITBIOTEP (TO €CTh IPHU €ro perucTpanuu
Ha JAaHHOM KOMITBIOTEPE MPY IOMOIIU KIIaBUATYPHI).

Ceoiictea: Temp Pazpewenna ana

OBume |£l0c1'yr| BesonacHocTs |I'Ipeﬂh|uyu.me BEpCUK | Hac1’poﬁKa| BezonacHocTe |

MMA 06bekTa: D\Temp MMA o6bekTa: D\Temp

I'pynnhl WK NoONeEZ0BaTENN: I'pynnhl WK NONBZ0BATENK:

£ cucTema H  ciuctema
2 kgp (KFPClkgp) 2 kgp (KFPClkgp) I
82 AnMunncTpatopsl (KFPClAGMUMHUCTpaTODHI) 82 AnmunncTpaTopsl (KFPClAGMUHUCTPETODSI)
82 Monszoeatenu (KFPC\Mons3osaTenm) 82, Nonszoeatenu (KFPC\Monb3osaTenu)

YTo6k M3MEHMTL PASPELIEHIA,

HEXMUTE KHOMKY "M2MaHNTE".

Pazpewenna gna rpynne "cucTema” I ] I ]
/_E\ Paspeunte 3anperuts NogaeuTs.. Ypanute
MonHeR oocTyn v ll Pazpewenna ona rpynns "cucTema”

PazpewnTte 3anpetuTb

WzmeHeHne
/ -

MonHer nocTyn
“Y1eHne v BoINONHEHWE |

WzmeHeHue

YTeHWe ¥ BEINONHEHWE
Crvcok COOepAWUMOro NankKku

v
v
CnWcoK coOepauMoro nanku v
v
v

Fs
YreHne
3anuce - N
TEHWe
66l 380aTh DCOGHE pEEpeWeHMs Unu
napa kHonky = ] | [y | ——Emee

"NononHnTensHo" MNonpoGHee 06 yNpasneHuM A0CTYNOM M pa3pelleHUAX
NoppoBHee 06 YNpaENeHWW AOCTYNOM M Da3PEellEHUAX

-

IEEEEE
i

OK H OTtMeHa ] MpruMEHKTE

l OK H OTtMenHa ] MprUMEHKTE

Puc. 40. Pazpemenus NTFS nanku Temp

2.2. OpraHu3anusi CeTeBOoro J0CTyna K Karajoram (mamnkam)
B Windows

- 3amycTute nporpaMmmy MpoBogHuk.

- Beinenute B MNposogHuke Marky, K KOTOPOl HEOOXOAUMO OpPraHU30BaTh
COBMECTHBIM CETEBOM IOCTYII, U OTKPOUTE €€ KOHTEKCTHOE MEHK0. B
KOHTEKCTHOM MEHIO BbIOEpUTE KOMaHAy CeolicTaa.

- B oTkpbIBIIEMCS OKHE CBOMCTB Manky BbIOEPUTE BKJIAAKY [ocTyn U BbI-
MOJIHUTE INEIYOK MO0 KHOMKE PacwwpenHas HacTpoiika...(puc. 39). Bos-
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MO>KHO, TIOHaJIOOWTCSI BBECTH MapOJIb AQMuUHMCTpaTopa, MMOCKOIBKY Op-
raHu3anus 00IIero IOCTYIa SABJISETCS OJJHOM U3 ero 3ajad.

- B oTkpbIBIIEMCS OKHE YCTAaHOBUTE OTMETKY BO3JIe KOMAHJIbI OTKpbITh
0BLMI JOCTYN K 3Toit nanke, TP HEOOXOIMMOCTH 3aMEHUTE UMS CETEBOTO
pecypca (10 YMOJYaHUIO OHO COBIAIaeT ¢ UMEHEM mnarnkH) (puc. 39).

-  BrblnonHuTe METYOK HA KHOTKE Paspewenus, OTKPOETCS OKHO paspelie-
HUW IS COOTBETCTByIolel mnanku (puc. 41). B HeM nepeudncneHs
MOJI30BATENIM U TPYIIIBI MOJIH30BATENICH, KOTOPBIM Pa3pelI€H N0CTYI K
JAHHOW TalKe MO CETH, a TaKKe YKa3bIBalOTCS MpaBa JOCTyHa Jis
KaXXJIOr0 MOJIb30BaTelss WK rpynmnsl. [IpaBa MOXKHO HU3MEHSTH C IO-
MOIIBI0 YeKOOKCOB HAMPOTUB TUIIOB MPaB B 3TOM OKHE.

=

. ﬁpewmﬁ rpy’ €mp ]

Pa3peleHma AnA o6uwero pecypea |

PYNNLI MNK NONL30BATENN
8L Bce

HoGaenTe... | ) L r
Pazpewenna ana rpynnel "Bee" —
Pazpewn
BriGepute TMN 06LEKTE ) BuiGepwTe TMN 06LEKTA!
Moswein aocTyn g "MonezosaTenn’”, Tpynne" un "Monszoeatenu”, "Tpynnel" unn "BeTpoeHHsie cybekTul GezonacHocTi”
WameHeHne [}
YreHne B cnspyrouem mecTs : OLEeM MecTe:
BeenuTte UMeHa BLISMpaeMbIX Of Q&upme zanpockl
HaYMHAETCAC ¥ Cronéust
F
MogposHee 06 YNDEENEHA AOCTYNOM U Pa3peweH HauMHaeTcAC ¥ "
Qavesa QTKMNWYEHHEIE YUETHBIE 3EMMCKH Cron
MNaponu ¢ HeorpaHUYEHHEM CPOKOM ASACTEMA
Temp Cor
- 77
HoBasuTts | Yaanuts
OrpaHHYiTE YMC0 0gHoEpEMy |
nonb30BaTEnel 40
|| PeaynetaThl noucka:
Kra (RDN) B nanke o
B, vmware_ KFPC 3
5 __Vmware_user__ KFPC :
Kawnposal|| B3, 1IS_IUSRS KFPC
B 1UsR -«+——— [10/Ib30BaTENM U Fgﬁl’ll’lbl
& Juw KFPC nonb3oBaten
& kav KFPC
b ATocTs KFPC
38, OCAL SERVICE
2, NETWORK SERVICE
& postgres KFPC
ok | L REMOTE INTERACTIVE =

Puc. 41. Jlo6aBiieHne MOIb30BaTENS IPU OpraHU3AIMH OOIIETO JOCTYyIA K Tanke

- Jlns moGaBneHUs MOIb30BATENS, KOTOPOMY OYIET pa3pemi€H AOCTYII 0
CETH K JIAaHHOM ITarKe, He0OX0MMO BBITIOTHHUTH IICITYOK Ha KHOTIKE [o-
6aBnTb 1 B OTKPBIBIIEMCS OKHE Bbibop: MNonb3osaTenu unu pynnbl BBITIOJI-
HUTH IICTYOK Ha KHOTIKE JononHutensHo (puc. 41).

- OxkHO BbiGop: Monb3osatenu unu Mpynnbl pa3BEPHETCA U MOCIIE MIETYKa Ha
KHOIIKE Mouck B IIPaBOM HMXKHEW YacTU OKHA, MOSBUTCS CIUCOK IMOJIb-
30BaTesield U TPy JaHHOTO KommbioTepa (puc. 41). OgHuM U3 MoJb-
30BaTeliel, 3apEruCTPUPOBAHHBIX B CUCTEME 10 YMOJTYAHUIO, SIBISIETCS
MIOJIB30BATENh 0CThb, YUETHAS 3aMMHCh KOTOPOTO MCIOJIB3YETCS IS Op-
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TaHU3alMU CETEBOTO JOCTyMNa K pecypcaM JJisi HE3apEeTUCTPUPOBAHHBIX
Ha JJaHHOM KOMIIBIOTEPE MOJIb30BATEIICH.

BriGepute B criucke moJib3oBaTelisl Focte M IIENKHUTE Ha KHOMKE OK.
Emé pa3 ménkaure Ha OK B CBEpHYBIIEMCSI OKHE BbiGop: Monb3oBaTtenu
nnu Tpynnel. [Io yMonadaHuto octio HA3HAYAETCS pa3pellicHUE YteHve,
OCTaBbTE ero 0e3 u3MeHeHH (puc. 42).

Pazpeluenua Ana rpynnsl "Temp” ﬁ
PazpeweHna AnA o6Wero pecypea |
T pynnkl MAK NONEZ0BATENN:
52 Bce
& locTs (KFPC\ocTs)
[ NoGaenTe... l l Yoanute I
PazpeweHns aAna rpynnel "TocTts"
Pazpewnts 3anpetuTe
MonHeld ooctyn 0 O
MzMeHeHue 0 O
YreHue O
NonpoGHes 06 yNpaEneHWW O0CTYNOM W PE3PElEHWNAX
oK ‘ l OTtMeHa ‘ l MpuMeHUTE ‘

Puc. 42. Jlo6aBnenue nonb3osaresns ['octs ans manku Temp

[ToBTOpUTE OMNMUCAaHHBIC BBINIC ACUCTBUS IJiA JTOOABJICHUSI K CIHCKY
pa3pelIEHHBIX MOJIb30BATENEH MOIB30BATENS student (MM JHOOOTO JIpy-
roro, noJ KOTopbiM Bbl cMOKeTe 3aperucTpupoBaThCs) ¢ pa3pelIeHHEM
Namerenve (TIpU 3TOM aBTOMATHYECKH OTMEYAETCS W pas3pelieHue Yre-
Hue).

VYnanute U3 CHUCKa pa3pelIEHHBIX MOJb30BaTEeNed TpyImy Bce. 3a-
KPOWTE BCE OKHA.

3aperucTpupyiuTech Ha COCEIHEM KOMIIBIOTEPE JIOKAJbHOM CETH MOJ
UMEHeM student (WJIM IpYyTUM, KOTOPOMY OPTraHMU30BaH JOCTYI K CeTe-
BOM TaIKe) U OTKPONUTE OKHO CeTb, BHITIOJHUB IIEITUYOK MBIIIBIO HA CO-
OTBETCTBYIOIIECH MUKTOrpamMme Pabodero crosna. Bbl JOJDKHBI YBUIIETH
CIIUCOK KOMITBIOTEPOB Ballieit 10KaJIbHON CETH.

OTKkpoliTe KOMIIBIOTEP, HA KOTOPOM HAaXOAMUTCS BBIACIICHHAS [JIs COB-
MECTHOTO MCIOJIb30BaHUS IO CETH mamnka. Bel 10MKHBI YBUACTh U300-
pakeHue Markh, K KOTOpod opranuszoBaH aoctyn (puc. 43). Yoenu-
TECh, YTO BBl MOXKETE U3MEHSITh CONEPKUMOE IOKYMEHTOB U 3TOM Ian-
ku (100aBbTE B HEE MOMATIKY ).

3aperucTpupyiTech Ha CBOEM KOMIBIOTEPE MO JTIOOBIM UMEHEM, KO-
TOPOTO HET B CMHCKE pa3pelIéHHBIX IMOJIb30BaTeNeH ISl ManKku ¢ 00-



UM JIOCTYNOM. YOenuTech, 4YTo Teneph BaM HeAOCTymHBI EeHCTBHS
M0 CO3JIaHUIO HOBBIX MOJMAINOK U (DailyioB, a TaKKe COXPAHEHHUIO U3Me-
HEHHBIX (PaitsIoB.

SIE )
@O-Lk » Cets » KFPC » ~ | 42 || Mouck: kepc )
YHODHAOHHTIJ i LLEHT[J YNpaeneHWA CETAMMK M O6|.|.|,|f'|M A0CTYNOM 23 -;’:: i :D 9

e

Temp

A KomnsroTep ! O6wan nanka

+ JlokanbHBIA AKMCK
» WORK (D)
+ VIDEO (E)
w WINXP (F)
< CD-anckosog (H:

m

& Cemn

-

[ . JnemeHT: 1 il

Puc. 43. O0mas nanka B okae CeTb

-  BbINOMHATE TTOAKIIFOYEHHUE BBIICIICHHON ISl COBMECTHOI'O HCHOJIB30-
BAaHUs IO CETH MAIIKU CEpBEpa KaK CETeBOro AucKa Barrero kommerore-
pa. i 3TOr0 BBINOJHUTE LIETYOK MPABOW KHOIIKOM MBI II0 ITUKTO-
rpamme Cetb Ha Pabouem crtone U BI>I6epI/ITe KOMaHAYy [logkniounts ceTte-
BOM auck... B OTKpBIBIIEMCSI OKHE BbIOepHUTE OYKBY, KOTOpOH Oyner
UJeHTUGUIIMPOBAH CETEBOUM pecypc B Baimeil cucteme, W, BBITIOJIHUB
HIETYOK N0 KHOTKE O630p..., BHIOEpUTE HEOOXOAUMBIN CETEBOM pecypc
Ha yJaain€HHOM KommbloTepe cetu. OOpaTuTe BHHMAHUE Ha 3alllCh,
YKa3bIBAIOIIYIO MECTOHAXO0XKACHUS pecypca:
\\IMsa_xomnbiorepa\lima_pecypca (pHc. 44).

™
O630p Nnanok
@ %E)‘Amloumb CETEeB0iA ANC) BribepuTe ofiLLyH ceTeByt nanky
e
BbibepuTe ceTeByto Nanky, kK KOTOPOKH HeoBxoAUMO NoAKNHOY @ Cets
- 4 A KFPC
YkaxuTe BYKBY AMCKa ANA NOAKIYEHMA M Nanky, K KOTOPOH HeoBX0AMMO NOAK
> & Temp
Luck: IZ: ) 'I
Mpumep: Yserver\share
BoccTaHaBNMBaTe NpY BXOAE B CUCTEMY l Cozaate nanky ] [ Ok } [ Otmena
[C1WicnonszoBaTs apyrve yueTHsle aaHHbIe
MNoaknoyeHWe K canTy, Ha KOTOPOM MOXHO XDaHWTb AOKYMEHTEI W M306DaxeHnA,

Puc. 44. IlogkroueHue BBIACICHHON B COBMECTHOE HCIOIb30BaHUE MO CETH IMAIIKU
KakK CE€TECBOIro JucCkKa
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CymiecTByeT BO3MOXHOCTh OPIaHM30BaTh MOJAKIIOYEHUE CETEBOTO JUCKA
OT UMEHM JPYTroro Mojib30BaTels — Mcnonb3oBath Apyrvue yu4éTHble AaHHble (ecTe-
CTBEHHO, Ul 3TOr0 HEOOXOJUMO 3HATh €ro napojib). OTMETKa BO3JIE ONIUU
BocctaHaBnuBate npy BXOoAe B CUCTEMY IIO3BOJIIET COXPAHUTH BBIIIOJIHCHHBIC
HACTPOMKH AJIs1 HOCTIEAYIOUIUX CEaHCOB paOdO0ThI TEKYIIETO MMOJIb30BATENS.

HeoOxoaumo oTMETUTh, 4TO paboTa OJAHOIO YeJIOBEKa O]l HECKOJIbKUMU
YUETHBIMM 3aIIUCSAMU SIBJIETCA OYEHB IOJIE3HOM. Tak, eciii OOBIYHO BBINIOJIHSIE-
Masi pabota He TpeOyeT MmpaB AgMuHUCTpaTopa CUCTEMBI, TO HACTOSATEIHHO PEKO-
MEHIyeTCs 3aBeCTH ce0e yuETHYIO 3allliCh C MPaBaMU IOJIb30BaTeNs U paboTaTh
10/l ATOM YYETHOM 3amuchbio. TOJNBKO MPU HEOOXOJUMOCTH BBIIIOJIHEHHUS CH-
CTEMHBIX paboT (ycTaHOBKa/ynajieHue MporpaMM, HAcTpoilka 00OpydOBaHUS U
T.J.) CIEIyeT KPAaTKOBPEMEHHO UCIOJIb30BaTh YUETHYIO 3alIUCh AgMUHUCTpaTopa.
Takoll moaX0/1 MO3BOJIUT 0OECTIEUNTh JJIUTEIBHYIO aJIeKBaTHYIO paboTy omnepa-
LIMOHHOM CUCTEMBI, TIOCKOJIbKY BHPYCHBIE MPOIPaMMbI M APYrOo€ BPEAOHOCHOE
IporpaMMHOe oOecrieueHue, 3amy e HHOE OOBIYHBIM M0JIb30BATENIEM, HE MOXKET
BBITNIOJIHATh U3MEHEHUE CUCTEMHBbIX (aitnoB. Ha puc. 45 nmokaszaH noaxitouéH-
HBIM CETEBOM JIMCK B OKHE KomnbloTepa.

¥nopARAoUWTL ~ CBoicTBa CUCTEMBI YAanuTb UM N3MEHWUTL NpOrpamMmy 23 E= ¥ JJ Q

Wa6paHHoe 4 Xectkne anckr (4)

Ml PaGounp ctan JNokaneHbIA guck (C) WORK (D2)

. KNy el
\EnrET W7 58916 caobonHo w3 97,6 16 W 2,08 1T co60aHO M3 180 6
<» HepaBHwe mecta VIDEO (E) WINXP (F)

- ¥ 455 16 csoBoaro vz 849 16 =5 695 6 cso6oaro uz 197 6
. BrBnmotekn

4 YeTpolcTBa €O CheMHbIMUA HOCUTENAMM (3)

& Komnbrotep hJ A

& NokansHbii anck (C = Auckoson (A) ______@ DVD RW auckosog (G)
& WORK (D)
= VIDEO (E3)
= WINXP (F)

= Temp (\KFPC) (Z:)

&4
BD-ROM (H:
-’-..@ Awvckosoa (H)

4 CeteBoe pasmeluenue (1

Temp (\KFPC) (Z2)

ﬁ!‘! CeTb

=
& KFPC

-

2,08 Tb ceoBogHo 13 180 Th

P amMATe: 2,00 Ib

» MNMpoueccop: Intel(R) Core(TM)2 CPU ...

. KFPC PaBouasn rpynna: WORRGR

Puc. 45. IlogkroueHue BBIACIEHHON B COBMECTHOE MCIOIb30BaHME 110 CETH ITallKU
KakK CE€TCBOro JucCkKa

JIJst OTKJTFOUEHHS CETEBOTO JUCKA HEOOXOUMO BBITIONHUTH MIEITUOK HA €T0
MUKTOTPaMME TIPABOM KHOTIKOM MBIIIA W BRIOpATh KOMaHIy OTkMiouMTh U3 KOH-
TEKCTHOT'O MEHIO.

2.3. Opranusanusi COBMECTHOT0 MCIOJIL30BAHUS 10 CETH NMPUHTEPA
B Windows

- OTKpOHTE OKHO YCTpoMCTBa M MpUHTEPbl HA KOMIIBIOTEPE, K KOTOPOMY
MOJKJIIOYEH TUIAHUPYIOIIUICA B COBMECTHOE HCIOJIb30BAHUE MO CETHU

50



MPUHTEP, BBINOJHUB IIEIYOK MO COOTBETCTBYIONIEH MUKTOrpaMMe B
Maveru ynpasnequss Windows, a 3aTeM BBI30OBUTE IIEITYKOM MPaBOU
KHOIIKHM Ha IMHUKTOTpaMMe MPUHTEPA €ro KOHTEKCTHOE MEHIO (puc. 46).
B sTOM MeHIo BhIOepHTE KOMaH1y CBoiicTBa NpuHTEpA.

— — - —~

|E] el
- wune - P e - e . e =
o~ |
@ Uv\a.q « Bce 3M1eMeHTbl NaHenv ynpasieHva » YCTpovicTea U NpuHTEpLl b " +5 ‘ ’ Mouck: Yempoticmea u npur.. P
[lo6asneHue ycTpoiicTea YcTaHoBKa npuHTEpa MpocMoTp ouepeav neuat CeovicTea cepeepa neyatm > =] ~ Pzl
4 [puHTepbl 1 dakcol (4)
| / | / ! ’
e e @' >y
Adobe PDF Microsoft XPS Samsung
Document Writer | ML-1]
MpocmoTp ouepean neuatu 1
4 Ycrpoiicrea (7) v Wcnonb3oBats N0 yMoAUaHuio i
Hactpoiika neuatv
N e B CsovicTea npuHTepa
= -
¥ - Co3zaTb APALIK ' 4 -
— - = / -
//,/ \Q/ r\(‘)/ & | YcTpaHeHve Henonagaok b \V/
b YaanuTb yCTpOKCcTBO 4
KFPC ODWVQR ST3320620AS ST31( edia Wheel Mouse
UFOHAZKDY ATA Device ATA Csorictsa d Optical
SCSICdRom
Device =
» Samsung ML-1250 PCL 6 CocrosHve: & no YMONYAHUIO Cratyc: lokyMeHTOB B ouepeav: 0
Mogens: Samsung ML-1250 PCL 6
;l Kateropus: MpuHtep
——— e e e S e ———

Puc. 46. OxHO YCTPONCTBA M NPUHTEPBI ¢ KOHTEKCTHBIM MEHIO TIPUHTEPA,
MJIAHUPYIOIIETOCS K UCIIOJIb30BAHMIO TIO CETH

- B OTkpeIBIIEMCS OKHE CBOWMCTB NPUHTEpPA BBIINOJHUTE LIECTYOK Ha
BKJIaZKE [loctyn U YCTAaHOBUTE OTMETKY BO3JIC KOMaHIbI O6wuii goctyn K
naHHoMmy nipuHTepy. B TE€KCTOBOM 1ojie CeteBoe vMsi MOXKHO 3aJ1aTh MM,
10/ KOTOPBIM TIPUHTEP OYyJeT BHJICH B CETH (M0 YMOJTYaHHUIO OHO COB-
najaeT ¢ Ha3BaHUEM MOJIEM mpuHTepa) (puc. 47).

- Ha Bknagke BesonacHocTb YKa3bIBAa€TCsl CHUCOK MOJIB30BATENICd U UX
IIpaB OTHOCHUTEIILHO BBIMOJHECHHS CETeBOM medaTu (100aBIICHUE IONb-
30BaTeICN U MPAB MPOUZBOAUTCS AHAJIOTUYHO JCUCTBUSIM, ONTMCAHHBIM
JUTsl KoH(UrypupoBaHus ceteBoil manku). [lo ymomuanuto nis Bcex 3a-
PETUCTPUPOBAHHBIX B CHCTEME IOJb30BATENICH Pa3peniacTcsi TOJIbKO
Mevatb, 19 AOMUHUCTpaTOpPOB JOIOJHUTEIBHO YnpasneHne npuHtepamu U
YnpaeneHne gokymeHtamu, IJIA TOJIb3oBareid CO3LOATEJIb-BJTAOENEL, —
TOJBKO YnpaeneHue pokymentamn (puc. 48). Pasperienue Ynpaenenve
npuHTepamMu OOCSCITCUHBACT ITOJTHBIM aIMUHHUCTPATHBHBIA KOHTPOJb HAJI
MIPUHTEPOM: TIOJIH30BATENIh MOXKET MPUOCTAHABINBATh U BO3OOHOBIISITH
paboTy MpUHTEpPA, U3MEHSITh TTapaMeTphbl Ouepeu MevyaT, MpegocTaB-
JIATh TPUHTEP B COBMECTHOE HCIIOJIb30BAHHUE, KOPPEKTUPOBATH pa3pe-
WICHUA JJI1 NPUHTEpA U M3MEHATh CBOMCTBA NpUHTEpa. PaspeuieHue
YnpasneHue AokyMeHTamu OOECIIEUMBAET BO3MOXHOCTH IMPUOCTAHOBKH,
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B0306HOBJ'I€HI/I$I, nepe3anyCcka, OTMCHbI U UBMCHCHUA OYUCPCAU IICHATH
JAOKYMCHTOB, OTIIPaBJICHHBIX APYTMMHU I1OJIb30BATCIISIMH.

= Coolicrsa: Samsung ML-1250 PCL

| Oﬁume| Hoctyn |ﬂopm | [NlononHuTensHo | YnpaeneHue LgeToM | BezonacHocTe | O nporpanne|

Ecnv OBLWMIA AOCTYN K 3TOMY NPWHTEPY paspeLueH, TONLKO
L/ nonb3osatenv Bawed cen CMOTYT NeyaTaTb Ha Hem.
% MpuHTEp He GyAeT AOCTYNEH, ECAM KOMMNbIOTER HAXOAWTCA B
cnaleM pexime. MsMeHuTs 3T NapaMeTpsl MOXHO uepes
LleHTp ynpaeAeHnA ceTAMW M 0BLIMM AOCTYNOM.

0B6WMiA 40CTYN K AaHHOMY NPUHTERY
Samsung ML-1250 P

Cetesoe MMA:

i MNpopucoBka 3aAanni NEYATH Ha KNMEHTCKMX KOMMbHTEPAX
(pexomerayeTcs)

lpadsepsl
Ecnm 3T0T NpMHTED LOCTYTMEH KOMMBHITEPAM C DAZNMUHBIMK
BepcHAMI Windows, peKoMEHAYETCA YCTAHOBWTL ANA HETO
AONONHWTENbHEIE ApafBepsl, UTO MO3BONMT
NONL30BATENAM HE UCKATH APAEEPHI MPUHTEPA.

[lononaHWTenbHble ApadBepsl... l

I oK I [ OTMeHa ] ’ MpuMeHnTE ]

Puc. 47. Bxnagka ycTaHOBKH OOIIIETO JOCTYIA K IPUHTEPY

= CBoiicTBa: Samsung ML-1250 PCL

| OBuwme | Noctyn | MopTel | TNononHuTensHo | Ynpaenenue Ll,BBTOM| BeszonacHocTs | O nporpamme

’—pyl'll'lhl WK NONBZ0BATENM:

ABce
2, CO30ATENb-BNANENEL

2 kgp (KFPCikgp)

£ Anmunnctpatopsl (KFPCYAQMAHUCTpaTopsl)

I HoGaeuTs... ] I Ynanuts ]

Pafpewerna ana rpynnel "Bee
Pazpewnte 3anpeTuTe

Mevats
¥NpaeneH1e 3TKMM NPUHTEPOM
YnpaeneHne OOKyMeHTaMK

Ooo=E
i

Oco6kie paspelweHua

:lTOShI 2apfatk ocgﬁhle pazpeWEHA UM NapaMaTpLl, HEXMUTE KHOMKY TONOAHMTENEHO
fononHuTensHo".

MNogpotHee 06 yNpaeneHWWM O0CTYNOM 1 paspelleHNAX

I OK I l OTtMeHa ] l MprUMeHUTE ]

Puc. 48. Bknanka pa3perieHuil i CeTeBoro npuHTepa



OTKpoOWTE C COCEIHET0 KOMIBIOTEPA JIOKAJbHOW CETH OKHO CeTtb, BbI-
MOJIHUB IIEJTYOK MBIIIBI0O HA OJJHOMMEHHOW MUKTOrpaMMe Pabouero cTo-
na. Bbl JOMKHBI YBUAETh CIIMCOK KOMITBIOTEPOB Balien JIokaibHOU ce-
TH. OTKpONTE KOMIBIOTEP, HA KOTOPOM HAXOJUTCS CETEBOM IMPHUHTEP.
Bbl 10JDKHBI YBUZIETh U300paKEHUE MPUHTEPA, K KOTOPOMY OPraHu30-
BaH goctyi (puc. 49).

Ynopsaountb ¥

-~

& lomawsnas rpynna g) Samsung ML-1250 PCL 6
& KomnbtoTep Temp

& JlokansHel anck| 4 O6uwas nanka

& WORK (D)

& VIDEO (E)

= WINXP (F)

JnemeHTosB: 2
A
»&

Puc. 49. OxHO ceTeBhIX PeCypcoB yIaIEHHOTO KOMIIBIOTEpA

BrinonauTe ycTaHOBKY Ha BaiieM koMmIibioTepe (KOMIBIOTEpPE JTOKaTb-
HOM CETH, K KOTOPOMY HE IMOJCOEAUHEH TPUHTEP) CETEBOTO IPUHTEPA.
JIJ1s1 5TOTO OTKPOWTE OKHO YCTPOICTBA M NPUHTEPLI U BBIMIOJHUTE KOMaH-
Ny YcTaHoBKka nmpuHTepa B CTPOKE MEHIO KOMaH] (MJIM BBITIOJIHUTE IIEJI-
YOK Ha CBOOOJTHOM MECTe OKHa IMpaBOil KHOMKOW U BHIOEPUTE KOMaHy
Do6asuTb npuHTep). 3aIyCTUTCSE MacTep yCTaHOBKM NPUHTEPOB.

B oxHe Macrtepa BBI6epI/ITe OIIIUI0 [obaButb ceTeBon, 6GeCnpoBOAHbLIA UMK
Bluetooth-npuHTep M BBIMIOJIHKUTE MICTYOK HAa KHOMKE fOanee (puc. 50).
MacTep BBINOJHUT TMOUCK JIOCTYMHBIX CETEBBIX MPUHTEPOB U IMPEaO-
CTaBUT UX B crnucke (puc. 51). Boibepure He0OXOAUMBIA U HAXKMUTE
Danee. Ecnu crivcok OyaeT mycT Wid B HeM OyJeT OTCYyTCTBOBAaTh He-
00XOMMBIN CETEeBOM MPUHTEP, CYIIECTBYET BO3MOXKHOCTh YKa3aTh €ro
BPY4YHY1O BBI60pOM KOMAaH/JIbI Hy>XHbIN NPUHTEP OTCYTCTBYET B CMUCKE.

B otkpeiBmiemcs okae OyaeT BeiBeAeHa MHGOpManus o0 yCTaHOBJICH-
HOM Ha Baiiem KOMIIBIOTEpE CETEBOM MPUHTEPE W MOCJE HAXKATHs Ha
KHONIKY [lanee OTKPOETCA MOCJIEAHEE OKHO Mactepa ¢ NPENIOKEHUEM
BBIIIOJIHUTL [leyaTb npobGHOM cTpaHuubl HA YCTAHOBJICHHOM CETEBOM
IIPUHTEDPE.

B okHe Ycrpoiictea 1 npuHTepbl KOMITBIOTEPA, HA KOTOPOM CKOH(UTYpH-
POBaH CETEBOI NPUHTEP, TOHKHA OSIBUTHCS €r0 MUKTOTPaMma.
Otkpotite moboe npunoxenue Windows, Harpumep Microsoft Word,
HabepuTe HECKOJBKO CJIOB IOKYMEHTA U BBINIOJHUTE KOMaHy darn-
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Mevatb. OTKPOETCSI OKHO MeYaTH, B KOTOPOM Oy/eT yKa3aH CETeBOU
npuHTep. Pacnieyarante JOKyMEHT Ha CETEBOM IIPUHTEPE.

Beibop Tvna ycraHaeanBaeMoro npuHTepa

? [106aBWTb NOKaNbHbIN MPUHTEP
Wcnone3syiTe 3TOT NapaMeTp TONbKO NPK OTCYTCTEMW NpuHTepa USB. (MpuHTepsl USB
yCTaHaBMBaKoTCA B cucTeme Windows asTOMaTMUECKM NPK WX NOAKAUEHWA.)

2 [lobasuTh ceTeBOM, DecnposogHou nav Bluetooth-npuHTep
YbeawTecs, UTo KOMNbIOTED NOAKAKIYEH K CETM MAW UTO BKAKOUeH npuHTep Bluetooth
nnn BecnpoBOAHOM NPUHTED.

| [anee | l OtmeHa l

Puc. 50. OxHo Macrtepa ycTaHOBKH MTPUHTEPA C YKa3aHUEM
B Ka4eCTBE MOKII0YaeMOI0 CETEBOr0 MPUHTEPA

Mounck A0CTYNHbIX MPUHTEPOS...

Wma npunTtepa Anpec
K. Samsung ML-1250 PCL 6 Ha KFPC \WKFPC\Samsung ML-1250 PCL &

| | I OCTaHOBWTE

= Hy>kHbI NpUHTEp OTCYTCTBYET B CNucKe

I Nanee H OtMeHa ]

Puc. 51. OxHo Macrtepa ycTaHOBKH ITPUHTEPA CO CITUCKOM
00HapyXEHHBIX CETEBBIX MPUHTEPOB



2.4. Ucnioab30Banue net-koMaHa Windows

Bolaenenre U MCIob30BaHUE CETEBBIX PECYPCOB MOXKET OBITh OpraHU30-
BaHO TaK Ha3bIBAEMBbIMH net-kKomMaHaamMu Windows. /{1 3HakoMcTBa C HUMH
3aIyCTUTE OKHO KOMaHAHOW CTpOKH (Myck — BeinonHute cmd). 1 mpocmoTpa
NOJJIEP)KUBAEMBIX CETEBBIX KOMaHJ B OKHE KOMAHJIHOM CTPOKM HEOOXOIUMO
HaOpath net help (puc. 52).

"B CAWindows\system32\cmd.exe el S

C:\Users\kgp>net help -
CHHTaKCHC AaHHOW KoMaHabl:

NET HELP
MMA_KOMaHgbl
“Unu-
NET vMA_KoMaHabl /HELP

MoxHO HMcnonb3oBaTb cnegywliie KoMaHAabl:

NET ACCOUNTS NET HELPMSG STATISTICS
NET COMPUTER NET LOCALGROUP STOP

NET CONFIG NET PAUSE TIME

NET CONTINUE NET SESSION USE

NET FILE NET SHARE USER

NET GROUP NET START UIEW

NET HELP

NET HELP NAMES pasbAcHAeT pas3nHYHble THMbl MME@H B CTpoOKax cHHTakcuca NET HELP.
NET HELP SERUICES BbiBOAMT chMCoK cnyxb, KOoTopble MOXHO 3anycTHTh.

NET HELP SYNTAX pasbAcHAeT nNpaBuna YTeHWA cTpok cuHTakcuca NET HELP.

NET HELP umMA_koMaHael | MORE - nocTpaHWYHbIA MPOCHOTP CMPaBKH.

C:\Users\kgp>
&

Puc. 52. Cniucok ceteBbix komana Windows U mpaBmiia IpocMoTpa
WX CHHTaKCHCa U ITapaMeTPOB

KomaHma net view BBIBOAWT CITUCOK KOMITHIOTEPOB CETH WIJIH CETEBBIX
pPECypCOB Ha yKa3aHHOM B KaueCTBE MapaMeTpa KoMmrmbioTepe (puc. 53).

M C\Windows\system32\cmd.exe EEE&

KoMaHga BbInonHeHa ycnewHo .

C:\Users\kgp>net view \\KFPC
06uMe pecypcbl Ha S\SKFPT

MMa obuero pecypca Tun HWcnonbsyeTca kak KoMMeHTapHH

Samsung ML-1250 PCL 6 [Me4aTb
Temp fIMcK
KoMaHaa BbNONHEeHa YcrnewHo.

[ — E——————— s

Puc. 53. IIpocMOTp KOMITBIOTEPOB CETH M CETEBBIX PECYPCOB KOMaHI0M net vew
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BbI3BaHHas 0e3 mapaMeTpoB KOMaHJA net view BBIBOJHUT CIUCOK KOM-
IBIOTEPOB JIOKAJbHOW ceTH. CHUCOK OOLIMX PECYpPCOB KOMIIBIOTEPA MOXKET
OBITh MOJIYYEH C MIOMOIIBI0 KOMAaH/bl net view \\lMa KoMmmeoTepa.

Komanna net share obOecrneuyuBaeT ymnpaBieHUE OOLIUMH PECYpPCaMH.
[Ipu BbI30BE KOMaH[bI net share 0€3 mapamMeTPOB BBIBOAATCS CBEIEHHUSA 000
BceX OOLIMX pecypcax JIOKAIbHOTO KoMIboTepa. [l BblAENEHHs 110JIb30BaTe-

JIFO ITAaIlIKK B COBMCCTHOC HCIIOJIBb30BAHUC I10 CCTU CICAYCT 3a/1aTb KOMAaHAY net
share [CeTeBOe mMMA=] IOUCK : NyTh K _IalKe [/GRANT :

uMA noJb3oeaTend, [READ | CHANGE | FULL]]. I[JI}I OTMCHEI O6HIGFO 0~
CTyna K IIalKEe HMCHOOJB3YyCTCA KOMaHIa net share ceTeBoe MMA|IOMCK:
nyTs k_nanke /delete. B KBagpaTHBIX CKOOKaxX yKa3aHbl HEOOs3aTeJIbHBIC
napaMeTphl, a BepTUKaJIbHas yepTa 0003HaUYaeT 3aJlaHue WM mapameTrpa nepe
HEW, WM TTapaMeTpa 1ociie He€. Ecnu He ykas3bpIBaTh CETEBOE UMS MAIKU, TO OHO
OyJeT coBnajaTh C MMEHEM MalKyu Ha JIOKAJIbHOM JMCKE, €CJIM He 3aJaBaTh pas-
pelieHrs KOHKPETHBIM TOJIb30BATENSIM OMIUEH /GRANT, OyJET BBIIAHO pa3pe-
ICHUE YTeHne IS TPYIIIBLI Bce JAHHOTO KOMITBIOTEpA WM JOMEHA. B kauectBe
npyuMepa Ha puc. 54 Moka3aHO BBIJCICHUE MaNKu D:\News B COBMECTHOE HC-
IIOJIb30BAHHUE 110 CETH C CETEBBIM MMECHEM HomocTwm HJIA ITOJb30BATEISA MOCTb C
pazpermieHrueM Yrenme. OOpatuTe BHHUMaHUE, KOMAHIOM net share Ha 3KpaH
BBEIBOJIATCSI I CUCTEMHBIE PECYPCHI C CETEBBIMU MMEHAMU, 3aKaHYUBAIOIIUMUCS
CHMBOJIOM $ (OHI/I JOCTYIIHBI IOJIb30BATECIISIM C IIpaBaMH A,u,MMHMCTpaTopa).

B AaMyuHWCTpaTop: KoMaHaHaa cTpoka Ehﬂh

C:\Windows\system32>net share HoeocTW=D:\News /GRANT:MocTb,READ
HoBocTH ycnewHo HazHaYer oS-

C:\Windows\system3Z>net share

Obuwee HHMA Pecypc 3aMeTKH

:\Windows YpganeHHsIM Admin

:\ CTaHgapTHbIM obumid pecypc
:\ CTaHgapTHbIM obumid pecypc
:\ CTaHgapTHbIM obumid pecypc

:\ CTaHgapTHbIM obumid pecypc
YpaneHHe IPC
:\lWindows\system32\spool\drivers
fApaiBepbl NpHHTEpoB

\Temp
~:AUsers
D:\Neus
Samsung M TZ530FLLC B
usBee O4yepegs 3Samsung ML-1258 PCL 6
KoMaHga BbINOMHeHa YcnewHo.

C:\Windows\system3Z>net share HoeocTu /delete
HoBocTH ycnewHo yganeH.

Puc. 54. Opranu3anus ceTeBoi manku KoMaHa0i net share

56



KomaHna net use obecreunBaeT MOAKIIOUEHNE K OOIITUM CETEBBIM Pecyp-
CcaM Ha y,ZlaJIéHHOM KOMIIBIOTCPC HUJIM BBIBOI I/IH(i)OpMaHI/II/I O CCTCBLIX ITOAKIIIO-
YEHHSIX TEKYIIET0 KOMIbIoTepa. Bri3BanHas 0e3 mapaMeTpoB KOMaHAa net use
M3BJICKACT CIIMCOK CETEBBIX MOAKIIOUEHUM TaHHOTO KoMIbloTepa (puc. 55). s
MOJKJIIOYEHMST BBIJICJICHHOW JJI1 COBMECTHOTO HCIIOJIb30BAHUS MO CETH MAIKH
Ha KOMIIBIOTCPC-CCPBCPC HCO6XOHHMO 3agaTb KOMaHJY net use [Oyk—
Ba mucka:] \\mMa xomnboTepa\mma cerTepodi nanku. ECIIM HE yKa3bIBaTh
OyKBY JucCKa, Tarmka OyJeT MOJKIIYeHa, HO JOCTYN K HeM OyJaeT BO3MOXEH
TOJBKO IO CCBUIKE B BHUJE \\mmMsa xoMmmnborepa\uMsa ceTerBoy nanku. LECTe-
CTBCHHO, Br1 JOJIKHBI 06J'IaI[aTB IMOJIHOMOYHAMHU, pa3pCIarOmrMn Bam ucnoins-
30BaTh YKa3aHHYIO CETEBYIO Nanky. s OTKIIFOYEHUSI CETEBOM NAIKU HA ya-
JICHHOM KOMIIBIOTEpPE HEO00X0IUMO 3a1aTh KOMaHAy net use OykBa IOucka: |
\\mMsa_ xomnbioorepa\mums cerepoii nanky /delete. BeprukanpHasg uyepta
0003HaYaeT 3a/laHue WU OYKBBI IUCKA, WK UMEHU YAAJIEHHOTO KOMIIbIOTEpa-
CepBeEpa U CETEBOM MAIKH.

E C\Windows\system32\cmd.ex Eh &

C:\Users\kgp>net use
Hoeble nogkniodervia—GUaYT SanoMHeHs!.

CocToAHUe flokanbHei YganeHHEIH

\\KFPC\Temp Microsoft Windows Network
KoMaHaa BbiMonHeHa YcrewHo.

C:\Users\kgp>net use ¥Y: \\KFPC\HoBocTH
KoMaHga BbiNonHeHa YCHEWHT:

C:\Users\kgp>net use
Hoeble nogknwyerrs—GYAYT SanoMHeHs!.

flokanbHsi YganeHHBIN

\\KFPC\HoBocTH Microsoft Windows Network
: AAKFERE T enp Microsoft Windows Network
KoMaHga BbNoMHeHa YcrneuHo.

Puc. 55. TToaxnroueHne ceTeBoil Manky KOMaHI0M net use

CneﬂyeT OTMCTHUTD, qTo cCimn VM KOMIIbIOTEPA NN
MMH_ceTeBoﬁ_nanKMCOﬂepmﬁTHpO6eHH,HXCneﬂyeT3aKManﬂsBKaBHqKH.

PaccmoTpenHbie ceTeBble KOMaHAbl MOTYT OBITh MOJIC3HBIMU MPU COCTaB-
JIEHUU KOH(PUTYpaIlMOHHBIX (KOMaHIHBIX) (pailyioB, 3arpykaembiX, HalpuMmep,
P CTApTE CUCTEMBI M TIOJIKJTFOYAFOIINX OOJIBIIOE YHUCIIO CETEBBIX PECYPCOB IS
MHOTHX I0JIb30BATENEH.

- BrimonaHUTE ¢ MOMOIIBIO net-KOMaHABI IPOCMOTP PECYPCOB (hartIoBOTO

cepBepa Bameii cetu (Hanpumep, \\FS_STUD).
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- BwmonaauTe ¢ MOMOMIBIO net-KOMaH bl MOAKIIOYEHUE CETeBOW MAK/ Ha
cepBepe (Harpumep, \\FS STUD\User\tmp) KaK JIMCKa ¢ OyKBOH M: .

- IIpocmoTpuTe ¢ MOMOIMIBIO net-KOMaHIbI MOAKITIOYEHHBIC CETEBBIC pe-
cypchl Ha BaieM koMmmbroTepe. Y O0eauTech, 4TO OHU Takke oToOpaka-
IOTCS B OKHE KomnbtoTep.

- OTiIounTe NOAKIIOYEHHBIA CETEeBOM pecypc ¢ TMOMONIbIO net-
KOMaH/TbI.

2.5. Opranu3anms ceTeBoro A0cTyna Kk karajoram (mankam) B Linux

B omnepanmonnsix cucremax Linux/Unix opranuzanus A0CTyIa K CETEBBIM
pecypcam MOXKET OBITh BBHIMIOJHEHAa HECKOJIBKIUMH CIIOCO0aMH, B TOM YHCIIE U C
MCIIOJIB30BaHUEM MIPUKIIAHOTO MPOTOKOJA obwel ¢ghainosou cucmemvl Unmep-
Hema/bnokos cooowenus cepsepa (Common Internet File System/Server
Message Blocks - CIFS/SMB), xoTOpbIii HCIIONIB3YET OMEpaIOHHAsl CHCTEMA
Windows 1ipy BBITIOJHEHUH BBIMICONMMCAHHBIX ONepaluii. Peanusamms 3Toro
nporokoia B Linux/Unix 0OBIYHO BBIMOJHSETCS MPOTPAMMHBIM 0O€CTICUeHHEM
Samba, yacto BcTpanBaeMbIM B AUCTPUOYTUBBI OTICPAIIMOHHBIX CUCTEM.

OpraHuzaiysi COBMECTHOTO JOCTYyMa K (haiiJIoBOMY pecypcy AaHHOTO KOM-
NBIOTEpa MO0 CETH BBITMIONHAETCA B OKHE Hactpoika cepBepa Samba, koTopoe B
ASPLinux MOXXHO OTKpPBITh KOMaHJIOH CucTema-AgMUHUCTpUpoBaHue-Samba (715
ATOTO MPUAETCS BBECTHU MApOJIh MOJIH30BATENS C AJIMUHUCTPATUBHBIMU MPABAMHU
root) (puc. 56). [Ipr HaXkaTUM KHOTIKHU [o6aBuThb pecypc Ha MAHEIH HHCTPYMEHTOB
OTKpPOETCSI OKHO, B KOTOPOM Ha BKJaJIke OcHoBHOM MOXHO YyKa3aTh MyTh K KaTa-
jory (mamke), K KOTOpOM OpraHu3yeTcsl AOCTYII, OMIIMOHAIBHBIE UMSI CETEBOTO
pecypca u ero onucaHue, a TakyKe IpaBo Ha 3aIlliCh B 3TOM pecypce (TMOoAIepKu-
BAIOTCS TOJIBKO TIpaBa Tonbko yTeHne U 3anucb) U OIILIMIO, ONPEIEISIONy0 OyaeT
JIM BUJIEH pecypc B OkHE O6ospesatens dannos. [lepeiiag Ha Bkiaaky Jocryn, Mo-
SBUTCS BO3MOYKHOCTh BBIOpATh TOJB30BATENCH, NI KOTOPBIX OPTaHU3YeTCS
JTaHHBIN pecypc.

3 HacTpoiika cepeepa Samba [;I[EHE]
M
+
HobaBuTk pecypc 3 Cnpaeka
iKaTanor HaseaHue pecypca [pasa OTobpaxeHue OnucaHne ‘
; &5 CoanaT Samba g x| ‘
WBQCT)/M 5 Co3paTtk pecypc Samba -0 Xx

KaTanor: ‘/home/kgp/Temp ‘ | 0b6aop... ’ OCHOBHOA I HocTyn ]

(o) MpegocTaBnTb A0CTYN TONLKO onpefesieHHbIM MNoJib30BaTeNAM

| HasBaHue pecypca: ‘Temp |

Onucanme: |ceTesan nanka & npodune |

lv| 3anuck paspelueHa

| ¥ BugeH

() MpepocTaBnTb AOCTYN BCEM

‘ X Oxrmena ( ‘ QQQK ‘

‘ X OIMeH;‘ ‘ QQQK 7‘

Puc. 56. JlobaBnenue pecypca Samba B ASPLinux
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CrnenyeT OTMETUTH, YTO cepBepy Samba HEOOXOIUMO YKa3aTh €ro MOJIb30-
BaTesei, 3TO MOXKHO clieJlaTh B OKHE JI00aBJIeHUs ToJib3oBaTeld Samba, KOTo-
po€ OTKpBIBAaeTCsl KOMaH/IO0K Hacrporika-Monb3osatenn Samba. [lonp3oBaTenu BbI-
OuparoTcss W3 3aperUCTPUPOBAHHBIX IIOJIB30BATENIEH ONMEPAlMOHHON CHCTEMBI
(puc. 57).

) Hactpoiika cepeepa Samba
E [ B O

LobasuTe pecypc CeoiicTBa YpanuTe CrpaBka

-

& NobasuTh HOBOrO NoJsib3oBaTens Samba — O X j |
Banf Nanka B npd

=Ix]

kgp

ma none3osaTensa Unix: | somebody vl
Wms nonbsosaTens Windows: | somebody
MNaponk Samba: sebtotoltciock

MoaTeepaunTe Naposb Samba: |*°'°‘°'°'°‘°'°'ﬁ |

‘ X Oxmena ’ ‘ @gK |

[ e |

e ———————— &l

Puc. 57. Jlo6aBnenune nmonp3oBateins cepepa Samba B ASPLinux

Ha puc. 58 npuBeneH npuMep HaCTPOMKHU TOTO ke pecypca ¢ MpaBoM Tosb-
KO YTeHme IS I00aBJICHHOTO Ha pUc. 57 TOJIb30BaTENs.

BIEIES

) HacTtpoiika cepeepa Samba

I B *

DobasuTk pecypc CeoiicTBa YAanuTb

=
g

CnpaBka

KaTanor

HaseaHwe pecypca lpasa

OTobparkeHne OnucaHue

/home/kgp/Temp Temp

YTeHue/szannuce BuaeH

CeTeBas nanka B npq

&5 Cozpartb pecypc Samba - 0x |5 CoapaTth pecypc Samba B e
OcHoBHON goc-ryn‘ QOcHoeHoi| focTyn
KaTanor: [/home/kgprremp] I |0639p.,‘[ (¢) MpefocTaBnTL AOCTYN TOMLKO ONPEfeneHHbIM Nok30BaTEeNAM

HasBaHue pecypca: [Temp ] O kgp
] somebody

onucaHue: |CeTeBaﬂ nanka B npocune

[ | 3anuck paspeleHa

vl BugeH () MpepocTaBnTe A0CTYN BCEM

| X omvera | | Dok | | X omvena | | ¢Pok |

Puc. 58. Jlo6aBnenue pecypca Samba i Apyroro mojib30BaTess

[TonkmroueHne K CETEBOMY pPECypcy MOXET OBITh OCYIIECTBICHO 4Yepes
OGospeBatesnb (hannoB IMyTEM BBINIOJHEHUS KOMaHbI MNepexoa-Cetb. [locne €€ mo-
Jla9u B OTKPBIBIIEMCSl OKHE CeTb MOXKHO YBHJIETh 3HAYKH KOMITBIOTEPOB CETH,
OTKPBIB KOTOPBIE MOXHO YBHUIETH ceTeBod pecypc (puc. 59). [lockonbky B
Windows nnsi opraHu3anuu gocTyna K (aiioBbIM CETEBBIM TaKXke pecypcam
ucnosb3yercst mpotokos CIFS/SMB, cereByro manky Ha KOMIBIOTEpE C Omepa-
IMOHHOM crUCcTeMOl Linux MOXHO MCIOJIB30BaTh C KOMIIBIOTEPA, PAOOTAIOIIETO
o Windows 1 Hao6opot (puc. 60). HammomMauM, 94TO AJIs YCIENTHOTO TOCTYTIA
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B 00eux cucreMax HY>XHO 3apCrUCTpUPOBATH ITOJIB30BATCIIA C OAWMHAKOBBLIMU
HMCHCM H ITIapOJICM.

CeTb - Obo3speBaTtenb (ainsos

R 3

Homoii KomnetoTep Monck

17t MepesarpyanTb

S, 100% & [Pemum npocMoTpa: 3Haquku & J

& Cd & =

kgp's public files on LINUX-KGP SFTP File Transfer on XP-KGP CeTb Windows
linux-kgp linux-kgp

@z @\@.

v

Hasag Briepen BEEpX CeTaHoEnTE MNepesarpysnTs Homoi KomneoTep Mowck

@ ‘CBTI: Windows: linux-kgp] ]
Temp

Puc. 59. Jloctyn k cereBoMy pecypcy uepe3 O6ospesarens (aiinos

LT T T i i
w‘@ » Cem » ""’H Mouck: Ceme

®aiin Tpaeka Bwa Cepewc Cnpaeka

YnopRaouuts ¥ LieHTp ynpaBneHuA CETAMK W 0BLMM A0CTYNOM YcTaHoBKa NpyHTEpa [loBaBWTb HecnpoBoAHOE YCTPORCTBO 'g‘:i > j ﬁ
| W36pantoe 4 Komnetotep (21)
LKy
Iy 3arpysku *.‘ ALBERT-PC &3‘ ALENA-TIK &\' CLYDE-NK
~» Henashue mecta y
B PasouniA cton ' - '
*u COmP &‘w DNAPC &w GELIOSPC
2 Bubnmoteku
ﬁ.‘ HOME &“I HOME-WIN7 ﬁ' HP_TIK
& Komnsrotep .
<3 NokanbHeld guek (C .
= WORK (03 ﬁ.‘ INNA-TIK &“l JULY-TIK ﬁ\' KFPC
< VIDEO (E)
< WINXP (F) 1 — !
@ LINUX-KGP ﬁ‘w SERGEY-PC ﬁw TEST

@ CeTn »

& » Cern » LINUX-KGP » v[ 4y

®aiin [paska Bwa Cepswc Cnpaska

¥nopsaounTs ¥ LleHTp ynpagneHus ceTamm 1 o61MM AOCTYNOM MokasaTb yAaneHHble NpyUHTEPbI
. WsBpannoe | . . : Temp
| Kny besonacHocTs Windows ) u * O6was nanka
4 3arpyskn

BEO,D, CeTeBoro napaonn

x
< Henashwe mecta
= HeA Beeawte napons ana nogkarouenns k LINUX-KGP

B Pasounii cron

Homen: LINUX-KGP
] 3anomuuTs yuetHbie aatHbie

Pabouasn rpynna: MYGROUP

!— . LINUX-KGP Kareropuw: Komnbiotep

Puc. 60. JToctyn k cereBoMy pecypcy Linux u3 Windows
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2.6. Opranu3anusi COBMECTHOI'0 MCII0JIb30BaHMSI 10 CeTH MIPUHTEPA
B Linux

JIy1st BBIIETIEHUS PUHTEPA TOKITIOYEHHOTO K KOMITBIOTEPY, PaOO0TAIOIIEMY
MOJT yNpaBlieHWEM orepanmoHHoi cucteMbl Linux (ASPLinux B ganHOM mipu-
Mepe), HEOOXOIMMO BBIITOJIHUTE KOMaHAy Cwucrtema-AgmuHucTpuposaHue-llevats.
[Tocne BBO/A B UAIOTOBOE OKHO MAPOJIsl OJIH30BATENA C aIMUHUCTPATHBHBIMU
NpaBaMU root MOSIBUTCS OKHO Hactpoiika npuntepa (puc. 61), B JIEBOI YacTH KO-
TOPOr0 MEPEUHCIICHHBIE MOJKIIOYEHHBIE K KOMIBIOTEPY MPUHTEPHI, & TAKKE
UMeeTCsl oy (BKJIoUeHa Ha puc. 61) O6wwmi goctyn, pasperaronias ucroib30-
BaTh NPUHTEP MO CETH.

HacTtpoiika npuHTepa - localhost

;s ;: G @ == =

HoBbIi NpUHTEpP HoBLIA kKnacc KonvwpoBaTe YAanuTe MepeitTn k cepeepy OBHOBUTL

MNapameTpebl cepse;i MNapameTpsl |MoAnTuKN ianasneHme AocTynom MapameTpsl NPUHTEpa }l‘lapame'rpbl 3a0aHuA

|& JNokasnbHble NPUHTE MNMapaMeTpsul

ML-1250

OnucaHne: [Samsung ML-1250 |
VMware_Virtual_f
PasmeuleHune: ’ |
URI ycTpoicTBa: !usb://Samsung/ML-lZSO | ll/lsmeHme...l
MponzBoguTens n mogens: Samsung ML-1250 Foomatic/hpijs |V|3MeHI/ITb...|
CocToAHWE NpUHTEepa: Idle
CocTosiHue MNMpuHTEp NO yMON4YaHUIO

lv| PaspeweH ‘ i y ‘

afaHua

e RUCSH I ST0 NPUHTEPA MO YMOAHEHNIO
vl OBwwin gocTyn
| Hane4aTaTe npobHyio cTpaHmLy |

S5 T |

MoakntodeH K localhost

Puc. 61. Oxno Hacrpoiika npuaTepa ASPLinux ¢ BKIIOYEHHBIM OOIINM JIOCTYIIOM TI0 CETH

OTKpBIB BKJIAJIKy YnpasneHue 4OCTYynoM 3TOr0 OKHA MOYKHO yKa3aTh I0JIb30-
BaTesel, KOTOPhIM pa3pelieHo (MM 3alpelieHo) UCIoIb30BaHUE MPUHTEPA MO
cetH (puc. 62).

[ToakmtoueHne K CETEBOMY MPUHTEPY APYTOro KOMIbIOTEPAa MOKHO OCY-
IIIECTBUTh TaK)Ke B OKHE Hactpoiika npuntepa (puc. 61). [Ijig 3Toro He0OX0IUMO
BBITIOJTHUTD IIETYOK 110 KHOMKE HoBbIN npuHTep HA MaHEI HHCTPYMEHTOB U B OT-
KpBIBIIEMCSl OKHE B CIIHMCKE CJieBa BbIOpaTh OMIMI0 Windows Printer via SAMBA
(npuHTep Windows uepes SAMBA)(puc. 63). ITocie yero B aepeBe pecypcoB 3TOTO
OKHa HE0OXOJIMMO BBIOPATH MOCIEAOBATEILHO TPYIILY, UM KOMIBIOTEPA U Ce-
TE€BOE UMS IPUHTEPA 3TOTO KOMIIBIOTEPA.

B BepxHeil yacTh OKHAa aBTOMAaTHYECKH OTOOPA3UTCS] YHUBEPCAIBHBIN YKa-
3arenb pecypca (Uniform Resource Identifier - URI) mis nanHOTO ipuHTEpa, a B
HIDKHEW HE0OXOIMMO BBECTU UMS U MApOJIb MOJIB30BATENsl, KOTOPOMY pa3pelie-
HO HMCMOJIb30BAHKE MIPUHTEPA.
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HacTtpoika npuHTepa - localhost

B (4 & i+ <= 2

HoBbll NpUHTEp HoBeklil knacc KonvpoBaTk YAanuTbe MepeitT k cepeepy OBHOBUTH

MapameTpkl cepeep rlapameprl]rlonwrukmlynpaaneHMe AOCT)’NOMlﬂapameTphI NpUHTepa MapameTpel 3a4aHUsA

v JoKanbHble NPUHTE

ML-1250

(@) PaspelinTb Ne4aTb BCEM KPOME yKasaHHbIX nonb3oBaTenemn:

. 3anpeTuTb NevYaTk BCEM KPOME YKasaHHbIX nonk3oBaTeneil:

l

Mone3zoBaTenun

VMware_Virtual_|

somebody

kgp

‘ E_B_OCCTaHOBVITb ” o OpumeHuTh
MoakntodeH K localhost

Puc. 62. Oxno Hactpoiika npuaTepa ASPLinux ¢ 100aBJICHHBIMHE ITOJIB30BATEIISIMU

= HoBuii1 NPpUHTEP = |31 X
YKaxXuTe nofKsioveHue SMB Printer
YcTpoiicTea smby/ | MYGROUP/LINUX-KGP/ML-1250 ]
LPT #1 smb.//lpaboyas_rpynnaflcepsepl:nopTl/npuHTep
Serial Port #1 Pecypc v | KoMMeHTapuii
Serial Port #2 < MYGROUP
ThinPrint Printer for VMware < LINUX-KGP
Windows Printer via SAMBA ML-1250 Samsung ML-1250
AppSocket/HP JetDirect
Internet Printing Protocol (ipp)
LPD/LPR Host or Printer
Opyroi
rpoBepKa Mo gIMHHOCTH
m#A nonk3oBaTens: [kgp ]
Maposk: |-"~---"- I |¢ﬂpoaepm‘ib..
| X OTmeHa ” B) Nanee ‘

Puc. 63. Oxno lo6aBnenus npuntepa ASPLinux

Ha cnegyromux marax Mactepa n1o6aBiaeHusi TpUHTEPA HEOOXOIUMO BbI-
OpaTh MPOU3BOAUTENS U MOJENb MPUHTEPA ([IJI1 YCTAHOBKU COOTBETCTBYIOIIMX
JpaiiBEpOB), a TAKKE BBECTU OMIIMOHAJIbHBIE OMMCAHUE NIPUHTEPA U €r0 pa3Me-
nieHue. [locne ycTaHOBKU CETEBOTrO MPUHTEPA, OH J100aBISETCS B CIIMCOK yCTa-
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HOBJICHHBIX Ha KOMITbIOTEpE PUHTEPOB (pHc. 64) W MOXKET OBITh UCIOJIL30BaH
Y3 TIPUIIOKEHUM.

Hactpoiika npuHTepa - localhost

(5 E 5 = <1 e

HoBbli NpuHTEp HoBLIA Knacc KonwpoBaTb YAanuTb MepeiTu k cepeepy OBHOBUTE

NapameTpel cepse | MapameTpsi nonMTMKMianaBneHme noc-rynom'\rlapame'rpbl npuHTepa MapameTpsl 3a4aHURA

v JoKaneHbIe NPUHTE MapaMeTpul

ML-12501 OnncaHue: “ I
VMware_Virtual_|

PazmelleHue: llinux-kgp |

URI ycTpoiicTBa: | smb://... MYGROUP/LINUX-KGP/ML-1250 | | V3MeHnTh... |

MpouseoAnTENE U MOAeAkL: Samsung ML-1250 Foomatic/hpijs ||/|3MeHV|Tb...|

COCTOSHWE NpUHTEpa: Idle

CocTosiHne MpuHTEP NO YyMON4YaHUIO

lv| PaspeleH }Cnenarb NPUHTEpOM Mo yMOn‘-!aHIMOl
v| MpUHUMaeT 3a4aHuA

MpyHTep no ymon4yaHuwo - ML-1250
vl OBwmin gocTyn

} HaneyaTaTk npobHyto CTpaHVIka‘

e | & | T

MoaknosdeH K localhost

Puc. 64. Oxno Hactpoiika npunrepa ASPLinux ¢ 1006aBJI€HHBIM CETEBbIM MPUHTEPOM

CereBOoN IPUHTEP, NOAKIIOYEHHBIM K KOMIIBIOTEPY C OINEPALUOHHOW CH-

creMor Linux, MokeT OBITh MCIOJIB30BaH W Windows-KIIMEHTaMU, JUIST DTOTO
HEO0OXOJIMMO Ha KJIMEHTaxX BBITIOJTHUTH YCTAHOBKY MPHHTEPA TaK K€, Kak OBLIO
OMMCaHo B pazuene 2.3.

N

BOHpOCbl AJIFd CAaMOIIOATOTOBKH

HazoBuTe OCHOBHBIE CETEBbIE KOMIIOHEHTHI, OOecreunBaoIue paboTy ce-
TEBOTO MOAKIIOUYECHUS B ONIEPallMOHHBIX cucTemMax cemeiictBa Windows.

UTto Ha3BIBAIOT IpaliBEPOM YCTPOMCTBA, KAKOBHI €I0 OCHOBHBIC (DYHKIIMH?
UTO Ha3BIBAIOT CETEBBIM MPOTOKOJIOM M CTEKOM CETEBBIX IMPOTOKOJIOB?
HaszoBurte 0CHOBHBIE 3aa4M IPOTOKOJIA CETEBOr0 YPOBHS.

HaszoBure 3a1aun KIMEHTCKOTO U CEPBEPHOTO KOMIIOHEHTOB CETEBOIO IIOJI-
kirodeHus. [losgcHuTe, 4To OO0 MpeCTaBIsSIET OJTHOPAHTOBAS CETh.
OnummTe cnocod opraHu3alKK 00ILEro JOCTyNa KOMIBIOTEPOB JIOKAJIbHON
cetu kK UHTEepHET, TOCTYIHBIN B COBpeMEHHBIX Bepcusix Windows.
OObsicHUTE, U1 YEro MOJIb30BATENIH ONEPAMOHHON CUCTEMBI OOBEAUHSIOT-
cs B rpynimbl. Kak B onepanrionnoit cucreme Windows 106aBuTh MoJb30Ba-
TEJSl B Ty WK UHYIO Tpynmy?

Kakue Tumsl pecypcoB MOTyT OBbITh BBIIEIEHBl B COBMECTHOE HCIIOJIb30Ba-
HUE 10 CeTH?

OxapakTepu3yiiTe TUIBI pa3pelieHuil CETeBOro A0CTyna K (ailioBbIM pe-
cypcaM. UeMm pazpemieHue MonHbiii 4ocTyn OTIMYAETCA OT pa3pelieHus Nave-
HeHne?
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Ha3zoBute usBectHpie Bam nMeHa moJib30BaTENEN W TPYIIN, 3aPETUCTPUPO-
BanHble B Windows 1o ymonyanuto. J[Jist yero cyiiecTByeT yu€THas 3aIuch
Focts? Kakue monb3oBaTenu BXOJAT B Tpyniy Bee?

CMOKeT 1M MoJIb30BaTENb C MpaBaMU AaMuHUCTpaTopa Ha YJAJEHHOM KOM-
NBIOTEPE MOAKIIOUNTHCS K MArKe, CIEeUalbHO HE BBIACIEHHON B COBMECT-
HOE UCIOJIb30BaHueE 1o ceTu? Eciam cMoXKeT, TO Kak?

Uto coboii mpeacTaBiIseT TeXHOJIOTHs JoMeHOB ¢upMbl Microsoft, kakoBa
POJIb KOHTpoJuiepa JoMeHa? MOXKHO JIn JIJIsl ONPENEIEHHOTO MEPEYHS MOJIb-
30BaTeyiell BBIIETUTh CETEBBIE PECYPChl HA PA3HBIX KOMIBIOTEPAX CETU C
BO3MOKHOCTBIO MCIOJIB30BAHMS 3TUX PECYPCOB ATUMHU IOJIb30BATEISIMU, 3a-
PErHCTPUPOBABLIMMUCS HA JTHOOOM M3 KOMIIBIOTEPOB?

B 4em pasnnune Ha3zHayeHUs pa3pelleHH Ha BKJIAAKax foctyn U Besonac-
HOoCTb OKHA CeolicTBa MaIKu/aucka?

B 4yem cocTouT onacHocTh NOCTOSTHHOW pabOoThI C yUETHOM 3alUChIO ¢ Tpa-
BaMH AgmuHucTpaTopa?

HazoBute mnocnenoBarenbHOCTh ACUCTBUN MPU BBIACICHUU B OOIIEE IMOJIb-
30BaHuUeE 10 CETH MaIKH B onepannoHHon cucreme Windows.

Ha3oBute mocinenoBarenbHOCTh ACUCTBUM, BBINOJHAEMBIX IPU MOAKIIOYE-
HUU K CETEBOM NAIIKE HA YAAIEHHOM KOMITBIOTEDE.

OxapakTepu3yiite paspelieHus, BbIOUpaeMble MPU BBIJICICHUN MPUHTEPA B
COBMECTHOE MCMOJIb30BAHKE 110 CETH.

HazoBute mocienoBaTeibHOCTh ACUCTBUN MPU BBIICICHUHM B OOIIEE MOJb-
30BaHMeE M0 CETU NPUHTEPA B onepaliioHHOM cucteme Windows.

Ha3oBuTe mocneaoBarenbHOCTh ACHCTBUM, BBIMOJHSAEMBIX MPU MOAKIIOYE-
HUU Ha CBOEM KOMITBIOTEPE CETEBOIO MPUHTEPA.

[IpuBenuTe net-KOMaHAY, MO3BOJISIIOUIYIO MPOCMOTPETH MEpEeYeHb HMEH
KOMIIBIOTEPOB Baiiieii JIOKkaabHOU CETH.

IIpuBenuTe net-KOMaHIy, NO3BOJISIONIYIO0 IPOCMOTPETh NIEPEUYEHD CETEBbBIX
pECYpCoOB Ha KOHKPETHOM yIallEHHOM KOMIIBIOTEpE.

[IpuBenuTe net-KOMaHIy, MO3BOJISIIOLLYIO ITOJAKIIOUYNTE HA CBOEM KOMIIBIO-
Tepe yaan€HHbIN (HaiIoBbIf pecypc Kak JOKaIbHBINA JUCK.

[IpuBenuTe net-KOMaHJy, IMO3BOJIAIONIYIO MPOCMOTPETh CKOH(UTYypUpO-
BaHHBIE CETEBBIE pecypchl Ha Bamem KOMIIBIOTEpE, 1 KOMaHy, MTO3BOJISIO-
Y0 OTKJIIOUYMTH YKa3aHHBIN ceTeBoil (ailoBslii pecypc?

Ha3oBuTe mpoTOKON NPHKIAJIHOIO YPOBHS, WCIOJB3YEMBIM B OIEpalloOH-
HbIX cuctemax Windows u Linux/Unix mjis opraHu3aiuu CETEBOTO JOCTyMa
K (paiiioBBIM pecypcaM U IpUHTEPAM U IPOrpaMMHOe obecrieyeHne, 0ObIYHO
peanusytoiee ero B Linux/Unix.

Brinenute katanor (mamnky) B Ka4eCTBE CETEBOTO pecypca Ha KOMITbIOTEpE,
paboTarolieM 1o yrnpasjieHueMm Linux, v MOAKIIOYUTECH K HEMY C KOMITbIO-
Tepa, paboTaroIero moj ynpasienueM Windows.

Hacrpoiite ceTeBoif mpuHTEp HAa KOMIIbIOTEPE, pabOTaIOIIEM MO yIpaBiie-
HUeM Linux, U MOAKIIOYUTECh K HEMY C KOMIIbIOTEpa, pabOTArOUIEro Mo
yrnpasiacHrueM Windows.



26. IloBTopuTe 3amaHusl MPEIbIAYIINX ABYX IMYHKTOB, BHIOpAaB B KaueCTBE Cep-
BEpa KOMIIbIOTEp, paboTarouuii noa ynpasiaeHueM Windows.

TecThbl 1JIs1 KOHTPOJISA YCBOCHUA 3HAHUM

1. BriOepuTe COOTBETCTBUE HA3BAaHUN U OMpPEACIICHUN CETEBBIX KOMIIOHEHTOB
Windows, IpuBeICHHBIX B CITUCKE:

a) KIIMEHT;

0) MpOTOKOT,

B) cCIyx0a,

r) ajamnrep.

[paiiBep ceTeBoM maThl, HEIMOCPEACTBEHHO B3aUMOJCHUCTBYIOIIUM C CeTe-
BOM IJIATOM, YCTAHOBIICHHOM B KOMITBIOTEPE, — ATO. ..

KoMIioHeHT, periiaMeHTHpYIONui npaBuiia pa30ueHusi moToka uHpopma-
[[MU HA TTAKETHI ¥ MPaBUJIa aJJpecallii KOMIIBIOTEPOB-YUYaCTHUKOB CETH, — ITO. ..
KoMITOHEHT, MO3BOJISIOIIMHI MTOJKIOYATHCS K CEPBEPAM CETH, — 3TO. ..

KoMIioHeHT, mo3BOISIONIUN BBIJIENSTh CETEBBIE PECYPChl HA KOMIBIOTEPE,
Ha KOTOPOM OH YCTaHOBJIEH, — 3TO...
2. BpiOepute THIBI TOCTYIA IS CETEBBIX IMCKOB U MAIOK, OMPEACIIICMbIX B
onepaunoHHo# cucreme Windows:
a) YTCHUE;
0) YTeHHE U BBHITIOJHECHHUE,
B) H3MCHEHUE;
I) 3alucCh,
1) TIOJHBIA JOCTYII;
€) MPOCMOTD;
) CIHUCOK COJEPKUMOTO MAaIKHU.
3. Kakoit u3 cereBbix kommnoHeHTOB Windows obecrieunBaeT BO3MOXKHOCTb
MIPEIOCTaBICHUSI HUM CETEBBIX PECypCcoOB?
a) ajanTtep;
0) ceTeBoil MPOTOKOII;
B) KJIMEHT;
r) ciyxoa.
4. Kakoil u3 cereBbIx KOMIOHEHTOB Windows OoTBeuaeT 3a ajapecaiuio y3JioB
CETH Ha CETEBOM YPOBHE?
a) ajanrep;
0) ceTeBoil MPOTOKOII;
B) KJIMEHT;
r) ciuyxoa.
5. Bribepure npaBuiIbHYI0 KOMaH/y BhIJICICHHS Ha Bamem kommbroTepe man-
Ki C:\Data B 00Illee MOJIb30BAHUE TIO CETU C CETEBHIM UMEHEM AllData:
a) net share AllData =c:\data;
0) net share c:\data AllData;
B) net use AllData = c:\data;
I) net use c:\data AllData;
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6.

10.

11.

) net view AllData =c:\data;

€) net view c:\data AllData.

BriOepute KoMaHAy MOAKIIOYEHUS CETEBOro pecypca \\FS stud\user H
OTO6pa)KeHI/IH €ro KaK CETEeBOI'0 IUCKA Z.

a) net share Z: \\Fs stud\user;

0) net share \\Fs stud\user Z: ;

B) net use Z: \\Fs stud\user;

r) net use \\Fs stud\user Z:

) net view Z: \\Fs_ stud\user

€) net view \\Fs stud\user Z:

BriGepute komMaHay, TO3BOJISIIOLIYIO BBIBECTU CIIMCOK CETEBBIX MMEH pado-
TaOUIMX B JaHHBI MOMEHT KOMIIBIOTEPOB Bamen cetu:

a) net computer

0) net view

B) net config

) net name

1) net group
Onpenenure, MPaBUIBLHO b1 CIeaytolee YTBEPKJICHUE:
B OI[HOpElHFOBOfI CCTHU 110 YIIPABJICHHUCM Windows Ha KaXI0M KOMIIBIOTCPC
CETH YCTAHOBJICHBI W KJIMEHT s cerel Microsoft, u cmyxba mocryna K
(aiinam 1 npuHTEpaMm.

YKaxuTe, KTO BXOJIWUT B TPYIIILY IOJIb30BATENIEW Bce B ONEPALIMOHHOW CH-
creme Windows:

a) BCE MOJIb30BATEIIU JIOKAJIbHOU CETH;

0) Bce MOJb30BATEIN CETH MPEIIPUITHS;

B) BCE 3apErMCTPUPOBAHHBIE B ONIEPALIMOHHON CUCTEME MOJIb30BATENH.
BriOepute mpaBa, KOTOpbIE OTIWYAIOT pa3pelieHre ViameHeHne OT paspeliie-
HU [NonHbIn JoCcTyn:

a) M00aBIATH (paliIbl U IMOJTIAIKY;

0) HU3MEHSATH BiaJieblla CETEBOTO pecypca;

B) HU3MEHATH JaHHbIC B (aiinax;

I) HW3MEHSTH pa3pelieHus 0€30MacHOCTH;

1) yIaJsaTh MOAMANKU U (Haibl.

BriGepute HazBaHue MPOTOKOJIA MPUKIATHOTO YPOBHS, MO3BOJISIOLIETO O/
HOBPEMEHHO OpPraHU30BBIBATH CETEBOM NOCTYN K (DaiJIOBBIM pecypcaMm U
npuHTepam B Windows u Linux:

a) HTTP

06) FTP

B) CIFS/SMB.

Jluteparypa

1. Omudep B.I'. KomnbrorepHsie cetu. [IpuHIMIBI, TEXHOJIOTHUH, TPOTO-

KOJIbI : yueOHuk ais By3oB / B.I'. Omudep, H.A. Omudep. — 4-e uzn. — CIIO. :
[Tutep, 2010. — 944 c.: un.
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[1.Mak-®enpuc. — M. : Bunssimc, 2010. — 800 c.

3. Odunumansusiii caitt Windows 7. Paznen [Tomomp - MaTEpHET, 271€K-
TPOHHAs IMOYTA M JIOKAJbHAS CETh [3JIEKTPOHHBIM pecypc]. — PeKUM JIOCTyIIa:
http://windows.microsoft.com/ru-RU/windows7/help/ networking-e-mail-
getting-online.

4. O¢unmaneublii caiT ASPLinux [31eKTpoHHBINA pecypc]. — pexkuM 10-
cryna: http://www.asplinux.ru/.
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PA30OEN 3
AHAJIN3 KAOPOB ETHERNET C NOMOLIbIO
AHAJIUSATOPA CETEBbIX MPOTOKOJI0OB

3.1. CereBas TexnoJsiorusi Ethernet u ¢popmaTbl KaApPOB TaHHBIX

Ethernet npencraBnser coO00i MaKETHYIO TEXHOJOTHIO TepeIadu JTaHHbBIX,
paboTtaroiyto Ha (U3WYECKOM U KaHalIbHOM ypoBHsAX Mojenu OSI
(IMPMJIOXEHHUE A) B OCHOBHOM B JIOKQJIBHBIX KOMITBIOTEPHBIX ceTsx. CtaH-
naptel Ethernet paspabateiBatoTcss komuteToM 802.3 MexayHapOIHOTO TPO-
beccroHaabHOTO cO00IIECTBA — MHCMUmMYMOM UHIHCEHEPOS INEKMPOMEXHUKU U
anexmponuxu (Institute of Electrical and Electronics Engineers — IEEE). B
HACTOsIIEe BpeMsi HanbOoJiee pacnpoCTPaHEHHBIMU BEPCUSMH TEXHOJIOTHH SIB-
asrotest Fast Ethernet co ckopocteio meperaun manubsix 100 Mout/c (cTraHmapt
IEEE 802.3u (onTuka/Burtas napa) u Gigabit Ethernet co ckopocteio mepexaun
nauueix 1 ['6ut/c (cranmapt IEEE 802.3z — mo ontuke/802.3ab — mo BUTO# ma-
pe). B To ke BpeMs Bce OoJbliasi 4aCTh CETEBBIX YCTPOWCTB M CEPBEPOB YiKe
BBIITyCKaeTcs ¢ noanepxkoi texuonornu 10Gigabit Ethernet (wnmu 10GDbE) co
CKOpOCThIO mepenauu gaHHeix 10 ['Out/c (cranmaptel 802.3ae — mo onTu-
ke/802.3an — no Butoit nape). B urone 2010 r. okoHYATENIBHO YTBEPKIEH CTaH-
napt 802.3ba (ToNbKO oOmMTHKA) IS claeAyronux mokojeHuit Ethernet — 40
Gigabit Ethernet (wm 40 GbE) u 100 Gigabit Ethernet (wumm 100 GbE) co cko-
poctbio nepegaun aanubx 40 u 100 ['6ut/c, coorBeTcTBeHHO. ClieqyIONuM py-
oexxom Ethernet momkHa crath paspabotka TexHosoruu Terabit Ethernet, mos-
BOJISIIONIEH TiepenaBaTh JaHHBIE co ckopocThio 1TOut/c. Hambonee pacmpo-
CTpaHEHHBIMU CpeflaMu mepenadn TexHojsoruu Ethernet siisitoTcs BuTas mapa
(puc. 8) ¥ ONTOBOJIOKOHHBIA KaOesb. YUHTHIBas ropasfo OOJBIIYIO MOJOCY
IIPOITYCKAHHUs ONITOBOJIOKHA, YEM MEIHOUW BUTOM IApbI, peAIU3alusl BEPCUN TEX-
Hosnorui Ethernet nis ontuxu siBnsercs Oojee npoctod. B HacTosiee Bpems
ONTOBOJIOKOHHBIE KaHaybl Ethernet B OCHOBHOM MPUMEHSIOTCS B MaruCTpaJIsix
ceTel U MpH MOAKIIOYEHUH CEPBEPOB, a 0oJiee NCMIEBbIe KaHAJIBI HA MEIHOM BH-
TOM mape, a Tak)Ke KaHaJibl O€CIIPOBOJIHOM CBSA3M, MOCTPOCHHBIE C MCIOJIb30Ba-
HUEM NPOTOKOJIOB, pa3paboranHbix komuTeroM IEEE 802.11, u3zBecTHBIMU
TaK)Ke Kak MPoToKoJbl TexHojaoruu Wi-Fi.

Uudopmanus, nepenaBaecmasi TexHojoruen Ethernet, pasmemaercs B
CTPYKTypax JaHHBIX, Ha3biBaeMbIX xadpamu (frame) Ethernet. tu cTpyKTypbI
umeroT saconosox (Header) co cinyxeOHoi nHbopMarei, mose aanueix (Data)
U KOHIEBUK ¢ xoumponvrou cymmotui (Frame Check Sequence — FCS) (puc. 65).
Pa3Mep kanpoB MOXeT BapbHpOBaThCcsl B mpeaenax 64—1518 Oaiit, He cuuTas
CUHXPOHU3UPYIOMICH mpeaMOysibl (8 6aiiT) U HE yUUTHIBAsI OMITUOHAIIBHYIO BO3-
MO’KHOCTb YBEJIMUEHUS MUHUMAJIBHOTO pa3Mepa Kajapa 10 512 GaiT B moayayr-
JIEKCHOM pexume pabotel TexHonoruu Gigabit Ethernet u Bo3MoxxHOCTH Tiepe-
Ja4¥ TUTaHTCKUX Kaapos (Jambo Frame) Texnonorueit Gigabit Ethernet u 6onee
MO3/IHUMH.
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[TepBbIME IBYMSI TOJSIMHM 3aroJIOBKa Kajapa SIBISIOTCS 6-0aiiTOBbIC MOJIS
Aopec nonyuamens (Destination Address — DA) u Aopec omnpasumens (Source
Address — SA). OcTanbpHbIe TIOJS MOTYT BaphbHPOBATHCS B Pa3HBIX THUIIAX KAaJIPOB
U OyayT paccMoTpeHbl jaanee. KOHIEBHK Kaapa COICPKUT 4YeThIPEXOaMTOBOE
sHaueHue koumpoavrotl cymmol (Frame Check Sequence — FCS), BbrunciieHHoO
¢ ucnonbs3oBanneMm aiaroputma CRC-32 (Cyclic Redundancy Code — yukauue-
CKULL U3OLIMOYHDBIL KOO).

14-22 Oaiit 46-1500 OaiiT 4 OaiiTa

3aroJ10BOK IMojie JaHHBIX FCS

Puc. 65. O600ménnslit popmat kaapa Ethernet

Koumponvnas cymma mipencraBisieT co00ii HEKOTOPOE 3HAYCHHE, PACCUH-
TaHHOE T10 ONPEACIEHHOMY aITOPUTMY M3 IOCIEAOBATEIEHOCTH MepeaaBaeMbIX
JTAHHBIX OTIIPABUTEJIEM U TIOMEIIEHHOE B TMOJIE KaJipa. DTO 3HAYCHUE UCTIOIb3Y-
€TCsl MOJTy4yaTesaeM sl MPOBEPKU MPABUIILHOCTH MEpeayu JaHHBIX MyTEM pac-
y&Ta U3 MOCIEAOBATEILHOCTH MOJYYEHHBIX JAHHBIX 10 TOMY K€ aJITOPUTMY U
MOCJIEIYIONIEMY CPAaBHEHHMIO pe3yJibTaTa pacuéra CO 3HAYCHUEM KOHTPOJILHOM
CyMMbl, TiepeanHor B kaape. Anroputm CRC-32 xapakTtepusyercs O4eHb BbI-
COKOM BEpOSTHOCTBHIO M3MEHEHUSI 3HAUCHUS KOHTPOJILHOW CyMMBI MPU U3MEHE-
HUU 3HA4YeHUs XOTsA Obl ojlHOTO OMTa B Tosie maHHBIX Kaapa Ethernet. Cnemyer
OTMETHUTH, 4TO TexHoJiorusi Ethernet B 0011eM ciiydae He BBIMOJHSET 3apoC Ha
MOBTOPHYIO Tepeaady Kaapa MpU HECOBIAICHUN 3HAYCHUH KOHTPOJILHOH CyM-
MBI, a TIPOCTO OTOpackiBaeT Kaap. [loBTopHas mepemada Kajapa OpPraHU3yeTCs
npoTokojiamu Oosiee Beicokux ypoBHe# moaenu OSI (ITPUJIOXKEHUE A).

B kauectBe anpecoB texHosnorus Ethernet ucnonessyer 6-6aiitoBeie MAC-
ajpeca, ompeaeNsieMble I TOAYPOBHS docmyna k cpede nepedauve (Media
Access Control — MAC) kaHaJIbHOTO YpPOBHSI NMPOU3BOAMTEISIMA CETEBBIX HH-
TepdelicoB. DTH aipeca CUMTAIOTCS KECTKO MPUBSI3aHHBIMA K KOHKPETHOMY M H-
Tepdelicy, XOTS M CyIIEeCTBYEeT BO3MOKHOCTh MX TEPEOIPEACIIUTD B JIOTIOJHHU-
TEJILHBIX HACTpOMKax JpaiiBepa cereBoro aganrtepa (puc. 3). Hamomuum, drto
MAC-anpec cereBoro anamnrtepa Barero kommneroTepa MOXHO YBUAETH KOMaH-
nou ipconfig /all (puc. 15) mis Windows win ifconfig mias Linux/Unix
(puc. 17). Ha puc. 66 npusenen ¢popmar 48-6utoBoro MAC-aspeca.

47 46 45 24 23 0
IIG oul OUA
1 1 22 24

/G - UnausuayaneHbin / rpynnoson (FF FF FF FF FF FF - wunpokoBewarenbHbin)

U/L - YHUKansHbin (B rnobansHOM cMbicne) / noKanbHbIW (HasHayeH agMUHUCTPaToOpPOoOM)

Puc. 66. ®opmatr MAC-anpeca
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Crapmme 3 OGaitta MAC-ampeca TpeacTaBIsSIIOT COOOW TaK Ha3bIBAEMBIMA
opeanuzayuonno yHukaavuwii  udenmuguxamop (Organizationally Unique
Identifier — OUI) — IEEE BbizensieT Takue YHUKaJIbHbIC HACHTH(PUKATOPHI IS
npousBojuTeNied cereBoro obopynoBanus. Ha caitte IEEE mo aapecy
http://standards.ieee.org/regauth/oui/index.shtml opranm3oBana BO3MOXXHOCTH
noucka uHpopMauu o npoussoautese no 3Hauenuto OUI (puc. 67). Mnaammue
3 Oaiita TPEACTABISAIOT COOOM  OpeaHU3ayUOHHO  VHUKAIbHOLLL — aopec
(Organizationally Unique Address — OUA), xoTopslii Ha3zHAYaeTCsT TTPOU3BOIH-
TeJeM KaXJIOMy BBINYIIEHHOMY HHUM KOHTpPOJUIepy ceTeBoro uHTepdeiica. Ta-
KM 00pa3oM, yHukaibHocTh MAC-anpeca oOecrieunBaeTcs, ¢ OJIHONH CTOPOHBI,
IEEE — He cymiectByer n1Byx ogunakoBbix 3HaueHuil OUI, BbIIEIEHHBIX pa3HBIM
npousBoautessiM. C Apyroil CTOPOHBI MPOU3BOIUTENH 3a1a€T YHUKAJIbHBIC 3HA-
yeHust OUA npou3BoJMMBIM HUM KOHTPOJIJIEpaM CeTeBbIX UHTEep(deiicoB. B pe-
3yJbTaTe€ MOXHO TapaHTUPOBATh YHUKAIBHOCTHh 3HadeHus Jobdoro MAC-
ajipeca, 3alMMCaHHOrO0 B KOH(UTypallMOHHYIO0 MH(OpPMAIIMI0O KOHTpOJUIepa ceTe-
BOr0o MHTEpdetica.

ﬂ‘ IEEE Registration Authority - IEEE OUI and Company_id Assignments - Windows Internet Explorer
@ @ - Q http://standards.ieee.org/regauth/oui/index.shtml|

Qavin MMpaska Bua W3bpaHHoe Cepeuc Cnpaska

Ceoinkn ] ‘Aindex €| Mera M AltaVista @) Express - Mail (@) @MAILRU 8 mail ZHU €| THG Russia €} iXt
3 HRC |49 IEEE Registration Authority - IEEE OUI a...

W EEE | W Snaveh " Sl | B Whink Anmmint | B Santact IEEE [l IFFF
| N S A .
[ IEEE-SA

| IEEE-SA Global Communities ~ [ [=1[=1[=] Search IEEE-SA Site m

(5] Products & (B IEEE-SA [B Standards (] News & Information | B navFiller B | B
Products & Services Home IEEE OUIl and Company_id Public OUI and company_id
Assignments Assignments Announcement

Products

ty for the
< ISO/IEC 8802 series. This is

Downlosd the public OUI listing . . . (1,769,940 bytes;
generated 28 January 2008)

Search the publicIAB listing
Search for:

| Search! || clear field

Downlosd the publicIAB listing . . . (328,476 bytes;
genersted 28 Janusry 2008)

[ @ Wnreprer | 3

Puc. 67. ®opma morcka mpou3BOAUTENS CETEBOTO HHTep(derica
no 35ayennro OUI ga calite IEEE

CymectBytoT Tpu tuna MAC-anpecoB: uxnougudyaibhsvie WA 0OHONYHK-
moevle (Unicast), epynnossie (Multicast) u wuporxosewyamenvnoie (Broadcast).
Hnousuoyanvrulii (00nonyHKmoswili) aapec omnpeienseT 0JHy KOHKPETHYIO pa-
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004yIO0 CTaHLMIO CEeTH, 3TO HauboJiee 4YacTO BCTPEYAEMbIN aJpec B Kaapax
Ethernet. MHorna HeoO6Xxomumo pazociarh MH(OpMAIUI0O BCEM KOMITbIOTEpaM
JokanbHOU cetu. Hampumep, npu BKIIOYEHUU pabouel CTaHIIMM OHA BBICHUIAET
BCEM YYaCTHUKAMH CETH CBOE CETEBOE MM U aJpecHyr0 MHpopmaluio (mmocie
yero e€ umsi oToOpakaercs, Harpumep, B okHe Cets). MAC-aapec, yka3biBaro-
HIUIICS B 3TOM Cllydae B MOJI€ ajpeca MoJIydaTess, SBISIeTCS WupoKosewameib-
Hoim. llupokoBeniaTeNbHbIN ajipec MpeacTaBiIseT coooi 48 eIMHUYHBIX OUTOB,
KOTOPBIE B MIECTHAAMATCPUIHON CUCTEME BBITJISIIAT KaK FF-FF-FF-FF-FF-FFy.
B cinyuae, xorma nmonydarened kajpa JAOHKHO ObITh Oosiee OJHOTO, HO MEHee,
YeM BCE KOMITbIOTEPHI JIOKAIIBHON CETH, UCIOJNB3YIOT epynnogvie MAC-anpeca.
Takue agpeca HUCNONB3YIOTCSA, HAIPUMEpP, IPU MMOTOKOBOM Iepeave ayauo U
BHUJIEO TEM KOMIBIOTEPAM, MOJIB30BATENIN KOTOPHIX MOANUCATIUCh HA 3TU IMepe-
nauu. [Ipu3HakoM MHIUBUAYATBHOTO (OJTHOMYHKTOBOTO) ajipeca SBISIeTCS yCTa-
HOBJICHHBIN B HOJb cTapmuii 6ut (47-i1) MAC-aapeca (I/G). CooTBETCTBEHHO,
€CJIM CTapIIMi OUT YCTAaHOBJICH B €IUHUILY, aApeC SIBJISETCS TPYIIOBBIM (pHC.
66). CiaemyeT OTMETHTb, YTO aapec OTIPABUTEIS MOXKET OBITh TOJBKO WH]IUBH-
TyadbHBIM (OHOMYHKTOBBIM). A 46-i1 6ur MAC-anpeca (U/L) yka3biBaer, siB-
JIIETCSI JIU ATOT aJIpeC YHUKAIBHBIM B IJ100alibHOM cMbIciie (OuT paBeH () uiu B
npenenax JOKaJIbHOW CETH B ClIydae, €ClIM OH MEePEoNpeneéH aJMUHUCTPATO-
pom (6ut paBen 1). C yuérom xapaktepHoro mis Ethernet mopsimka mepenauu
OWTOB: MEPBBIMU NEPEAAIOTCA MIIaIINE OUTHI OailTa, 3HaYeHUs cTapiuero Oanrta
IPYNIIOBOTO ajJpeca MOTYT PaBHATHCS JUO0 01y (UIsI YHUKAIBHOTO B TI100aib-
HOM CMBICJIE ajipeca), 00 03y (171 YHUKAIBHOTO B Mpe/eax JOKaIbHOU CeTH
azapeca).

B cetsix Ethernet Ha kaHaTbHOM YPOBHE MOTYT HCIIOJIB30BaThCS 3arOJIOBKU
yeThIpEX TUTOB (puc. 68). Ux cymiecTBOBaHME CBSA3aHO C TUTENBHOM (TIO Mep-
KaM WH(OPMAIMOHHBIX TEXHOJOTUI) ucTopuen pazsutusa TexHonoruu Ethernet.
[IpakTruecku BcE ceTeBoe 00OpyaOBaHKHE yMeeT paboTaTh co BceMu (dopmara-
MH KagpoB TexHoJoruu Ethernet.

Hcropuueckn mepBbIM TUIIOM Kajpa SIBISETCA TaK Ha3bIBA€MbIN KaJp
Ethernet Il unu Ethernet DIX (rne DIX — nepBbie OykBbl Ha3Banwuii pupm DEC,
Intel u Xerox, pa3zpaboraBimux 31oT ¢popmar). PopMar 3TOro Kajapa onpeaesser
CJIETYIOLIUE TIOJIS:

- Aopec nonyuamens (DA) — mectudaiitoBbiiit MAC-aapec mosydaTens.

- Aopec omnpasumens (SA) — mectudartoBeiii MAC-aapec OTIpaBUTEIS.

- Tun npomoxona (Type -T) — AByxO0alTOBOE MOJIE MPEAHAZHAYCHO IS

yKazaHus uAeHTU(UKAaTOpa MPOTOKOJIA, BIOKUBIIIETO CBOM MaKeT B IOJIE
nanubix kagpa Ethernet. Maentudukatopsl mpoTOKOJIOB, UCIOJIB3YIO-
mux kanapel Ethernet B xauectBe Tpancmnoprta, onpeaenenbl IEEE, onun
NPEeNCTaBIAIOT cOO0M NBYXOaWTOBBIE 3HAUEHHUS, MPEBHIIAIONIUE 3HAUE-
HUE MaKCUMaJbHOW JJIMHBI TMOJS JaHHBIX Kajapa, paBHoe 1500 OGaiit
(05DCy B MIECTHAAATEPHYHOM CHCTEME), HarpuMep 0800y — JJIST MPOTO-
kona IP, 0806y — niist nmportokona ARP u T.1.
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- Ilone oannvix (Data) — moxet coxmepkath oT 46 10 1500 Gaiit, eciu
JUTHHA TI0JI1 MEHbIIIe 46 OaiT, TO MCIOJIB3YETCs 3aOIHEHHE HYJIEBBIMU
Oaiitamu (00y), 9TOOBI JOMOJNHHUTE KAAp A0 MHHHUMAIBHO JOITyCTHMOM
JUTHHBIL.

- [lone xonmponvnou cymmur (FCS) — 4 Oaiita, conepxaiiue 3HaYCHHE,
KOTOpoe Bbruucisiercs no anroputmy CRC-32.
Kagp Ethernet Il (DIX) (T>1500, = 05DCy)

DA SA i Data FCS

6 6 2 46 - 1500 4
Kapp Raw 802.3/Novell 802.3 (L< 1500, = 05DCy)

Data

6 6 ) 46 - 1500 4

DA - Destination Address - Aapec nony4artens SA - Source Address - Agpec otTnpasurtens

T - Type - Tun npoTOKONa CETEBOro YPOBHA L - Length - lnnHa nona paxHHbIX Kagpa (Data)

Data - Mone gaHHbIX (COAEPKUT NAKET CeTEBOro Control - Ynpaeaswuwee none (onpegenser tun LLC -
YPOBHSA) Kagpa v ap.)

DSAP - Destination Service Access Point - Tun SSAP - Source Service Access Point - Tun npoTtokona
NPOTOKONA CETEBOr0 YPOBHA NoJsiyyatens CETEeBOro YPOBHA OTNPaBUTENA

FCS - Frame Check Sequence - KoHTponbHasa cymma (CRC-32)
Puc. 68. ®opmater kanpo Ethernet

OnucaHHBIN THUN KaJapa TOSIBUJICS BO BpeMsl TMOSBICHUS W pa3Butus MH-
TEPHET, OYEBUIHO, [TO3TOMY M B HACTOSAIIEE BpEMsi OH MCIIOIb3YyeTCs i Iepe-
HOCa B JIOKQJIbHBIX CETSAX MakeToB Mmporokoiyia IP u npyrux mpoTokonoB creka
TCP/IP.

®opmart Ethernet II (DIX) umeeT oauH HeIOCTAaTOK: €Clv Tepeaada Kaapa
BHE3AIHO MpepBajach, TO MOJy4aTelb TAaKOI'O HE3aBEpUIEHHOTrO Kajapa OyneT
NPUHUMATh €r0 KakK LEJbld U OOHAPYKUT OIIMOKY TOJBKO MOCJE MOJHOTO €ro
npuéMa U pacu€ra KOHTPOJIbHOM cyMMbl. O4EBUIHO, UTO B 3TOM CiIy4yae AO0CTa-
TOYHO MHOTO KOMITBIOTEPHOTO BPEMEHU OYJET MOTpayeHo BIycTyio. HKeHephl
dbupmbl Novell, sistomeiics nepBoi pupmoii, pazpadboTtaiieil CHCTEMHOE TIPO-
rpaMMHOE oOecrieyeHue Il pabdoThl B JIOKAJIBHBIX KOMIIBIOTEPHBIX CETSIX
Netware, npemioxuan dopmar kaapa, HasbiBacMmbiii Novell 802.3 maun Raw
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802.3 (anr. — CBIpOU, HEOOPAOOTaHHBIN), B KOTOPOM BMECTO THIA MPOTOKOJIA
OTIIpaBUTENIEM TMoMellanack onuna nois dannsix (Length — L). IMomydarens
yCTaHaBJIMBaJ CYETUUK OANTOB B 3TO 3HAYEHUE U JIEKPEMEHTHPOBAJ €ro C I0-
Jy4eHUeM KaKJoro Oaiita moisi JaHHbBIX. O4eBUIHO, YTO OOHYJIEHUE CUETUMKA
CBUJIETEIHCTBOBAIO 00 OKOHYAHUHU MOJIsl JaHHBIX. Ecu gaHHble 3aKaHYUBAIHCH
0 OOHYJIeHUs CYE€TYMKA, TO JAHHBIM KaJp SBISUICS HE3aBEPLIEHHBIM M €ro
MO>KHO OTOpPOCUTH 06€3 HEOOXOTUMOCTH pacué€ra KOHTPOJIbHON cymMMbl. MoTH-
BallMeH /JIs 3aMEHbI TUIA MPOTOKOJIA CYETYMKOM JUIMHBI SIBISUICS TOT (aKT, U4TO
B Hayase 1980-x rr. 11 JOKalbHBIX ceTel, rae padoraeT TexHonorus Ethernet,
kpome creka npotokosioB [PX/SPX oneparmonnoii cuctemsl Novell Netware,
aIbTEPHATUB HE ObLIO, @ 3HAYUT, OTCYTCTBOBaJIa HEOOXOIUMOCTh UACHTHU(UKA-
IIUU TIPOTOKOJIOB, UCIOJIB3YIOIINX Ethernet.

EcTecTBEHHO, YTO Takas MO3ULMA JIETKO MOJBEPraeTcsi KPUTHKE, U TaKOEe
pemienre He Moryio ObiTh AodroBedHbIM. [lostomy IEEE paspaboran tpertmit
dopmart kaapa Ethernet 802.3/LLC, B koTopom n00aBMiI Tak Ha3bIBACMBIN T10/1-
3aroioBok LLC ¢ uaeHTH(puKaTtopaMu MpOTOKOJIOB BBIIIENIEKAIIMX YPOBHEN Ha
CTOpPOHE TIOJIydaTesisi U Ha CTOPOHE OTIPABUTENSA. DTH UACHTU(PUKATOPHI, TAKKE
onpenenéunsie IEEE, pasMmemaroTcs B mone mouku docmyna K yciyeam nojy-
yamens (Destination Service Access Point — DSAP) — u B monie mouxu docmyna
k yeayeam omnpasumens (Source Service Access Point — SSAP). O0br4HO 3TH
I10JI1 UMEIOT OJMHAKOBBIC 3HAUCHUS, HAIpUMeED, I npotokona [PX oHu paBHBI
EOy, A1 mpotokona NetBIOS — roy, nns nporokona STP BPDU — 424, [lone
ynpasnenus (Control) moazaronoBka LLC ucnoab3yercs st 0003HAYCHHS THTIA
KaJipa JaHHbIX — WH()OPMAMOHHBINA, YNPABISIOMIMA WIM HEHYMEPOBAHHBIM
(o6pruHO B Ethernet mcmonb3yroTcsi HEHyMEpOBaHHBIE KaJpbl, B 3TOM CIllydae
3HaueHHUE Mol paBHO 03y). Tak kak kanp LLC umeer 3aronoBok mymHou 3(4)
OaiiTa, TO MaKCUMaJIbHbIA pa3mep MoJid AaHHBIX yMeHbluaercs a0 1497(1496)
Oaiit. Kanpel ganHoro (opmarta HCHONB3YIOTCS B KaueCTBE TPaHCIOPTa MpHU
YCTAHOBKE B OIEPAIIMOHHOM CHCTEME CTEKOB CEeTEeBBbIX MPoTOK0J0B IPX/SPX mn
NetBIOS.

[MosiBnenue yerBéproro Tuma kazapa Ethernet SNAP (SNAP — SubNetwork
Access Protocol — npomokon docmyna x noocemsim), ckopee Bcero, o0s3aHO
npocuéty paszpadbotrunkoB IEEE, BeiaenuBmmx mjis uaeHTU(GUKAIIUN TPOTOKO-
JIOB BBILIENEKAIIMX ypoBHEH oaHoOaiToBbie noiasi DSAP u SSAP, B xotopbie
MOXXHO 3amucaTh He OoJiee 256 yHHKaIbHBIX HAeHTU(UKATOpoB. Kak TOIbKO
KOJIMYECTBO MPOTOKOJIOB CTAJIO MPHUOIMKATHCSA K 3TON 1udpe, BO3HUKIIA HEOO-
XOJIMMOCTH pa3paboTku HOBOTO dopmara kaapa. Kagp Ethernet SNAP ompene-
néu B cranaapte 802.2H u npeacrasiser coboit pacmmpenue kaapa 802.3/LLC
MyTEM BBEJICHUS JOMOJHUTEIBHOrO noazaroioBka SNAP, B kKoTopom pa3meliie-
HO Tosie Tuma npotokona (Type — T), umeromiee pasmep aBa Oaiita. [lpu 3Tom
NBYyX0aiTOBbIE UACHTU(PUKATOPHI MPOTOKOJIIOB COBMAAAIOT C MACHTU(UKATOPA-
mu mporokosioB ana gopmara Ethernet 11 (DIX). Kpome Tuma mpotokona, B
nonzaronioBke SNAP ykasbiBaercst uaentudukarop opranuzanuu (OUI), xkoro-
pasi onpeaenseT UuACHTU(PUKATOPBI MPOTOKOJIOB, YKAa3bIBAIOIIMECS B IOJIE TUIA
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nporokona. [Tpumepamu ncnons3yronmxcst B SNAP konos OUI saBnstroTes: kox
IEEE = 00 00 004, ko1 Cisco Systems = 00 00 0Cy. B monst DSAP u SSAP
IIPU UCIIOJIb30BaHUU 3arojoBka SNAP mnomemaroTcs 3Ha4€HUS AAy, KOTOPBIE
YKa3bIBalOT, 4YTO B moJie JaHHbIX Kajapa LLC BuoxkeH 3aronoBok SNAP. Ilo-
CKOJIbKY Moj3arojoBok SNAP "3abupaet" emé€ msaTh OalT y Mojis JaHHBIX, T10-
cieaHee yMeHblnaercs 10 pa3mepon 38(37) — 1491(1492) Gaitr.

CoBpemennoe obopynoanue Ethernet monnep>kuBaer Bce yeThipe hopma-

Ta kKaapoB. [{ns pacno3nanus ¢opmara Kajapa, MOITYyYSHHOTO MOJIydaTesieM, mo-
Jy4aTesb BINOJIHAET CIEAYIOIINE TPOBEPKU:

- mpoBepsieTcs AByx0aiiToBoe 3HaueHue B 13 u 14 Gaiitax, ecnu OHO Tipe-
Boimaer 1500 (05DCy), TO OHO HE MOKET OBbITh JUIMHOW M JTaHHBIM Kajp
umeet ¢popmat Ethernet 11 (DIX);

- ecuu 3HadyeHue B 13 u 14 Gaiitax mensbie 1mbo paBHo 1500 (05DCy), TO
ATO JJIMHA MOJIS JAHHBIX U IPOBEpsAETCs ABYX0alTOBOE 3HaueHue B 15 u
16 Garitax;

- ecnu mpoBepsieTcsi nByxOaiiToBoe 3HaueHue B 15 um 16 OGaiitax paBHO
FFFFy, TO 3TO Havanmo makera IPX wm mawubiil kaap umeer dopmar
Raw/Novell;

- B IPOTHUBHOM CJIy4ae IPOBEPSAETCS, PABHO JIM IBYX0alTOBOE 3HAUEHUE B
15 u 16 Gaititax ARAA,, eciM J1a, TO 3T0 Kaap (popmata Ethernet SNAP;

- B ocTaBieMcs ciaydae kajap umeet ¢popmar 802.3/LLC.

AJITOpUTM OlpeNieNICHHs TUTA KaJipa IPUBEIeH Ha puc. 69.

3HayeHusa nonsa Het| 3anonemanuubl |Het| 3a nonem AnuHbI Het
Tun/OnnHa . cnegyert IPX »| cnendyet uncro AA,?
npesbiwaeT 15007 3aronosok FFFF,?
Ha Oa Oa
A 4 A4
Kagp Tvna Kagp tuna Novell Kagp Tvna Kagp Tvna
Ethernet DIX 802.3 Ethernet SNAP Ethernet
802.3/LLC

Puc. 69. Anroputm onpenenenus Tuna kanpa Ethernet

3.2. AHaIM3aTOPBI CETEBbIX IPOTOKOJIOB

[Iporpammuoe oOecriedeHue, CoCOOHOE BBHITIONHATh aHAN3 TIPOXOIAIINX
4yepe3 CeTeBoil MHTEp(EiC KaJApOB M TMEPEHOCHMBIX B HUX IMaKETOB CETEBBIX
IPOTOKOJIOB, HA3BIBACTCS AHANU3AMOPAMU CEMEeBbIX NPOMOKOL08 N TIPEICTaB-
asieT coOOM ONMH W3 YacTO HCIOJIb3YEMbIX HHCTPYMEHTOB aJIMHUHHUCTPATOPA
KOMITbIOTEpHOU ceTu. PaboTa aHamm3aTopoB OCHOBHIBAETCS HA MCIOJIB30BAHHUH
TaKk Ha3bIBaeMOro "uwepazbopuusozo™ (Promiscuous) pexuma padOThl CETEBOIO
uHTep(elicHOTo amanTtepa, KOTOPBIA MO3BOJISET 3aXBAThIBATh U aHAIM3HPOBATH
CeTeBBIC KaJIphl U MAKEThI, OTChIJIAEMbIE U TIOTydaeMbIe HE TOJIBKO CTAaHIUEH, Ha
KOTOpOii paboTaeT mporpamMma, HO M JAPYTUMHU CTaHIUAMH ceTu. [Ipumepamu
TAKOI'o poja mporpaMmm MoryT ObITh tcpdump ¢upmer Network Research Group,
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Sniffer Pro ¢upmbr Network Associated Inc., Cemesoti Monumop dupmbl
Microsoft, BXoasmuii B coctaB €€ CepBEpHBIX ONEPALMOHHBIX CUCTEM, U P
npyrux. Mbl paccMOTpUM paOOTy aHAJIU3aTOPOB CETEBBIX MPOTOKOJIOB HA MPHU-
Mepe OecIIaTHOTO KpocCIUIaT@OPMEHHOTO MPOrpPaMMHOIO  OOecTeueHHUs
Wireshark, pa3zpaboranHoro rpymmoii mporpaMMHUCTOB M JIOCTYITHOTO JJIs 3a-
rpy3ku 1o agpecy http://www.wireshark.org.

Ha puc. 70 nmpuBeneH unrepdeiic nporpaMMbl ¢ HECKOJIBKUMH 3aXBayeH-
HBIMH [MAKETaMU, BBICBIJIAEMBIMU YTHIIMTON ping. B BepxHel yacTh OKHA mepe-
YUCJIEHbl 3aXBAYCHHBIE MAKEThI C YKA3aHUEM MX OCHOBHBIX CBOMCTB: MOPAJIKO-
BOI0O HOMEpPA B 3aXBAYCHHOW IOCJIEAOBATEIBHOCTH, OTHOCUTEIBHOTO BPEMEHH
3axXBaTra, CETEBBIX AJ[PECOB OTIPABUTENS U IMOJIy4aTessl, TUIIA IPOTOKOJIA U 00-
e uHpopManuu o nakere. B cpeaHeit yactu oToOpaxxaroTcsi CTPYKTYpPbI J1aH-
HBIX CETEBBIX MPOTOKOJIOB paznuuHbix ypoBHeil monenu OS] (ITPMJIOXEHUE
A), KOTOpbIE MEPEHOCAT CBOM JIaHHBIE B BBIJCIICHHOM B BEPXHEM OKHE IaKeTe.
Pa3BepHyB ypOBHM, MOKHO YBHJIETh ACTAIILHOE OIMCAHUE TOJIEH 3arojI0OBKA Ce-
TEBOI'0 MPOTOKOJIA, padOTAIOUIEr0 Ha 3TOM ypoBHE. B HMKHEN YacTh BHIBOJUTCS
JlaMIl TIakeTa B BUJIC 0aMTOBBIX 3HAYEHUN B MIECTHAAIIATEPUYHONU CUCTEME HC-
YHUCIIEHUSI U COOTBETCTBYIOMMX 3TUM 3HaueHusiM US-ASCII-kom0B B mpaBoit
yacTu obsiactu nammna. [loatoMy, ecnu B makere nepeaaércst mojab30BaTeNbCKUN
TEKCT Ha aHTJIMKCKOM f3BIKE, TO OH OYJIET 3/1eCh OTOOpPaKaThCs, CUMBOJIbI BTO-
poit nonoBunbl Tadbmu ASCII (kyaa BXOAST U pycckue OyKBbI) OTOOPAKAIOTCS
TOYKaAMU.

@ongco-wiesrak & L W TR R e - -

Eile Edit View Go Capture Analyze Statistics Telephony Tools Help
B PEAXEE AesaTL Qaen @#D®m 8

Filter: ~ Expression.. Clear Apply

»

No.. Time Source Destination Protocol Info |
1 0.000000 172.16.16.121 1/2.16.16.80 request

2 0.000491 172.16.16.80 172.16.16.121 ICMP Echo (ping) reply

31.005281 172.16.16.121 172.16.16.80 ICMP Echo (ping) request
4 1.005881 172.16.16.80 172.16.16.121 ICMP Echo (ping) reply
5 2.006720 172.16.16.121 172.16.16.80 ICMP Echo (ping) request
6 2.007250 172.16.16.80 172.16.16.121 ICMP Echo (ping) reply
7 3.008210 172.16.16.121 172.16.16.80 ICMP Echo (ping) request
8 3.008782 172.16.16.80 172.16.16.121 ICMP Echo (ping) reply

m

O6nacTk cnucka 3axBayYeHHbIX NaKeToOB

< 1 3

Frame 1 (74 bytes on wire, 74 bytes captured)
g Ethernet II, Src: Netronix_73:cl:ab (00:e0:7d:73:cl:ab), Dst: Mototech_2c:e3:95 (00:50:bf:2c:e3:95)

= Destination: Mototech_2c:e3:95 (00:50:bf:2c:e3:95)
Address: Mototech_2c:e3:95 (00:50:bf:2c:e3:95)
....... 0 .... .... .... .... = IG bit: Individual address (unicast)
ceve .00 L. ... ... ... = LG bit: Globally unique address (factory default)

2 Source: Netronix_73:cl:ab (00:e0:7d:73:cl:ab) OsnaCTb aHan1sa
Address: Netronix_73:cl:ab (00:e0:7d:73:cl:ab) noneuv nakeTa
....... 0 .... .... .... .... =IG bit: Individual address (unicast)
cee. .00 L. ... ... ... = LG bit: Globally unique address (factory default)

Type: IP (0x0800)
Internet Protocol, Src: 172.16.16.121 (172.16.16.121), Dst: 172.16.16.80 (172.16.16.80)
Internet Control Message Protocol

[TATNN00 50 bf 2c e3 95 00 e0 /d /3 cl ab 05 OVELNIEE P |5

0010 00 3c 27 78 00 00 80 0L 9a 5F ac 10 10 79 ac 10 <'x L "'b'ﬁ'ic
0020 10 50 08 00 49 5c 02 00 02 00 61 62 63 64 65 66 .P..I\.. ..abcde

0030 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76  ghijklmn opgrstuv ObnacTb AaMna NakeTa
0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

O Ethernet (eth), 14 bytes Packets: 8 Displayed: 8 Marked: 0 Profile: Default

Puc. 70. UnTtepdeiic ananuzaropa ceTeBbIX MpoTokonoB Wireshark
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[Tpu BIAENEHNN B 00JIACTH aHANIM3A MOJIEH MaKeTa KaKoro-JInbo 3arojioBKa
WIM TI0JIsE B 00JIaCTH JlaMIia BBIJICISIOTCS COOTBETCTBYIONIUE €My JaHHbIE. Tak
Ha puc. 70 BbIIENIEH 3aroJIoBOK Kajpa kaHainbHOro ypoBHs Ethernet, ananuzarop
pacnio3Han ¢opmat storo kaapa (Ethernet II) u BeimosHmI moapoOHBIN aHAIN3
MoJIeH 3arojloBKa 3TOro kajapa. B oGnactu gamma npu 3ToM BblJeNeHbl 14 6ailT,
coOoTBeTCTBYIOMIUE CTpyKType 3aronoBka Ethernet II (DIX) (puc. 68). Cnenyer
OTMETHUTb, YTO TIEpPBasi CTPOKa 00JIACTU aHalu3a MoJied nakera (Frame 1 (74
bytes on wire, 74 bytes captured) Ha puc. 70) He OTOOpaKkaeT KaKou-
100 YpOBEHb CTEKa MPOTOKOJIOB, & COACPKUT OOIIYI0 MH(POPMAIUIO O MAKETe:
JUIMHY, BpeMs 3aXBaTa, OTHOCUTEJIbHBbIE BpeMeHa U T.H. 3aXBaT KaJpOB OCY-
IIECTBIISICTCS KOMaHJIOM Capture-Start M Capture-Stop (HWJIH COOTBETCTBYIOIIUMHU
KHOIIKaMH Ha MaHenm nHCTpyMeHToB).

3.3. UcciienoBanue npoToKoJia paspemenus aapeca ARP

N3yuyenne tunoB MAC-anpecoB B 3arojoBkax KaapoB Ethernet moxer
OBITh BBIMOJHEHO NMYTEM 3axBaTa KaJIpoB, NEPEHOCAIIUX TAHHBIE NPOMOKOIA
paspewenus aopeca (Address Resolution Protocol — ARP), BeimosHstomero
otobOpaxenue IP-aapeca cereBoro unrepdeiica Ha ero aagpec MAC-anpec. [Ipo-
OJieMa 3aKJII04YaeTCsl B TOM, YTO KOTJIa BBICBHIJIAETCS MAKET M0 YKa3aHHOMY B Ka-
yecTBe rmapamerpa I[P-aapecy momywatens (Hampumep, KOMaHIOHW ping
192.168.2.1), oTipaBuTtelto (Hanpumep, ¢ IP-agpecom (SAIP) 192.168.2.2 1
MAC-agpecom (SA MAC) 00-A0-C9-83-16-16) HEOOX0aUMO C(POPMHUPOBATH
kazp Ethernet ¢ 3anonHeHneM apecHBIX MOJIEH 3ar0JI0BKOB KaHAIBHOTO U CEeTe-
Boro ypoBHed. IP u MAC-anpec ornpaButessi MOTYT ObITh 3alOJIHEHBI, IO-
CKOJIbKY OHU M3BECTHBI CETEBOMY MHTEpdelicy otnpasutens, [P-anpec nomyya-
TEeJsl 3allOJIHSETCA 3HAYEHUEM IapaMeTpa KomaHAel ping. A BoT MAC-aapec
noJiyJaresis B 00IIeM ciydae JUisl OTIpaBUTENS SIBJSIETCS HEU3BECTHBIM (pHC.

71).

DA MAC OOSLA\AI(\)/I:A\C%— SAIP DA IP JlaHHBIE ITaKeTa
277 63-16-1¢ |192.168.2.2|192.168.2.1 © nage

Puc. 71. Anpecnas uadopmarus B 3aroj0BKax KaHaJILHOTO U CETEBOTO YPOBHS
MIpU OTIIPaBKE MakeTa 1o ykazannoMy IP-anpecy

Beisichennem MAC-anpeca mnonydarens 3aHumaeTcs mpoTokon ARP,
yCTaHaBJIMBaeMblii aBToMaTH4ecku BMecte co ctekoM TCP/IP. On ¢popmupyeTt u
BBICHUIAET B ceThb ARP-3ampoc B MoJie AaHHBIX MIMPOKOBEIIATEILHOIO Kaapa
Ethernet (To ecth kagpa c¢ mmpokoBematenbHbiM MAC-agpecoM nomyyaTesns
FF-FF-FF-FF-FF-FFy). B 3ampoce ykasbiBaerca [P-aapec unrtepdeiica, ueit
MAC-anpec BoisicHsercs. [HIupokoBemarenbHblil Kap MOJIy4atoT BCE KOMIIbIO-
Tephl JIOKAIbHON ceTh, ogqHako ARP-oTBeT BhIChbUIaeTCS B Kaape ¢ MHIWBHIY-
aJIbHBIM (OHOITYHKTOBBIM) aIp€COM I0JIy4aTessl TOJbKO KOMIBIOTEPOM, PACIIO-
3HaBIUM cBoi [P-angpec B 3ampoce (puc. 72). Ilocne nonydeHust 0TBeTa OTIpa-
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BUTENb 3anoiHsaeT nojie MAC-aapec nmonydarens B Kaape C MAKETOM YTHUIIUTHI
ping (puc. 71) ¥ BBICBIIACT €TO B CETh.

ARP-oTBeT:
Ona IP-192.168.2.1
MAC-00:4F:49:02:D8:6 A

- —

{a——

IP-192.168.2.2 IP-192.168.2.1
MAC-00:A0:C9:83:16:16 MAC-00:4F :49:02-D8:6A

ARP-3anpoc:
IP-192.168.2.1

MAC-?2?

=== ==
IP-192.168.2.4 IP-192.168.2.3
MAC-00:4F :49:01:D3:45 MAC-00:4F :49:00:58:6C

Puc. 72. Monens pabotsr ARP

CootBerctBue "IP-anpec — MAC-aapec"” coxpaHsieTcsi B TaMATH KOMIIbIO-
Tepa-oOTIpPABUTENSl TTakeTa B Tak Ha3biBaeMoil ARP-mabiuye (mma ARP-xowe).
[Ipy HEOOXOAMMOCTH OBTOPHOU BBICBUIKM MAKETa MO UMEIOIIEMYCsl B TaOJIUIIE
azpecy IMPOKOBENIATENbHBIN 3ampoc He pacceuiaercs. Komanmgonl arp -a
MOYKHO TIPOCMOTPETh COACPIKUMOE 3TOM Ta0uIsI (puc. 73).

B C\Windows\system32\cmd.exe Ehﬁ

Microsoft Windows [Uersion 6.1.7600]
(e) Kopnopauua MalkpocosT (Microsoft Corp.), 2009. Bce npaea 3alMuleHb.

| »

C:\Users\kgp>arp -a

WHTepselic: 192.168.9.21 --- Bxe

agpec B MHTepHeTe PUSHYeCKHH agpec Tun

172.18.1.211 PR-30-4f-5a-bd-12 AWHaMUYe CKHHI

172.18.9.39 O0-Pe-2e-db-5a-87 AHHaMUYe CKHI

192.168.0.1 OR-13-d4-68-c7-T78 AWHaMUYeCKHHA

192.168.0.121 OR-18-f3-a9-02-72 AWHaMUYeCKHHA

192.168.0.153 OR-eB-81-45-f7-16 AWHaMUYECKHH

192.168.0.171 PR-22-15-05-38-e1 AWHaMUYECKHH -

Puc. 73. Ilpumep ARP-taGnuiis!

Ha puc. 74 npuBenena ctpykrypa kaapa Ethernet ¢ 3ampocom/oTBeTOM
ARP. Cnenyer OTMETHUTH, YTO PACChUIKA IIMPOKOBEIIATEIBHBIX COOOIICHHIA
OOBIYHO TIPOU3BOJUTCS TOJIBKO B Mpejesax JIOKaIbHOM ceTH (TOYHEee CerMeHTa
CETH C KOMIBIOTEpPAMHU C OJMHAKOBOM YacThIO CETEBBIX aJPECOB). ITO BaXKHO,
MOCKOJIbKY IIUPOKOBEIIATEIbHBIN TpapuK Mpu OOIBIIOM KOJIMYECTBE KOMIIbIO-
TEPOB CETHU MOXET 3aHUMATh 3HAYMTEIbHYIO YacTh MOJOCHI NPOMYCKAHUS CETH.
Jnnamuueckue 3anucu cosaatorcs moaysiem ARP ¢ ncnonbs3oBaHuemM mupoko-
BELIATEJbHBIX PACCHUIOK, CTATUYECKUE — BPYUYHYIO aAMHHUCTPATOPOM KOMAaH-
O arp -s IP-ampec MAC-ampec. JIMHAaMUYeCKHe 3aITUCH B TAOJIHIIE TIEPHUO-
JTUYECKH yAISIIOTCS (OOBIYHO Yepe3 MITh MUHYT), MMOCKOJIbKY CYIIIECTBYET Be-
posiTHOCTh U3MeHeHus1 [P-anpecoB ceTeBbIX MHTEp(EHCOB, CTATUUECKHUE OCTa-
I0TCSI HEM3MEHHBIMHU B TE€UEHHE ceaHca padoThl cucTeMbl. CyIIECTBYET TaKKe
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IIPOTOKOJ  pegepcusHuvlil. npomokon paspeuwenusi aopeca (Reverse Address
Resolution Protocol — RARP), pemaromniuii 3amady HaxoxaeHus IP-agpeca mo
U3BECTHOMY aJIpecy KaHaIbHOTO ypoBHs. OH HCIIOIB3YETCs MPH CTapTe Oe3rc-
KOBBIX pa0O4YMX CTaHLMW, HE 3HAIOIIMX B 3TOT MOMEHT cBoero IP-agpeca, HO
3naromux MAC-aapec.

DA[SA| T | MT |PT|MAL|PAL[OC|SMA [SPA|TMA|GPA| Pad | FCS
6|16[2] 2 (2] 1 1 (2] 6 4 6 4 118 | 4
ARP-3ampoc ARP-oTBeT
Hone|Pacmml)pOBKa 3navenne (hex) Ilpumeu. 3navenue (hex) | Ilpumeu.
DA |Destination FF:FF:FF:FF:FF:FRumpokoBemaTenshbiii(00: A0:C9:83:16:16MAC ucrou-
Address Hrka ARP-
3arpoca
SA |Source Address|00:A0:C9:83:16:16 MAC otmpasutens  [00:4F:49:02:D8:6 AIMAC otmpa-
BUTEJIS
T [Type 0806 ARP 0806 ARP
MT [Media Type 0001 Ethernet 0001 Ethernet
PT [Protocol Type 0800 IP 0800 IP
MAL|Media Address 06 OaiiTr (MAC) 06 oaiit (MAC)
Length
PAL [Protocol 04 Oaiira (IP) 04 baiita (IP)
Address
Length
OC |Operation 0001 ARP-3ampoc 0001 IARP-oTBeT
Code
SMAJSender Media [00:A0:C9:83:16:16|MAC ornpasurenst  |00:4F:49:02:D8:6AIMAC otmpa-
Address BUTEISI
SPA|Sender 192.168.2.2  |IP ornpaBuTens 192.168.2.1  |IP otmpaBu-
Protocol TeTst
Address
TMA|Target Media | 00:00:00:00:00:00 [rexyiias noaceTsb 00:A0:C9:83:16:16fMAC nomy-
Address uaresns
GPA|Get Protocol 192.168.2.1  |IP nmomyuaTens 192.168.2.2  |IP momy4are-
Address st
Pad [Padding 00 - 18 Gaiir  |momosHEHHE Kapa 10 00 - 18 Gaiir  |mormonHeHue
64 GaiiT Kaqpa g0 64
OanT
FCS |Frame Check IKoHTpOJIbHAsT CyMMa KoHTposbHasi
Sequence cyMMa

Puc. 74. Ctpykrypa kagpoB ARP 3anpoca u orBeta

3.4. U3yyenue npuHuuna padorsl kommyraropa Ethernet

PaccmoTpum mpunnmn pabotel kommyTtatopa Ethernet ma mpumepe no-
KaJIbHOW CETH, NMPUBEACHHON Ha puc. 75. KoMMyTaTOp MOCTOSAHHO U3Yy4aeT 3a-
TOJIOBKHM MOCTYNAIOLIUX B €ro MOPTHl KaJAPOB M 3aHOCUT B TaK Ha3bIBAEMYIO
mabauyy MAC-adpecos 3nauennss MAC-aapecoB U3 ToJis ajpeca OTHPaBUTEINS
BXOJISIIUX B KOMMYTaTOp KaJpOB, MPUIUCHIBAsI UX UACHTHU(GUKATOPY MOPTa, B
KOTOPBII 3TH KaJIpbl MOCTYNAIOT U3BHE (Fal/Homep mopTa Ha pUC. 75).

Tabnuua MAC-aapecoB UCTIONB3YETCS sl HAXOXKACHUST HOMEpPA MopTa, Ha
KOTOpbIN HEO0OX0auMO nepenath Kaap, no MAC-aapecy, n3BiiekaeMoMy U3 TO-
75 aapeca nosydarens kajapa. Takum oOpa3oM, KOMMYTaTop rnepeaaét Kaap co
CBOET0 BXOJAIIErO NOPTa HA UCXOAAIIMI MOPT, BEAYIIUNA K MOIyYaTeN0 Kaapa
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(c mopra 3 Ha mopT 6 Ha puc. 75). lllupokoBemaTenbHble Kagpbl KOMMYTaTOP
nepeaaéT Ha Bce CBOM MOPTHI, KPOME MOPTa, B KOTOPBI MOCTYIAeT Kap U3BHE.
AHaJIOTUYHBIM 00pa30M MPOUCXOAUT U KOMMYTHPOBAHHUE KaJPOB C HEM3BECT-
HbIM 1J1s1 KommyTaTopa MAC-agpecom (KOTOpBIN €1I€ HEe 3aHECEH B €ro TabJu-
ny MAC-agpecoB). OTMETHM, YTO 3aMOJIHEHUE TaOJIUIbI OOBIYHO MPOUCXOIUT
OBICTPO, T.K. IPH BKIIIOYEHUN pAaOOYMX CTAHIMN Kak[aas U3 HUX CTpas3y K€ BhI-
CBUTAET B IIMPOKOBENIATEILHOM KaJpe CBOE CETEBOE UMSI.

DA=00:4F:49:00:58:6C | ‘BaHHble W KOHUEBUK |

Switch

Switch#show mac-address-table
Mac Address Table

Vlan Mac Address  Type Ports

1 00a0.c983.1616 DYNAMIC Fa0/3
1 004f.4902.d86a DYNAMIC Fa0/4
1 004f.4900.586c DYNAMIC Fa0/6

PC1 PC2 PC3
MAC 00:A0:C9:83:16:16 MAC 00:4F:49:02:D8:6A MAC 00:4F:49:00:58:6C

Puc. 75. Ilpunuun pa6otsl kommyTaropa Ethernet

3aanue ISl CAMOCTOSITEILHOM PadoThI

3anmyctute aHanuzaTtop mpotokosioB Wireshark. Beimonaute 3axBar make-
TOB YTHJIMTHI ping, C TIOMOIIBIO KOTOPO OHU MOCBUIAIOTCS HA COCEAHMNA KOM-
netotep. s atoro B Wireshark BeimoHuTE 111€19KkH 0 MyHKTaM MEHIO Capture
(3axsat) — Option...(Onuuu...). OTKpOeTCsI OKHO HACTPOEK IapaMeTpOB 3axBaTa
(puc. 76), B KOTOpOM HEOOXOIMMO BBIOpaTh MHTEp(dEHC, KOTOPHIH OyaeT 3axBa-
THIBaTh MaKeThl (HA KOMIBIOTEPE C OJIHUM CETeBBIM MHTEp(delicoM OH BhIOUpa-
eTcsi aBTomatrdecku). HasBanue untepdeiica u ero IP-agpec OynyTt coBnmamarh
CO 3HAYEHMSMH, BBIBOJAUMBIMH KOMaHJOMW ipconfig /all (ifconfig). OO-
paTUTe BHUMaHHWE, YTO MO0 YMOJYAHUIO CETEBON MHTEpQeiic 3aXBaThIBACT MaKe-
TBI B Hepazbopuusom pedxcume (Promiscuous mode), To ectb HE TOJIBKO MAKETHI,
peaHa3HaYaeMbIe JIsl HETO, a BCE, KOTOPhIC OH BUIUT B CETH.

B crpoke ompenenenus QuibTpa 3axBara I1e51ecO0Opa3HO yKa3bIBaTh
GUIBTP C 1EBIO 3aXBaTa TOJILKO MAKETOB ¢ HHTEpECyIolel Hac nHpOopMaITuei.
Ha puc. 76 yka3aHo, 4TO 3aXBaThiBaTh HEOOXOIUMO TOJBKO MAKEThI, IEPEHOC -
IIHe JAHHBIE NPOMOKOIA KOHMPOIbHbIX coobwenui Humeprnema (Internet
Control Message Protocol — ICMP), mockoibKy yTHIMTa ping HEPEHOCUT JaH-
Hble MMEHHO 3TOr0 MpOTOKOoA. JIoCTaTOYHO 4acTo HEOOXOAMMO 3aXBaThIBATh
NAKEThl, TOJIKO OTIIPABJISEMBIE W IOJy4daeMble OJHOM paboueil ctanuueid. B
3TOM citydae GuiabTp OyIeT BBIMISIIETh host ip ampec cranummm. Wireshark
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o0namaeT o4eHb THOKOM cucTeMol (UIbTpalMU, C TpUMEepaMu (PUIBTPOB MOXK-
HO O3HAKOMHUTBCS, OTKPBIB OKHO IIEIYKOM IO KHOIKE Capture Filter. Bbimenus
Ha3BaHUE (QUIBTPA B CIUCKE MPEIONpPEACIEHHBIX (PUIBTPOB B HUXKHEH YacTH
OKHa MOXHO YBHUJIETh Ha3BaHHE 13TOT0 (PMIBTpa W KOMaHAYy, KOTOpas 3aaacrt
npaBwia QrIbTpanud. MOXXHO U3MEHSTh HX, MMOJCTABISS HEOOXOIUMBIE Mmapa-
MeTpbl. Takke CylIecTByeT BO3MOKHOCTh CO3[aHUS U YIAJICHUS MTOJb30BATEIb-
CKUX QIIBTPOB. Hy’)KHO OTMETHTB, YTO TIPUMEHsIEMbIE (PUIBTPHI COXPAHSIOTCS B
CTpOKe-cIiCcKe (PUIIbTPOB 3axBaTa OKHA Capture Options (puc. 76).

Capture

Interface: |Local Realtek RTL8139/810x Family Fast Ethernet NIC /B I Wireshark: Capture Filter - Profile: Defaul =k

1P address: 192.168.9.21 --—— BbiBop WHTepdbelica 1 ero IP-aapec
NWCOK NpeaonpeacnEHHbIX

Link-layer header type: Ethernet = Wireless Settings Edit Capture Filter MABTPOB
o -
Capture packets(h promiscuous mode 3 Remote Settings Ethernet address 00:08:15:00:08:15
["] Capture packets in pcap-ng format (experimental) o 1 i~ &
= uffer size: megabyte(s]
[7] Limit each packet to | 1 ~ bytes = TATES) - Ethernet type 0x0806 (ARFP)
‘Capture Filter:] | icmp ~e——— ®UNLTP 1A 3aXBaTa (=] No Broadcast
Capture File(s) anMepbl d)MJ'IbTPOB Display Options No ARP
File: Update list of packets in real time IP only
[] Use multiple files
Next file every 1 megabyte(s) | ¥ Automatic scrolling in live capture IP address 192.168.0.1
- Delete
Next file every 1 ~ | minute(s) = Hide capture info dialog IPX only )
Ring buffer with |2 = files 4 1l 3
= MName Resolution
Stop capture after |1 < file(s) =
Enable MAC name resolution PI’ODEI’TIES

Stop Capture ...

[ ... after 1 = packet(s) Filter name: Ethernet type 0x0806 (ARP) Ha3saHue CbHJ'Ipra

[C] Enable network name resolution

e |1 || megabytes) |~ Filter string: ether proto 0x0806 <a— KomaHga
1 ... after 1 2| minute(s) = Enable transport name resolution

Cancel l QK H Qancel ]

Puc. 76. Hactpoiika mapamerpoB 3axBara B Wireshark

[Tocnie HacTpoiiku 3axBara ToJIbKO [CMP-n1akeTOB BBINIOTHUTE IIEITYOK Ha
KHOTIKE Start B OKHE Capture Options, TIOCJI€ YE€Tr0 OTKPOHMTE OKHO KOMaHIIHOU
CTpoKH (Myck-BoinonHutb-cmd) M 3allyCTUTE B HEM KOMaHJy ping € YKa3aHHEM
IP-anpeca cocennero kommeroTepa B KadecTBe napamerpa. Wireshark BeimoaHuT
3aXBaT MMAKETOB B OKHE, MpUBeAeHHOM Ha puc. 70. [{ns 3aBepiueHus 3axpara mna-
KETOB BBINIOJHUTE MICTUYOK Ha KHOIIKE OcTtaHOBUTL Tekywwmin 3axeat (Stop the running
live capture) (puc. 77).

ﬁ Realtek RTL8139/810x Family Fast Ethernet NIC : Capturing - W’lreshark‘]

File Edit View Go Capture Analyze 5tatistics Telephony Tools Help
: aesaTFaEEQQaQD

|Stop the running live capturel

Filter: = Expression.. Clear Apply

Puc. 77. OcranoBka 3axBara mmaketoB B Wireshark

Boeiienute nepBblil M3 3aXBau€HHBIX NAKeTOB (OTHpaBieHHBbIN Bammm
KOMITBIOTEPOM), B 0OJIaCTM aHaiM3a TMOJeH TMaKeTa BBIJCIUTE 3aroJIOBOK
Ethernet. [IpuBeauTe B OTYET MmIECTHAAIATEPUYHBIN JaMIT 3TOTO 3ar0J0BKa, BhI-
JIeJICHHBIN B HIDKHEW YacTH OKHA. BeInoaHuTe pacim@poBKy Mmojiel 3arojioBKa.

Brienure BTOpOil M3 3aXBayeHHBIX MaKeTOB (MOJy4YeHHbIH Bammm kowm-
NBIOTEPOM) U TIOBTOPUTE MPEIBIIYIIEE 3aJaHHE.
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Beimonante B otuéTe pacmmdpoBky MAC-anpecoB oTpaBUTENS U TOITY-
yaTels, yKa3aB THUII ajpeca (MHAUBUAYaIbHBIN, TPYIIOBOH, IMPOKOBEIIATEb-
HbIit), 3HadeHus: OUl u OUA, sBisieTcst M ajgpec JTOKaJbHO YHHKaJIbHBIM HIIH
1J100aJpHO YHUKAJIBHBIM. BeimonHuTe 3ampock! k 6a3ze ganubix IEEE u onpene-
mute no 3HadeHussM OUIl undopmaiuio o npousBoauTene KOHTPOJIUIEPOB ceTe-
BbIX MHTep(deicoB oTmpaBuTeis U mnoiydarens. [IpuBenuTe MojydeHHYIO WH-
dbopmaruo B OTYET.

C moMoupl0 KOMaHJIbl arp —a MNPOCMOTPUTE Tekyliee coctosinue ARP-
Tabnuibl Bamero kommneioTepa u npusenute e€ B otu€t. Hactpoiite Wireshark
Ha 3aXBaT BCEX MMAKETOB, NOJIYYaEMbIX U OTIPABISEMBIX KOMIBIOTEPOM JIOKAJIb-
HOM ceTu, ajipeca KoToporo He coaepxkarcs B ARP-tabnuie. 3amyctute 3axBaT
U B KOMaHJHOM CTPOKE C MOMOIIBIO YTUIUTHI ping MOUUIMTE MAKETHl KOMIbIO-
Tepy, aJApec KOTOporo ykazaH B ¢uiabTpe 3axBara. ICMP-makeTaMu yTUIIUTHI
ping JOJDKHBI OBITH 3aXBadyeHbI JBa naketa: ¢ ARP-3anpocom u ARP-otBeTOM.
Brigennre B OKHe aHann3a IoJieHd makera 3arojioBok Ethernet makera ¢ ARP-
3anpocoM. Beimosnute ero cpaBHenue ¢ ICMP-makeroMm, oTnpaBieHHbIM Ba-
[IUM KOMITBIOTEPOM B MPEABIAYIIEM 3a1aHuu. ONUIINTE B OTYETE pa3INUUs T10-
neit 3arosioBka Ethernet atux kaapoB. Ykaxure, kakoil popmat kaapos Ethernet
WCTOJIB3YETCS ISl TPAHCIIOPTUPOBKU 3THUX IMAKETOB. BBITOTHWTE aHANU3 MOJIEH
ARP-3anpoca u ARP-oTBeTa u npuBeanTe €ro B OTYET.

Jns m3yuyenust pabotrsl kommytaropa Ethernet co3paiite ¢ momouibro
Packet Tracer monienb JTIOKaabHOM CETH, COCTOSILIEN U3 YETHIPEX pabOUMX CTaH-
UM ¢ UMEHAaMU PC1, PC2, PC3, PC4, OJACOECIUHEHHBIX, COOTBETCTBEHHO, K TTOP-
TaM FastEthernet0/1, 0/2, 0/3 u 0/4, kommyTtaTtopa 2950-24 ¢ uMeHem
SwitchO. 3agakte cranuuam [P-agpeca 192.168.1.1, 192.168.1.2,
192.168.1.3 HW 192.168.1.4, COOTBETCTBEHHO, C MAaCKOM IOACETH
255.255.255.0. BpIMogHUTE MIETYOK Ha HHCTPYMEHTE Inspect (VMHcnekTpoBaTh)

, 4 3aT€M Ha KOMMYTaTOpe, U3 OTKPBIBIIETOCs OKHA BhIOEpUTE KOMaHy MAC
Table (Tabnuua MAC-agpecos). JIOJDKHO OTKpBITBCS IyCTOE€ OKHO MAC Table for
SwitchO, MOCKOJIBKY SwitchO IIOKa HE IOJIy4yall KaApOoB HU OT OJHOT'O KOMIIbIO-
Tepa.

JleTanbHOE M3yUEHHE MPOIIECCOB, MPOUCXOANINX B CETH, YAO0OHO BHITOJ-
HATH B pekuMe Simulation (Cumynsaums) Packet Tracer (mog cumymsinueit moHuma-
€TCsl MOJICJIMPOBAHUE TPOrPAMMOM COOBITHI, MPOUCXOIAIINX B peaJbHON CETH).
Jlimd mepexoa B 3TOT PEKUM BBITIOJIHUTE LIETYOK IO TEPEKITIOYATEIIO B IPABOM
HIDKHEM YIJIy OKHa M3 Realtime (Pexwuma peanbHoro Bpemenun) B pexum Simulation
(Cumynsuus). OTKpoeTcss OKHO Event List (Cncok cobbiTvil) B TIPABOM 4acTH OKHA
Pa6ouein obnactu. (puc. 78). Ha Manenn nHctpymentos BeIOEpHTE Add simple PDU

(Do6aButb npoctoit PDU) =2 . TepmuuoM [Ipomokonvhas eOunuya OAHHbIX —
Protocol Data Unit, PDU o0o3Ha4aeTcst CTpyKTypa JaHHBIX IPOTOKOJIA JH0O0r0
YPOBHSI MOJIENIA B3aUMOJIEMCTBUS OTKPBITHIX cuctem (IMPUJIOXXEHUE A), B
Packet Tracer unctpymeHT Add simple PDU (Jo6asuTs npocTorn PDU) 100aBiseT mna-
keT ICMP, BrICBhIJTaeMBbIH C TIOMOIIBIO YTHIIUTHI ping. [locie BeIOOpa 3TOTO MH-
CTPYMEHTA BBIOJIHUTE IIEITUYOK BHAYAJIC 10 CTAHIIMH-OTIIPABUTENIO (HAIIpuMep,
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PC1), @ 3aT€M IO CTAaHUUH-MOJydaTeNnto (HampumMmep, PC2) nmakeTa. Bbl JOJKHBI
yBuzieTh 00o3Havaonmil [CMP-nnakeT KOHBEPTHK C MEpEeMEIIaloUMUCS TIpsi-
MOYTOJIbHUKAaMU BO3JIe CTAHIIUU-OTIPABHUTEINSA, a Tak)Ke IEPBOEC COOBITHE B
cnucke — Hamuuue otnpasisieMoro nakera ICMP y crannuu pcl. Kpome Toro,
MIOCKOJIBKY CTaHUMHU-OTIpaBUTEN0 PC1l He u3BecteH MAC-ampec craHiuu-
MoJTyJaTesis PC2, BO3Je He¢ Takke OyJeT HaXOIUThCS KOHBEPTHUK IPYTroro IBe-
Ta, obo3Havaronmii 3anmpoc ARP, cooTBeTcTByrOIIEe COOBITHE Takxke OyAeT
HAXOIMThCS B CIIUCKE COOBITHI (pHcC. 78).

File Edt Options View Tools Extensions Help

Logical [Root] New Cluster Move Object Set Tiled Background Viewport

(X | - ®
< T =
= Event List Y

o 0.000 - pC1 cve [
o 0.000 -- pC1 e [l
CobLITUa HaNWUKA FOTOBLIX K OTNpaBke ;]
ICMP-nakeTa v 3anpoca ARP |=

OxkHO cnncka cobeimiin x

WHcTpyMeHT JobaeuTs npocToit PDU

3 Reset Simulation Constant Delay S 8
g = 0.000 s
pPC-PT PC-PT PC-PT

/ ng;T pcz\ PC3 PC4 Play Controls
paBTens PDU I'Ionyqarenb PDU [ Back ] [Auto Capture / Play](lcaptura / Furward]
i

Event List Filters

ACL Filter, ARP, BGP, CDP, DHCP, DNS, DTP,
EIGRP, FTP, H.323, HTTP, HTTPS, ICMP,
ICMPVE, IPSec, ISAKMP, LACP, NTP, OSPF,
PAgP, POP3, RADIUS, RIP, RTF, SCCF, SMTP,
SNMF, SSH, STP, SYSLOG, TACACS, TCF,
TFTP, Telnet, UDP, VTP

[ Edit Filters l [ Show All ]

Visible Events:

<[ 1 b MepexnioyaTens B pexyM CUMYNALKK

&
Time: 00:42:35.367 | Power Cycle Devices  PLAY CONTROLS: Back Auto Capture / Play Capture / Forward [ Eventust | Simulation

- - » . . . i Fire Last Status Source Destination Type Color Time
e [l 0> a - a = = (@ - 1) Scenario 0 hd Yp (4
950-29 | 2951 Igen 2 erle

s ar) (2360 |Generic) Igenere) 3522 ) Igon New |. In Progress PC1 pC2 cvp B 0.000

]

»
4’ ‘ s Automatically Choose Connection Type LgaieBBliilistiindon| 3 | n 3

—N

Puc. 78. Pexxum cumynsimun Wireshark

C moMouipl0 UHCTPYMEHTa Inspect (MHcnektuposats) mpocMoTpute ARP-
TabnuIpl PC1 W PC2, BBIOPAB COOTBETCTBYIONIYIO KOMaHTy, TIOKA OHU JTOJKHBI
ObITh TYCTHIMU. BbIMOJHUTE WIETYOK IO KHOMKE Capture/Forward (3a-
xsat/Cneaytowwmit war) 1 Bel yBunure nepenaay ARP-3ampoca ot PC1 koMMyTarTo-
py, oOpatuTe BHUMaHHWE Ha HOBOE COOBITHE, MosiBUBIIEECsS B criucke. C moMo-
IIbI0 UHCTPYMEHTA Inspect (MHcnektuposats) ipocMoTpute MAC-Tabnuiry Kom-
MyTaTopa, B HEM yxke JOJKHA OBITh 3alUCh apecoB AJisg PC1. BeimonHuTe emié
OJIMH IIETYOK MO KHOMKE Capture/Forward (3axsat/Creaytowmin war) 1 Bel 1OIKHBI
YBUIETh OTIpPaBKy NoyiydueHHoro ot pPC1 ARP-3ampoca koMMyTaTopom BceEM
OCTQJIbHBIM pabOyYMM CTAaHIUSIM, TO €CTh IIMPOKOBEIIATENbHYIO pacchliky. Ha
KOHBEPTUKAX y PC3 M PC4 JOJDKHBI MOSIBUTHCS KPACHBIE KPECTHUKHU, O3HAYalo-
me, uto B ARP-3ampoce ne comepxutcs ux I[P-aapec, a ARP-tabmune pc2
JOJDKHA TOSIBUTBCS 3amuch i PC1l. Creayromuii IMIEeTYOK IO KHOIKE
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Capture/Forward (3axsat/Cnegytowwii war) IpuBeaET K otnpaBke ARP-oTBeTa cran-
e pc2 kommytaTopy. Ilocie storo mara B tabauie MAC-anpecoB KOMMYy-
taTtopa nosisutcs 3anucb ¢ MAC-aapecom pc2. Crnenyromuid mar npuBenér K
nonyuyeHuro ARP-oTBera craHmmeit PC1 U J00aBJICHUIO 3alMCU JJIsl PC2 B €€
ARP-Tabmuy.

[Tocnenyronue mieuKy MO KHOMKE Capture/Forward (3axsat/Cregytolimin war)
npuBeAyT k ornpaBke ICMP-nakera oT PC1 4yepe3 KOMMYTaTop PC2 W MOJyYe-
Huto ICMP-oTkiMKa oT PC2 yepe3 kommyTtarop PC1l. KoMmmyTaTop 3Haer, Ha Ka-
KOM TIOPTY HaXOAATCS 00€ CTaHIMH, MOATOMY KOMMYTAIUsI BBITIOJNHSAETCS 0e3
IIMPOKOBEIIATEIBHBIX PacChLIOK (puc. 79).

8 Cisco packet Trarer T T T N RS = T b W e =)

Fle Edit Options View Tools Extensions Help

L. al [Root] New Cluster Move Object Set Tiled Background Viewport

Event List

5
g

Vis. Time (sec) Last Device AtDevice Type
0.000 - pPC1 1cMP
0.000 -- pC1 ARP
0.001 PC1 Switcho  ARP

Cnucok cobbimuia npu otnpaske I 0.002 Switcho pC2 ARP

CMP-naketa ot PC1 k PC2 \ 0.002 Switcho pC3 ARP

0.002 Switcho PC4 2RP

0.003 pc2 Switch0  ARP

0.004 Switcho PC1 ARP

A 0.004 -- PC1 ICMP
0.005 Pc1 Switcho  IcMP
0.006 Switcho pCz 1cvMP
0.007 pC2 Switcho  1CMP

& 0.008 Switcho PC1 1cMe

Reset Simulation Constant Delay Captuureudugu;

Play Controls

PC1 pc2

[ Back | [auto capture / Play| [Capture / Forward|

0

Event List Filters

ACL Filter, ARP, BGP, CDP, DHCP, DNS, DTP,
EIGRP, FTP, H.323, HTTP, HTTPS, ICMP,
ICMPVS6, IPSec, ISAKMP, LACP, NTP, OSPF,
PAgP, POP3, RADIUS, RIP, RTP, SCCP, SMTP,
SNMP, SSH, STP, SYSLOG, TACACS, TCP,
TFTP, Telnet, UDP, VTP

Visible Events:

[ Edit Filters il Show All ]

< | 1 | 3

CueHapuit cuMynsiLmn & £
X

o
_
Time: 00:47:42.205 Power cle Devices PLAY CONTROLS: Bac Auto Capture / Pla Capture Forwar Event List
i I k pture / Play Capture / d i Simulation

i) Scenario 0 ~ |Fire Last Sbtus Source Destination Type Color Time (:

LD 1 Elvalvatvalmlrla ™ 22
/ / ‘-' / “,’ 51&/ 5 @ Successful PC1 PC2 cvp W 0.000

>
Connections -

b - New Delete |}
< 1n |

b = =
2 « s — Automatically Choose Connection Type iasoiciRRiislsSERVIRdoM) oy I J 5

Puc. 79. Cumynsus nepecsutikun ICMP-ntakeroB Mexxy PC1 u PC2

[ToBTOpPUTE BBINONHEHHYIO cuMyisiuuio ais nepecbuiku [CMP-nakera ot
CTaHIIMM PC3 CTaHIMHM PC4. 3aHecHUTe B OTUYET B MPUBEACHHYIO HUXKE TaOJIHUILY
CIMCOK coObITHH U 3anucu B ARP-tabmumax pc3 u pPc4 1 MAC-Tabauie KoM-
MyTaTopa MocJie BBIOJHEHUS KaX10r0 coObITus (Tabdin.3).

Ta0muna 3
N3yuenue ARP u paboTsl KoOMMyTaTOpa

Ne co- | Ornpa- | Ilomy- Tun ARP-tabmuma | ARP-tabmuma | MAC-tabnuna
OBITHS | BUTEID yaTenab | MaKeTa PC3 PC4 SwitchO

Bomonaure npocmotrp ARP-kameli PC3 u PC4 U3 KOMaHIHOW CTPOKH
Ka)KJ0W U3 HUX, IPUBEANUTE 3TY UHPOPMALUIO B OTUET.
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[To ananorum ¢ NpeapIAYIINM 33JaHUEM BBIIIOJIHUTE MCCIIEIOBAHUE TIEpe-
nauu [CMP-naketoB mexny PC1 u PC3 u 3ateM Mexay PC2 u PC4 B ceTu C
JIByMsl KOMMYTaTOpamu, IpUBEICHHOMN Ha puc. 80.

o -y,

witkchl Swjitch

1 [ 4 -+
= =/ -J
PC-PT PC-PT PC-PT PC-PT

PC1 PC2 PC3 PC4

Puc. 80. Mogens cetu U1 n3ydeHus: paboThl KOMMYTaTOPOB

3a"ecuTe B OTYET B MPUBEACHHYIO HUXKE TAOJIMIly CIIUCOK COOBITUN U 3a-
nucu B MAC-tabnunax KOMMYyTaTOPOB Switchl M Switch2 TOCIE BBINOJIHE-
HUSI KQXJ0T0 coObITUS (Tab1.4).

Tabnuua 4
N3yuyenue npunimna nocrpoerusi MAC-tabnuil 1ByX KOMMYTaTOpPOB

Ne co- | Ormpa- | Ilomy- Tun MAC-tabnuna

\ MAC- i h2
OBITHS | BUTEJIb | YaTelb makera | Switchl C-rabmnua Switc

Cy1iecTByeT BO3MOXXHOCTH MPOCMOTpa cojepxkumMoro Tadbmuisl MAC-
azipecoB KoMMyTaTopa ¢ nmomoiisio komaua Cisco 10S (cinemyer OoTMETHTD, YTO
peanbHbIC yIPaBIISIEMbIe CETEBbIE YCTPOMCTBA MOTYT HE MOJICPKUBATH Irpadu-
YeCKMe MHCTPYMEHTAIbHBIE CPENICTBA, MOJO00OHBIE PACCMOTPEHHBIM B IPOIIECCE
CUMYJIAIIMKM, HO TOYHO MOJACP>KUBAIOT YIpaBJICHUE W3 KOMAaHJIHON CTPOKH).
Jlnst mpocmoTpa Tabsuibl MAC-aipecoB BBIMOJHUTE IMIETYOK HA KOMMYTATOPE
U OTKPOWTE BKknagky komaHgHoi ctpoku (Command Line Interface — CLI). Haxmwure
Enter 1 Bbl yBuauTe npuriamenue peacuma noavsosamens (User Mode), ero
MIPU3HAKOM SIBJIIETCS NpurijameHue >'. M3 pexuma nmonb30BaTesss MOXKHO Ie-
peittu B npusunecuposannuiil pexcum (Privilege Mode), ero npusHakom siBisIeT-
cs mpuriamenue '#'. B mepBom pexxrMe MOXKHO TOJIBKO MpocMaTpuBaTh KOH(DU-
TypaIuio yCTpOKUCTBa, BO BTOPOM — OCYIIECTBIISTh KOH(pUrypupoBanue. J{is to-
ro, 9TOOBl BOWTH B NMPUBWJICTUPOBAHHBIA PEKUM HEOOXOIUM BBECTH KOMaHIY
enable (momyckaercsi cokpamiénHas popma KoMauabl — en). CIIpaBKy MO Ka-
JIOM KOMaH e MOKHO MOJYYUTh TTOCPEJICTBOM €€ Habopa B KOMaH/IHOW CTPOKE U
HaOopa 3Haka ? nocie He€. [ mpocmoTtpa Tabiuiel MAC-aapecoB KoMMyTa-
TOpa BBIOJTHUTE B TPUBWICTHPOBAHHOM PEKHUME KOMaHAY show mac-
address-table (puc. 81).

W3 npuBUIETMPOBAaHHOTO PEXHMMa MOXKHO BOWTU B pedcum 2100a1bHO20
kongueypuposanusi (Global Configuration Mode) komanmoli configure
terminal (config t), €ro NpM3HAKOM SABJISICTCS CJIIOBO (config), BBIBOAM-
MO€ T0CJie UMEHU YCTPOMCTBA B MPUIJIAIIEHUU. BBIXOJ U3 3TOr0 pekumMa ocy-
MIECTBIISIETCS] KOMAHIOW end (MM HaXkaTreM KomMOuHarmu kinasum <CTL>+z).
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#config t
(config) #end

Physical | Config | CLI

I0S Command Line Interface

Switch>enable I'Iepexon B I'IpHEHJ'IEI'HpOBaHHbIII‘:I PEXMM
Switch¥show mac
| Switchfshow mac-address-table
Mac Address Table

Vlan Mac Address Type Ports

1 0050.215b.clcO DYNEMIC Fal/1
1 00e0.£750.35e6 DYNAMIC Fal/2
Switch#? Bpizos crnpasKy nNo KoMmaHaaMm NpUuBUNErMpoBaHHOro pexxuma
Exec commands:
<1-55> Session number to resume
clear Reset functions

clock Manage the system clock -

Puc. 81. Ilepexon B IpUBUIICTHPOBAHHBIN PEKUM U TIPOCMOTP
tabmibl MAC-anpecoB kommytaropa komangamu Cisco I0S

CereBble yCTpONCTBA MOTYT HMMETh pa3IMYHbIE THUIBl WHTEPQEHCOB,
Hanpumep, token ring, FDDI, Ethernet, Serial, ISDN u ap. B kadectBe umenu
uHTepdeiica UCIoIb3yeTCsl 00BIYHO HAa3BaHUE MPOTOKOJIA U HOMEDP UHTepdeiica,
HaynHas ¢ 0, HanpuMep, ethernet0 (1 mopt Ethernet), serial10 (1 mocneno-
BaTeJIbHBIN NOPT) U T.A. JJoCTaTOYHO YacTO ceTeBble YCTPONUCTBA MOTYT UMETh
HECKOJIbKO MOJYJEH ¢ ceTeBbIMU MHTep(deiicamu, B 3TOM ciay4yae UAeHTU(UKa-
1us uHTEepdeiica COCTOUT M3 Ha3BaHUs MPOTOKOJIA, HOMEPA MOJYJIs/HOMEpa HH-
Tepdeiica, Hanpumep, FastEthernet0/1. [Ins mpocmoTpa craTyca BCeX HH-
TepdelicoB yCTpoWcTBa HCIONB3YIOT KOMaHIy show interfaces (Cokpaiie-
HUE - sh int). Jusg mpocmotpa uHpopmanuu 00 onpeneneHHOM HHTepdeiice
BBOAUTCA KOMaHIA show interfaces <MMH_MHTep®eﬁca>.IlB]NﬁKHMa,EHO-
OaJIbHOTO KOH(PUTYPUPOBAHUS MOXHO BOWTHU B perHcuM KOHQDUSYPUPOBAHUS UH-
mepegetica (Interface Configuration Mode), BeIMONIHMB KOMaHIy interface
<mMmsa_uHTepderica>, €ro NPU3HAKOM SABISICTCA CIOBO (config-if) B HOpHU-
rJalieHnd. B MpuBeACHHOM HUKE MPUMEPE OCYIIECTBIACTCSA MEPEX0 U3 MpHU-
BUJIETUPOBAHHOTO PEXUMa B PEKUM OOIIETO KOHPUTYPUPOBAHHUS, a 3aTEM Iie-
pexoq B pexkuM KoH(purypupoBaHus umHTepdeiica FastEthernet0/1. B aTom
pexxnMe moaaércs KOMaHaa no shutdown, EpeBOASIIAs UHTEPPEHC B aKTHUB-

HOC€ COCTOSAHHUC.
#conf t
Enter configuration commands, one per line. End with
CNTL/Z.
(config) #interface FastEthernet(0/1
(config-if) #no shutdown
(config-if) #end
#

KoMaHnga end mo3BOJIIET BBIMTH M3 peXUMa KOH(GUTYpUPOBAHUS UHTEP-
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detica.

BrlnonHuTe B OKHE KOMaHIHOM CTPOKHU mpocMoTp Tabmuisl MAC-anpecoB
KOMMYTAaTOpa SwithO M CKOMUPYHUTE ceaHC pabOThl B OTYET.

Nzyuenune ¢popmaroB kaapos, otmmyuHbIX 0T Ethernet 11 (DIX), na mpaktuke
94acTO MPEACTABIAET CIOKHOCTh. DTO OOBSICHIETCS TEM, YTO B HACTOSAIIEE Bpe-
Ms cTeK TpoTokosioB TCP/IP BbITECHWT TOCTAaTOYHO MOMYJISIPHBIC paHEe CTEKH
IPX/SPX m NetBIOS (B Windows Vista/7 oTcyTCTByeT WX MOAJIEpXKKa), a
UMEHHO OHHU HCToNb3yI0T dopmat kaapa 802.3/LLC. Takxe 10CTaTOYHO CIOXK-
HO 3axBaTuT Kajipsl ¢ popmarom Ethernet SNAP. K cuactbio pexxum Simulation
(Cumynsiums) Packet Tracer MokeT HaM ITOMOYb.

Coznaiite B Packet Tracer ceThb, COCTOSIIYIO U3 ABYX COCAMHEHHBIX MEXKITY
co00l1 KOMMYTaTOPOB, K KaXJIOMY U3 KOTOPBIX MOJACOEUHEHA paboyast CTaHIIUs
(puc. 82). HasnaubTe ceTeBbIM HHTepdelicam paboumx crannuii IP-agpeca
192.168.1.1 1 192.168.1.2 ¢ Mackou 255.255.255.0. Ilepexirounrecs B
PEXUM CUMYJALMK U 100aBbTe ipocToil PDU oT 0HOM cTaHLIMU K IPYTOi.

® Cisco Packet Tracer o | F i - Db
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Puc. 82. Monens cetn un 3axBadeHHbIN Kaap Ethernet popmara 802.3/LLC

BrinmonHuTe mendok mo KHOIKE Auto Capture/Play (AsTosaxsaT/AHMmauus) U
Bo1 yBUIMTE aBTOMAaTHUECKH CMEHSIONIHUECS COOBITHS B CeTH. J{0KIUTECH TIOSIB-
JICHUS B CHHUCKE COOBITHH COOBITHS ¢ TMIIOM STP M BBIIOIHUTE MICTYOK IO
KHOIIKE Auto Capture/Play (AstosaxsaT/AHumaumns) OJI1 OCTAHOBKH CHUMYJIALIMU.
IIpomoxon ocmoenozo depesa — Spanning Tree Protocol, STP - sTo npoTokos,
nojjiep>KUBaromuiicss kommyraropamu Ethernet, ocHOBHOM 3amadeil KOTOPOTo
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SIBJIIETCSI MCKITFOUCHUE KOJIBIIEBBIX TomoJsioruii B cetu Ethernet myrém aBTOMAa-
TUYECKOTO OJIOKMPOBAHUS CO3JAIONIUX KOJIBLEBYIO TOMOJIOTHIO TIOPTOB KOMMY-
tatopa. I Hac Ba)KHO, YTO MAKETHI 3TOTO MPOTOKOJIA TPAHCIIOPTUPYIOTCS Kal-
pom Ethernet dopmara 802.3/LLC. BrinonaHuTe mMeI4oK Ha HHCTPYMEHTE Inspect
(MHcnekTuposats), a 3aTeM Ha U300paKEHUM KOHBEPTA, COOTBETCTBYIOLIETO IMPO-
tokosry STP Ha cxeme cetu. OTKkpoeTrcss okHO PDU Information (MHdopmauws o npo-
TOKOMbHOM Grioke AaHHbIX), B KOTOPOM BbI yBHINTE CTPYKTYpy 3aroJOBKOB Kaapa
aHaAJIOTUYHO TOMY, Kak Bbl Habmomamu e€ B oOjacTu aHaiM3a IMOJEH Makera
ananuzaropa Wireshark (puc. 82). B atom okae Bbl BunuTe CTpyKTYypy Makera ¢
nonzaronoBkaMu MAC u LLC Ethernet-kaapa. B 13 u 14 Gaiite yka3ana nnuHa
MoJIsl JaHHBIX (TO ecTh JyinHa naketa STP BMecTe ¢ ero 3arojoBKOM), 3HaYEHUS
nosied DSAP SSAP=42,; B nmoazaronoBke LLC uaeHTU(DUIHMPYIOT MEPEHOCH-
MBIH B 110JIe JaHHBIX makeT STP.

[IpuBenuTe B OTYET CKPUHIIOT OKHA CO CTPYKTYPOM 3aXBa4€HHOTO Kapa.

s 3axBata Ethernet-kampa ¢opmara SNAP cosnmaiite B Packet Tracer
CeTh, COCTOSIIIYIO U3 COSAMHEHHBIX MEXIy COOOW MapIIpyTH3aTOpoB (puc. 83).
3apmaiite IP-ampeca wuHTepdelicaM MapuIpyTU3aTOpoB 192.168.1.1 H
192.168.1.2 € MackKoM 255.255.255.0 [Ji1 HEMOCPEACTBEHHO CBA3aHHBIX
UHTEpP(PENCOB Routerl M Router2 M 192.168.2.1 M 192.168.2.2 C MAacKOH
255.255.255.0 JJIs1 HETIOCPEACTBEHHO CBA3aHHBIX MHTEp(PEHCOB Router2 u
Router3. [locne 3aganus anpecoB, BKIOUNTE UHTEPPENCHI, yCTAHOBUB OTMET-
Ky B 4ekOoKce Port Status (CoctosHue noprta) Ha BKJIagKe Config CBOMCTB MHTEp-
deticoB mapuipyTuzaTopoB. [lanee, Mo aHaIoruu ¢ NPEAbIAYIINM 3aJaHHUEM Op-
TFaHU3yUTE CUMYJSLUIO Tiepenadn rmpoctoro PDU oT Routerl kK Router3 U 3a-
xBatute kaap ¢ makerom CDP — Cisco Discovery Protocol (npomoxon obuapy-
orcenusi yempoticms Cisco) — TPOTOKOJ, pa3paboTaHHbI Kommanued Cisco
Systems, nmo3BoJisAroNIMi 0OHAPY)KUBATh MOAKIIOUYEHHOE CETEBOE 000PYIOBAHNE
Cisco, ero HazBanue, Bepcuto 1OS u IP-anpeca. [Taker 3Toro nmportokosa nepe-
HocutTca B kKaapax Ethernet SNAP. Brimosinute ananu3 kaapa B OokHe PDU
Information (MHdopmauma o NPOTOKONbHOM 6MoKe AaHHbIX) U IIPUBEAUTE CKPUHIIOT
3TOro OKHa B OTY€T. Takke 3anmumuTe B oTUET 3HaueHusA nojeri DSAP, SSAP,
OUI u Type nns 3aXxBa4E€HHOTO Kajpa.

MNaxeT npotokona CDP,

nepefaBaeMbld B Kaape
Ethernet SNAP

~z
" -~
-~ /, 1841
Routerl ~, -~ Router3
'-—\_./‘/A_‘-
'y
1841
Router2

Puc. 83. Mogens cetu st uzyuenus popmara kazapa Ethernet SNAP
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BOHpOCBI AJIA CaMOIIOATOTOBKHU

VYkaxuTe, Ha KaKUX YPOBHSIX MOJEIH B3aUMOJIECHCTBUSA OTKPBITBIX CHCTEM
paboTtaet TexHonorus Ethernet.

Ykaxute Ha3BaHME OpPraHMU3allid, pa3padaThbIBaIONIEH CTaHAAPTHI TEXHO-
noruun Ethernet.

VYkaxure Haubosee pacnpocTtpaHEHHble Bepcuu TexHosorun Ethernet B
HACTOSIIIIEE BPEMsI U CKOPOCTH MepeIayM IaHHBIX 3TUMU TEXHOJIOTHSIMHU.
VYkaxure Hanbojee CKOPOCTHBIE B HACTOSIIEE BpPeMsl U MEPCIEKTHUBHBIC
Bepcuu TexHosioruu Ethernet u ckopocTu nepenaun JaHHBIX STUMU TEXHO-
JIOTHUSIMH.

Yro coboit mpencrasisier TexHomorua Wi-Fi, kTo siBisierca pazpaboruu-
KOM CTaHJIAPTOB 3TON TEXHOJOTHU?

Onummre 0000mEHHBIN popmaT kanpa Ethernet u ykaxxkute pasmepsl ero
noJiel B OanTax.

Yro npexacrasisieT co00il KOHTpoJbHas cymMa kazapa Ethernet, kakoii ain-
TOPUTM UCIIOJIB3YETCS IS €€ pacuéra?

Omnumnte popmat MAC-anpeca. [laiiTe XapaKTEpUCTHKY €TI0 MOJISM.
VYkaxute tunsl MAC-agpecoB, KakuM 00pa3oM BBINOJIIHAETCS WACHTU(U-
Kaius Tuna mno 3Hadenuto MAC-anpeca?

Onummte gopmatel kaapoB Ethernet: Ethernet I (DIX) u Ethernet Raw
802.3/Novell 802.3, uro o6o3HauaeT abOpeBuatypa DIX?

Onumte dopmarsl kaapos Ethernet 802.3/LLC u Ethernet SNAP. Kakue
GbyHKIUN BBITTOIHAIOT noa3arojioBku LLC u SNAP?

OnummTe anropuT™ onpeaenaeHus tTuna kaapa Ethernet.

[lepeuniciure OCHOBHBIE (DYHKIMM aHAJIU3ATOPOB CETEBBIX MPOTOKOJIOB U
onuiute uHTEpPeic u cnocodbl padoTel ¢ aHanuzaropom Wireshark. Kak
OCYILECTBIISIETCS paboTa uHTEpderica B Hepa30opunuBOM pekume?
OnummTe HazHAYeHUE U anropuT™ pabotsl npoTokona ARP. Urto coboi
npencrasisieT ARP-k3m m kako KOMaHAoW MOXHO €ro IMpOCMOTPETh Ha
paboueit cTanumn?

VKkaxure, B Kakux Ipeaenax paclpoCTPAHSIOTCS [IUPOKOBEIIATEIbHBIE
KaJIphbI.

Onummmte npuHiun padotel koMmmyTtaTopa Ethernet. Uto coboit mpeacTas-
nsiet Tabnuiia MAC-aipecoB ¥ KakiuM 00pa3oM OHa 3aroTHSAETCs ?
VYkaxute, kak kommyTtaTop Ethernet nmepemaér mmpoxoBemaTenbHbIe K-
pol 1 kajpel ¢ MAC-agpecom nosyyartens, 1jisi KOTOPOro OTCYTCTBYET 3a-
nuch B Tabsmmie MAC-aapecos.

[TpuBeauTe KOMaHy GUIBTPOB 3axBaTa: a) JJIs 3aXBaTa KaJpoB ¢ cooOIIe-
HUSIMH, BBICBIJIAEMBIMU YTHJIMTON ping; 0) JJIs 3aXBaTa KaJpoB, OTIPaBJIs-
eMBIX/TI0JTy4aeMbIX padboueit craniueit ¢ [P-agpecom 192.168.1.1; B) ajs
3axBaTa kKajipoB ¢ ARP-makeramu.

OnummTe BO3MOXHOCTH, TIpefocTaBisieMble mporpammoii Packet Tracer B
pexxume CUMyJSIHUU. UTO HaA3bIBAIOT MPOTOKOJIBHOM €IMHULEW JaHHBIX

(PDU)?



20.
21,

22,

23.

[TosicauTe 3amwcu, 3aHeceHnbie Bamu B Ta6a1. 3 1 Tadm. 4.

HazoBute pexnmbl padotel Cisco IOS ¢ ceTeBpMH ycTpoiicTBaMHU U KO-
MaH/Ibl TIEpeX0Jia U3 PEeKUMA B PEKHM.

[TpuBenute mocnemoBarenpbHOCT, KoMmaHa Cisco 10S mis mpocMoTpa
MAC-tabmuisl kommyTtaTopa Ethernet.

VYkakuTe Ha3BaHW W Ha3HAYCHUS TPUMEPOB MPOTOKOJIOB, MAaKEThl KOTO-
pbIx epeHocarcs B kaapax ¢popmartoB Ethernet 802.3/LLC u SNAP.

TecTsl a3t KOHTPOJA YCBOCHUS 3HAHUH

1. VYkaxwute HoMepa outoB MAC-aapeca (Hymepanys HAYMHACTCS C HYJIS) JJIst
KQKJI0TO U3 €ro IMOJeu:

a)
0)

B)

r)

[Tone U/L — yHUKaNbHBIN B TJI00AJIbHOM/JIOKAaIBHOM MacIlTaoe;

[Tone I/G — nHaAUBUAYaTbHBIA/ TPYTIIIOBOM;

[Tone OUA — opraHu3alMOHHO-YHUKAJIBHOTO UAEHTU(]UKAaTOpa —
MOPSIAKOBOIO  HOMEpPAa  CETEBOTr0  KOHTPOJUIEPA,  BBITYCKAEMOTO
OpTraHU3aIUEH;

[Tone OUI — opranuzaiimoHHO-yYHUKAJIBLHOTO HIEHTU(UKATOpa — KOAa
OpraHu3allvy, BBITYCKAIOIIEeH ceTeBoe 000py10BaHuE.

2. BpiOepute MakCUMaNbHYIO Ha CETOAHSAIIHUN J€Hb CTaHAAPTHU30BaHHYIO
CKOpPOCTb Iepeaaun JaHHbIX 10 TexHojoruu Ethernet:

3.

)

10 Mo6ut/c;
100 M6ut/c;
1 I'éut/c;

10 I'6ut/c;
40 I'but/c;
100 I'but/c;
1 Tour/c.

YKaXkuTe YpOBHU MOJICTTH B3aUMOJICHCTBUS OTKPBITBIX CUCTEM, Ha KOTOPBIX
paboTtaet TexHosorust Ethernet:

e)

CETEBOM;

KaHAJIbHBIN;
MIPUKJIATHOM;
TPaHCIIOPTHBIM;
MPEICTABJICHUS TAHHBIX;
bu3nUecKuii;

’K) CEaHCOBBIMH.
4. VYxkaxure pazMepbl MakcuMaibHOTO KaapoB Ethernet (He yuuThIBas omimo-
HAJIbHYIO BO3MOXKHOCTD TIepeiaul TMraHTCKuX KaapoB (Jambo Frame)):

a)
0)
B)
r)
)

e)

32 Oaiita;
64 Oaiira;
128 Oaiir;
256 Oaiur;
512 Oaiir;
1024 Gaiira;
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10.

11.
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x) 1518 Oaitr;

3) 2000 Oaifr.

VYkaxure pazmepbl MUHUMaIbHBIX KaapoB Ethernet (He yuuTthiBasi omuumo-
HaJIBHYIO BO3MOKHOCThH YBEJIMUEHUSI MUHUMAJIBLHOTO pa3mepa kajpa 10 512
0ailT B MOy IyIUIEKCHOM pekume padboThl TexHonoruu Gigabit Ethernet):

a) 32 Oaiira,

0) 64 OGaiira,

B) 128 Gaiir;

r) 256 Gair;,

n) 512 Gaiir;

e) 1024 Gaiita;

k) 1518 Oait;

3) 2000 Oaifr.

VYkaxute pazmep MAC-anpeca:

a) 2 Oaiira;

0) 3 OaiiTa;

B) 4 Oaiira;

r) 6 Oaifr;

1) 8 Oaimr.

Onpenenure Ttun  npuBeneHHbix MAC-anpecoB  (OJHOIMYHKTOBBINH,
IPyNIIOBOM, IIMPOKOBEIIATENbHBIN):

a) 33:33:00:01:00:03 —9TO...

0) 00:1c:f0:0d:66:11 —9TO...

B) ff:ff:ff:ff:ff:ff —HITO...

Omnpenenute Tam kaapa Ethernet (DIX, Novell 802.3, 802.3/LLC, SNAP) o
OaiiTam 3arojloBKa KaHaJIHHOTO YPOBHSI:

a) 00:4F:49:02:D8:6A:00:A0:C9:83:16:16:08:00;

0) 00:A0:C9:85:17:B2:00:4F:4E:00:E5:8F:00:54:E0:E0:03;

B) 00:4F:4E:00:CD:4A:00:60:8C:41:DF:C7:00:96:AA:AA:03:00:00

:00:08:00;

r) 00:00:F8:45:13:AC:00:00:C0:02:56:AB:00:78:FF:FF.
BriOepute HemsBecTHYHO B 0OIIEeM ciiydae aJpecHyro HHGOpMalUi0 TMpU
OTIIpaBKe MaKeTa yTWINTHI ping 110 IP-anpecy HazHaueHus:

a) MAC-anpec oTnpaBuTENs;

06) MAC-anpec nonyvarens;

B) |P-anpec ornpaBurens;

r) IP-agpec nmomyuarens.

VYkaxure, orkyna kommyrtatop  Ethernet y3naér MAC-agpeca
MOJKIIOUEHHBIX K HEMY KOMITBIOTEPOB, HEOOXOUMBIE ISl 3alOJTHEHUS €T0
tabauiel MAC-aapecos:

a) BBINOJIHSET MOCJEI0BATEIbHBIN OMPOC MOAKIIOYEHHBIX KOMITBIOTEPOB;

0) "moacmarpuBaeT" ajzpec OTIPaBUTENS BO BXOSAIIMX B HETO MaKeTax;

B) ONpAIKBAET BCE KOMIBIOTEPHI B IIMPOKOBEUIATEIHLHOM PEXKUME.
VYkaxure, Kakue makeThl OynmeT 3axBaThiBaTh Wireshark mpu BBen&HHOM
KoMaH/ie punpTpa ether proto 0x0806



a) ToabKo kaapel Ethernet ¢ mo0biMu TakeTaMu BHYTPH,
0) Ttoawpko kaapsl Ethernet ¢ IP makeTamu BHyTpH;
B) Toabko kaapsl Ethernet ¢ ARP-makeramu BHyTpH.

12. Vkaxxute KOMaHIbI (enable, config t, interface MMH_MHTepcbeIan),
MO3BOJISIONINE OCYIIECTBIISITH BXOJA B pPa3IMUHbIE PeXUMBI paboThl Cisco
|OS:

a) BOHUTH B PEXHM TJIOOAIBHOTO KOH(MUTYpUPOBAHUS MOXKHO KOMaH-
JOH.. .,

0) BOWTHU B MPUBUJIIETUPOBAHHBIN PEKUM MOKHO KOMAHJIOMN. . .

B) BOWTHU B pPEXHUM KOH(GUTYpUPOBAHUS HHTEPPeiica MOKHO KOMaHIOM. . ..
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PA30EN 4
N3YHEHUE NMPOTOKOJA IP
N TEXHONOIMMU MAPLUPYTU3ALIUA

4.1. Anpecanusi X0CTOB, ceTel U Mmojcereil ¢ ucnoJb3oBanuem IP

IIpomoxon Uumepnema (Internet Protocol — IP), onuceiBaeMblii cTangap-
toMm RFC 791 (RFC — Request For Comment — 3anpoc kommenmapues — CUCTe-
Ma CTaHJapTOB MPOTOKOJOB MHTEepHeTa), MpeACcTaBiIsieT cO00 CUCTEMHOE MPO-
rpaMMHOE oOeclieueHue, paboTaroliee Ha CETEBOM YPOBHE MOJIEIHN B3aUMOJICH-
ctBus oTKpbIThIX cuctem (IIPUJIOKEHUE A) (3neck u nanee moapa3zymeBaeT-
cs 4-1 Bepcus nporokona IP). OcHoBHoe Ha3zHauenue [P — mepenaya makeTos
(s IP oHmM HasbIBarOTCs Oetimaepammamu — datagram) mexmy paboduMu
ctanuamMu (s [P onu HaswiBaroTcst xocmamu — host), HaXOIAIUMUCS B OHOM
win pasHbIX |P-cemsx nnm IP-noocemsx (IP-network/IP-subnetwork) (moacetu
BBIJIETISIFOTCS U3 CETEN € MOMOUIBI0 MAaCKHU MOJICETH, YTO OYJET pacCMOTPEHO J1a-
Jee B ATOM paszzene). Jns ampecanuu OTHpaBUTENCH W MoiydyaTeneil jaerTa-
rpamm [P ucnonb3yer 4eThipEXOANTOBBIN ajpec, 3HAaUCHHE KaxJaoro Oaita Ko-
TOPOTO 3alMCHIBAECTCS B AECATUYHON CHCTEME B BUJE X.X.X.X, TlIe X=0-255. B
ommune ot MAC-anpecanny, HE NPEAYCMATPUBAIOIIEH BBIAEIECHUE TPYIIIIBI
MAC-anpecoB 1 Ha3HAYEHHUE €Il 00IIero aapeca, MPOTOKOJIBI CETEBOTO YPOBHS
BBINIOJIHAIOT TaKyl TpynnupoBkKy. Jlocturaercs 3to OGmaromaps tomy, uto IP-
aJipec COCTOUT M3 JABYX YacTeu — cereBoi (ctapuiue outsl [P-anpeca) u xocro-
Boi (Mnammue Oouthl IP-anpeca). Hampumep, B ampece 192.168.1.1 MOXKHO
BBIJICJIUTH CETEBYIO YacTh — TPH cTapIive nudpel 192 .168.1 ajapeca U XOCTO-
BYIO YacTh — OJIHY MIIJIIyr0 nmudpy 1 aapeca, 3TOT aapec MpuHajiIekut [P-
CETH C AMAna30HOM apecoB 192.168.1.0 - 192.168.1.255. B kauecTBe aj-
peca BCEMl CETH UCIOJIb3YeTCsl TMEPBBIM W3 aJIpecOB 3TOM CETH, TO €CTh
192.168.1.0 I NPpUBCACHHOTO NpHUMEPA, U OH HE MOXXCT Ha3HA4YaTbCs CETE-
BbIM HHTepdelicaM B KauecTBe MX ajapeca. B pesynbraTe Takoro mojxoja cra-
HOBUTCSI BOBMOKHOMW aJipecaliyisi TpyIil KOMIBIOTEPOB — cemell U nodcemeii, YTo
MO3BOJIAET C MOMOIIBIO Mapupymuzamopos (ROULEr) — ycTpOKCTB, COCTUHSIO-
IIUX CETH/TIOICETH B €IUHYIO cocmasHyio cems (internetworking), peamuzoBathb
TEXHOJIOTUIO MAapIIpyTHU3aIlUu JerTarpaMM Mexay ceTsaMu/moacersmu. [lox
Mapwipymuzayuei caeayeT NOHUMATh ONPEEIeHUEe MapIIpyTU3aTopaMu ONTH-
MaJbHOTO MyTH MEpeaur AeUTarpaMMbl 0 HAPABJICHUIO K €€ MOoIy4yaTeso Ha
ocHOBe MH(popMalu 00 aapecax CeTel/NMoACeTe M MepPechUIKy JeUTarpaMMsl
o stoMy nytu. Ha puc. 84 npuBeneH npuMep COCTaBHOM CETH, COCTOSIIEN U3
yeThIpéx [P-ceTelt, oprannzoBaHHbIX Ha kKoMmMyTaTopax Ethernet, koTopeie 00b-
€IMHEHBI C TTOMOIIBIO0 JIBYX MApPUIPYTU3ATOPOB (CETh MEXIY MapUIpyTH3aTopa-
MU siBisieTcs msToi [P-ceThio). PsimoM ¢ koMMyTaTopaMu M BO3JIEe CBSI3H MEXKIY
MapIIpyTH3aTopaMu yka3aHbl [P-agpeca ceteil M Tak Ha3bIBaeMble MACKU NOO-
cemu (Subnet Mask), nmo3Bossttonue nenuth IP-cetn Ha IP-moacetn (00 3Toi
TeXHOJOruH OyneT pacckazaHo najnee). OOpaTuTe BHUMaHHUE, YTO B COCTaB Ce-
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Tel BXOJAT HE TOJHKO CETEBbIE MHTEP(ENCH XOCTOB, MOJCOCTNHEHHBIX K KOM-
MYTaTopy, HO M CETEBOW MHTep(delc MapIIpyTU3aTopa, 4epe3 KOTOPhIii OH TOI-
KITIOYEH K JIaHHOW CeTH, Ha puc. 84 Takue MHTEPPEHCH MapIIpyTH3aTOPOB TIO-
CEYEHBbI CTpesKaMu. DTU UHTep(EeNChl MapIIPyTU3aTOPOB HA3BIBAIOTCS ULIH03A-
mu (Gateway), nerTarpaMMbl IPOXOAT Yepe3 MIUTI03 TOJBKO B CIydae, €ClId OHU
aJIpeCOBAHbBI TOJIYYaTesIM, HaXOASIIUMCS B JAPYTroMl ceTu/mojaceTd (To €CTh B
ciydae, koraa IP-ampeca cetn/moaceTn OTIpaBUTENs U CETH/TIOACETH TOTydYa-
Tens pasnudarorcs). [P-aapec mumo3a ykaspiBaeTcs pu KOHGUTYPUPOBAHUH CE-
TEBBIX HHTEP(ENCOB BCceX XOCTOB ceTn/mojceTH (puc. 12 pazaena 1.1).
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Puc. 84. Ilpumep coctaBHoit IP-cetn

Kpome anmpecannu nHTEpdeiicoB XOCTOB, CETEH/MOACETE U MapIIpyTH3a-
1, [P MoxeT BBIMONHATH ppacmenmayuroldeppacmenmayuro Odetimazpamm
IpU Mepeaade ux MEXIy CeTSIMH C Pa3IMYHbIMU MaKCHUMAaJIbHO JOMYCTUMBIMU
3HAYEHUSIMU JJTUHBI TOJISI TaHHBIX KaJpOB KaHAJIbHOTO YPOBHS - TaK Ha3blBae-
MOM makcumanvhou edunuyvl nepeoaqu (Maximum Transfer Unit, MTU). Ha
npakThke (GparmeHraiys/aepparMeHTaIysi MOKET MPOUCXOJIUTh, KOT/Ia MapIii-
pyTH3aTOp OOBEAMHSAET CETH C PA3HOW TEXHOJIOTHEH KaHAJIbHOTO YpPOBHS,
Hanpumep, npu oobenunennu cerei Ethernet u Token Ring. (Texnomnorust map-
keproeo xoavya — Token Ring paspabdotku IBM xapakTtepusyercsi KOJIbIEBOU
TOTIOJIOTUEH CEeTH U IETEPMUHUPOBAHHBIM JITOPUTMOM O00PaOOTKU KaaApOB, JJIs
Token Ring xapakrepuo otnuuyHoe oT Ethernet 3nauenne MTU). [Ipu stom
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dbparmerTanuio/neparMeHTAII0 MOTYT OCYIIECTBIISATh KaK MapIIPyTHU3aTOPHI,
TaK U XOCTHI.

Cnenyer oTMETHTh, YTO B [P OTCYTCTBYIOT MEXaHU3MBbI, TapAHTUPYIOLIUE
JIOCTAaBKY JeHTarpaMMbl MOJIy4aTesto U €€ IEeIOCTHOCTh. DT (PYHKIIMU BO3Ja-
raloTcsl Ha TPAHCIIOPTHBIN YPOBEHb MOJIEIN B3aUMOJICUCTBUSA OTKPBITBIX CUCTEM
(ITPUJIOYKEHUE A) 1 6yayT pacCMOTPEHBI B CIICIYIONIEM pa3felie.

[Tockomnbky pa3Mep aapeca nporokoia IP 4-if Bepcuu cocrapisieT 4 Oaiita=
32 6uTa, TO MPOCTPAHCTBO aAPECOB COCTAaBISIET 2°2~ 4,3 Mupy agpecos. 13 aTo-
ro aJpecHOro MPOCTPAHCTBA IMOJIH30BATENSIM BBIICISAIOTCS OJIOKHM CMEXHBIX al-
pecoB — IP-cetu (IP-moacetn) u otaenbHble aipeca. Boiaenenue aapecoB Koop-
nuHEpyeT MexayHnapoanas opranm3anus Internet Assigned Numbers Authority
(IANA) depe3 AT OpraHHW3AIUN pEecUOHATILHBIX UHMEPHEM-PESUCMPAmMopos.
African Network Information Centre (AfriNIC), American Registry for Internet
Numbers (ARIN), Asia-Pacific Network Information Centre (APNIC), Latin
American and Caribbean Internet Addresses Registry (LACNIC), Réseaux IP
Européens Network Coordination Centre (RIPE NCC) (puc. 85). Ot opranuza-
MU BBIIETSAIOT Osioku [P-ampecoB sokanvHubiM unmepHem-pecucmpamopam
(nposaiioepam yciye Unmepnem). Tlocieanue BbIICISIOT U3 CBOUX OJIOKOB CyO-
omoku [P-ampecoB u otrnenbHbie [P-ampeca koHeuHbIM mosb30BaTesM. [lo-
CKOJIBKY KaKJ1blii U3 Pernonansubix MHTEpHET-IpOBaiiaepoB u JlokanbHbix UH-
TEepPHET-MPOBANIEPOB 00JIalaeT HemepeKphiBatouMucsa Onokamu [P-anpecos,
oOecrieunBaeTcs YHUKaIbHOCTH [P-afpeca B riiobanpHOM MaciiTaoe.

4\\

; &‘!\-
_ ?gg
x mgg;' ‘&ﬁ
ARIN- '

A7 AfriNIC ‘ APNIC

- -+ ~J

Puc. 85. Pernonansubie UTHTEpHET-pErHCTPaTOPHI

[TockonbKy JUIsl pa3HBIX MOJIB30BATENCH CYIIECTBYET MOTPEOHOCTh B CETSIX
paznuyHoro Maciurtaba, B mpotokoisie I[P mpenycmorpena knaccuduxarus IP-
cereil. [IpenycmoTpeno maTe kitaccoB [P-ampecoB: ocHOBHBIE Kiacchl A, B, C u
nononaHuTenbHble Kiacchl D u E. Mnentudukanusa kimacca cetv, K KOTOPOMY
npuHaIeKUT [P-afpec, BbIMONHACTCS MO cTapiieMy Oaity anapeca (puc. 86),
pacrpeneneHue agpecHoro npocrpanctsa [P v4 Mexny nmpoBaiiniepaMu U opra-
HU3aUMsAMM C JIaTOM WX pacOpelesieHHs] MOXXHO YBHUIETh 10 aJpecy
http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xml.
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Kaace 1 Gaiit 2 Gaiit 3 Gaiit 4 Gaiir Loee. | 1 oumeu.
YHCII0

128 ceTteri no

A 0 Ne cetn Ne xocta 0-127 16,777,216
agpecos
16,384 ceTen

B 1 (0 Ne cetn Ne xocta 128 - 191 | no 65,536
aapecos
2,097,152

C 1(1(0 Ne cetn Ne xocTa 192-223 | cereii no 256
aapecos

D 1111110 224-239 Multicast

E 1|11(11]1]|0 240-247 pe3epB

Puc. 86. Kimaccer IP-agpecos

Knacc A onpenensier cambie KpynHble ceTd, 2, 3 u 4 6aitt [P-agpeca atoro
KJlacca COJep)KaT aJipec XOcTa B CETU (MAaKCHUMAaJbHOE KOJIMYECTBO aJpECOB B
TaKoi cetr paBHO 2°*~ 16,8 min). CeT KIacca A IPHHALICKAT PETHOHAIBHBIM
WHTEpPHET-NPOBaiijiepaM, KPYIHbBIM KOMITAHUSIM M OpraHu3anusM (B OCHOBHOM
aMEpPUKaHCKHUM, 4YTO CBSI3aHO C UCTOpUEl pa3BuTusi IHTepHETa, IMEHHO UX pac-
npeeicHne ykasano B ipv4-address-space.xml 1mo mpuBeeHHOMY BBIIIE ajpe-
cy). Ilpusnakom IP-ampeca kmacca A sBASi€TCS paBHBIA HYJIO CTaplIdid OWT
cTapuiero 0aiita aapeca, ceMb MJIAAIIMX OUT OMPENENSAIOT aJpec ceTH. Takum
o0Opa3oM, JecITUYHOE 3HaueHue crapiiero Oaiira [P-anpeca kmacca A nexur B
auamnasoHe oT 0 g0 127 (MakCMMalbHOE KOJIMYECTBO CeTel kiacca A paBHO
128).

Knacc B onpenensier cpeanue no macmrady cetu, 3 u 4 Oaiit [P-anpeca
ATOTO KJacca COAEpaT aJpec XOCTa B CETH (MaKCUMaIbHOE KOJUYECTBO ajpe-
COB B TaKoii ceTH paBHO 2'°%% 65,6 Thic.). Cetn Kiacca B mpHHAIEKAT B OCHOB-
HOM JIOKQJIbHBIM MHTEpHET-TIpoBaiiepaM (mpoBaiiiepam ycinyr MHTepHeTa) U
KPYIHBIM KOMNaHusAM U opranusauusM. [Ipusznakom [P-agpeca knacca B sBus-
I0TCSl OUTHI 10 B CTapIIUX paspsliax crapiiero 0aiTa aapeca, MIECTh MIIAIIITUX
out crapuiero Oaifta (mepBoro) U Bce OUTHI BTOPOro OaiTa ONpenestoT aapec
cetu. TakuM 00pa3oM, JecITUUHOE 3HaUeHue cTapiiero Oaiita [P-aapeca kiacca
B nexut B 1uama3oHe oT 128 10 191 (MakcMMalbHOE KOJMYECTBO CETEH Kilacca
B pasno 2"~ 16,4 thIC.).

Knacc C ompegensier ceTd MUHUMAJIBHOTO MaciiTaba, TOJbKO 4 OaulT
(mnaammii) [P-aapeca 3Toro kiiacca COAEPKUT apec XOCTa B CETU (MaKCUMaJlb-
HOE KOJIMYECTBO aPecoB B TaKoil cetn paBHO 2%~ 256 agpecos). Cern kimacca C
NpUHAAJIekKAT B OCHOBHOM IpoBaiiiepaM yciayr NHTepHeTa, pa3nuyHbIM KOMIIa-
HUsAM U opranuzanusam. [Ipuznakom IP-agpeca kiacca C siBnsitoTcst OUThI 110 B
CTapIIMX paspsgax crapiiero 0aita aapeca, MATh MIAAIMUAX OUT cTapiiero Oai-
Ta (MIepBOT0), Bce OMTHI BTOPOro OaifTa u Bce OMTHI TPEThEro OailTa onpeaesitoT
anpec cetu. Takum o0pa3om, AeCATUIHOE 3HaUeHue cTapiiero Oaiita IP-agpeca
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kiacca C neXuT B Auana3oHe OT 192 A0 223 (MakCUMaJIbHOE KOJIMYECTBO Ce-
Te knacca C paBHO 2%~ 2,1 MJTH).

Cy1iecTByeT BO3MOKHOCTh BBISICHUTD, KTO SIBJISIETCSI BIAJCIbIEM CETU, B
KOTOPYIO BXOAMT MPOU3BOJIBHBIN [P-anpec, a Takxke KOOpAMHATHI aIMUHUCTpPA-
TOpa ATOW CETH, BHIMOJIHUB 3aMPOC K 0a3e JaHHBIX PErHOHAIBHOIO WU JIOKAJb-
HOTO peructparopa. s eBponenckux aapecoB 3TO MOXKHO CJelaTh Ha caite

RIPE NCC http://www.db.ripe.net/whois (puc. 87).

RIPE NCC \"Cuu Portal [ RIPE About RIPE NCC | Contact | Search | Sitemap

RIPE

__Ncc

RIPE Database:

you are hers: home -> RIPE Database -> RIPE Datsbass Ssarch

RIPE Database Info Query the RIPE Database

SanpaluMeaeMsiii agpec

Update Database

Advanced Search
Simple Saarch Search fig 2128401 Search Reset Form

By pressing the "Sea Ttton you explicitly express your agreement with the RIPE Datsbase Terms and Conditions

Free Text Search
Database Documentation
DB Terms and Conditions Advanced Search Form

RIPE Database Support

I

Switch to the RIPE TEST Database

ﬁ % This is the RIPE Database query service.
& The objects are 1n RPSL format.
3

% The RIPE Datebase is subject to Terms and Conditions.

E-Learning Centre } ;
% See http://vvv.ripe.net/db/support/db-terms-conditions.pdf

# Note: This output has been filtered.

E To veceive output for & database update, use the "-B" flag.

4% Information related to '212.8.37.0 - 212.8.63.2558"

[nanasoH agpecos BeiAeneHHoro Bnoka ceTei
HaseaHue ceTu/opraHusauum - MOCC

212.8.37.0 - 21
GUSS
Broadband services.

L TR
admin-c: NEV1-RTPE

2.8.63.255

admin-c: EP11-RIPE
tech-c: NEV1-RIPE
status: ASSIGNED PR
mnt-by: NEV1-RIPE-MNT
mnt-lower: NEV1-RIPE-MNT

mnt-routes: NEV1-RIPE-MNT
source: E=EE &xe

Fugene V Polovnikow
addreaa: Zaporozhye, Ukraine
phone: +380 612 337798

e-mail: eugene@brain-fag.org

KoHTakTHas MH(opMaumns agMUHUCTpaTopa ceTU

mt-by: EP11-RIPE-MNT
source: RIFE # Filtered

loraso

Puc. 87. Tlpumep moucka uapopmaruu o 61oke [P-cerelt, B KOTOPBIH BXOIUT
3anpamuBaeMsii [P-agpec

Knace D cnyxur nns o6o3naueHus: rpynn [P-aapecoB, npeacTaBisironmx
co0oif Tak Ha3bIBaeMble mynbmukacmossie pynnot (Multicast Group), ucnoss-
3YIOIIMECS TEXHOJOTUENW PACCBUIKA OJHOTO M TOTO € IOTOKA JeWTarpaMm He-
CKOJIBKMM II0JIy4aTesnsiM OIXHOBpeMeHHO. [Ipyn 3TOM BIIOTH 10 LIIK03a CETH I10-
Jdy4aTesnisi 3TOT MOTOK He nyonupyetcs, a B kauectBe [P-anpeca momyuarens B
JeTarpaMMax yKas3blBaeTCs aApec MyJIbTHUKACTOBOM rpynisbl. [Ipuznakom IP-
anpeca kiacca D sBnsitoTcs OMTHI 1110 B CTaplIMX paspsaax crapiuero Oaifta
ajzipeca, YeTblpe MIIAAIIUX OUT crapiiero 6aiTa (epBoro) U Bce OUTHI BTOPOTO,
TPETHEr0 U YETBEPTOro OANTOB OMPEACNAIOT aPeC MYJbTUKACTOBOW TPYIIIIHI.
Takum 00pa3om, AecsATUYHOE 3Ha4YeHHe crapiiero Oaira IP-aapeca kmacca D
JISKUT B IMAMA30HE OT 224 70 239 (MaKCUMaJIbHOE KOJMYECTBO MYJIbTKACTOBBIX
rpym paBHo 2%~ 268 mutH).

Knacc E xapaktepusyercs ajpecoMm, cTapiirde OUThl cTapiiero 0aita KoTo-
poro paBHbI 11110, IeCATHYHOE 3HaUYeHHE cTapiiero 6airta IP-aapeca kimacca E
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JISKUT B JUAIa3oHe OT 240 10 247, aapeca 3TOro Kiacca 3ape3epBUPOBAHBI JIs
OyIylIUX TPUMEHEHUH.

OcraBmuecs agpeca ¢ JeCATUYHBIM 3HAYECHUEM CTapIIero OaiTa ot 248 10
255 TaKKe 3ape3epBUPOBAHBI.

B aapecnom npoctpanctse IP v4 Takxke 3ape3epBUpPOBAHbI CICIYIONINE al-
peca 1o CrieluaibHbIe HYX/IbI:

- 0.0.0.0 — aJapec XOCTa, CreHEPUPOBABILIETO MAKET (UCIOIB3YETCs
TOJIbKO B HEKOTOPBIX COOOMICHUSX MPOTOKOJA YIPaBJISIOIUX COOOIIe-
uuit Uarepuera — ICMP);

- 255.255.255.255 - makeT ¢ TakuM [P-anpecom mosyyarens pacceblia-
€TCA BCEM XOCTaM, HAXOISALIMMCS B TOW K€ CETH, YTO U OTIIPABUTEIIb
ATOTO TAKeTa — O02PAHU4eHHoe WUPOKOseujamenlbHoe CcoobujeHue
(Limited Broadcast);

- B noJsie Homepa cetu [P-aapeca mosydarens Bce OWMTHI paBHBI HYJIIO —
XOCT-IOJIy4aTeNb TPUHAJIEKUT TOU KE CETHU, YTO U XOCT-OTIPABUTEID
(Harmpumep, 0.0.0.X, X=1-224);

- B noje Homepa xocta [P-agpeca mosydyarens Bce OUTHI paBHbBI HYJIIO —
TaKOW aJpec SIBIIAETCS aIpecOM CETH C 33aJIaHHBIM B MOJIE HOMEpPA CETH
ajpecoM (HampuMep, X.X.X.0, X=1-224);

- B nosie Homepa xocta [P-agpeca moayyarens Bce OMTHI paBHBI €IUHULE
— MAaKEeT PAacChUIAECTCSl BCEM XOCTaM CETH C 3a/IaHHBIM B M0JIE HOMEpA Ce-
TH aApecoM — IIUPOKOBENIaTeIbHOE cooOIleHne (Hampumep,
X.X.X.255, X=1-224);

- crapmmii OaiT IP-aapeca = 127 — koavyesoii aopec (Loopback Address)
— meT1st (0OBIYHO HMCITONIB3YeTCs aapec 127.0.0.1) — UCHOJB3YeTCs IS
TECTUPOBAHUS MPOTPAMM U B3aUMOJIEHCTBUS MPOIECCOB B Mpeiesiax o/1-
HOTO XOCTa;

- 0JIOKM aJIpecoB, 3ape3epBUPOBAHHBIC JIs JJOKAIBHBIX ceTei (0e3 BbIxoa
B IHTEpHET WM HUCIOJIb3YIOLIMX CETEBYIO TPAHCIISALHUIO aPECOB) — OJIHA
ceTb Kiacca A 10.0.0.0-10.255.255.255, 16 cereir kiacca B
172.16.0.0-172.31.255.255, 256 cereir kmacca C 192.168.0.0-
192.168.255.255.

JIroOo#t Mapiipytuzarop, padotatomuii B UHTepHeT, HE OyaeT nepeaaBath
MaKeThl C agpecaMy W3 JUANa30HOB aJPECOB IS JIOKAJIbHBIX ceTed. B To ke
BpeMs TaKue aapeca yI0O0HBI, MOCKOIbKY OHH MOTYT MPUCBAUBATHCS XOCTaM
JIOKAJIBHBIX CETeW WX aJIMUHHCTpATOpaMH O3 COTJIAaCOBaHUS C MpOBalepaMu
ycayr Uurtepner. ns Beixoga B MHTEpPHET ¢ 3TUX aApECOB UCHOJIb3YETCS TeX-
Houorust cemesou mpancasyuu aopecos (Network Address Translation — NAT),
MOJIMEHSIOIIAsA JIOKAIbHBINA [P-afpec oTnpaBuTens Ha pa3peli€HHbIN I Iepe-
naun B UHTEpHET ajpec, MoJydeHHbIN OT npoBaiaepa. Takum oOpa3oM, TOCTHU-
raercsi CyleCTBeHHasi SKOHOMUS aJpecoB (U CPEJCTB, OTUIAYMBAEMBIX MPOBai-
JIepaM 3a UX apeHjy), OJJHAKO BCE XOCTHI C JIOKAJbHBIMU afipecamMu B IHTepHETE
BUJTHBI KaK OJIMH XOCT C pa3penéHHbiM it paboTel B IHTEpHETE agpecoM, uTo
HE MMO3BOJISIET pa3MeNIaTh Ha BHYTPEHHUX XOCTaxX OOIIETOCTYITHBIC JIJIS TTOJIh30-
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Bareneit MaTtepHera cepBuckl. [locieqnee oOCTOSITENBCTBO OTHOBPEMEHHO SIB-
JSIeTCS MPEUMYIIECTBOM C TOYKU 3pEHUSI 0€30MaCHOCTU: BHYTPEHHUE XOCTHI C
JIOKaJIBHBIMU aJIpecamMu He BUIHBI U3 MHTEepHeTa.

Henocrarkom Bwigenenus [P-anpecoB mo kiaccoBoil cxeme SIBISIETCS He-
BO3MOXXHOCTh YKOHOMHOT'O BblJeneHus rpynn [P-anpecos. JlelicTBuTenbHoO, ec-
71 B HEOOJBIIION KOMIIAHUU BCEr0 HECKOJIBKO KOMIBIOTEPOB (Hampumep, 6), TO
OHa BBIHYXJICHA apeH/10BaTh ceTh Kiacca C Kak ceTb MUHUMAIbHO BO3MOYKHOTO
MacmTada. OJHAKO IIPU 3TOM, K€, €CIM KOMIAHUS YBEJIMYUT NAapK KOMIIbIO-
TepoB BIBoe, Oosiee 240 anmpecoB (C y4€TOM 3ape3epBUPOBAHHBIX MOJ CIICIU-
aJbHBIE HYK]Ibl) OCTAHYTCSl HEUCTOIb30BaHHBIMU. [I03TOMY B HacTosiee Bpems
KJIaCCOBasi CXema aJIpecaliii BhITECHEHA OECKJIACCOBOM CXEMOM, COTJIacCHO KO-
TOpoi BbIIeNeHUEe OJI0KOB IP-ampecoB (Tak HaswpiBaeMbIX |P-nodcemen (IP-
subnetwork)) ocHoBaHo Ha HcoNIb30BaHUK Macku nodcemu (Subnet Mask).

Macka nojiceTs — 3T0 ABOMYHOE YUCIO C KOJIMYECTBOM Pa3psioB, PABHBIM
KoJmuecTBy paspsnoB [P-agpeca, ucnonszyemoe Bmecte ¢ IP-agpecom. Macka
COJICPKUT €MHUILIBI B TeX paspsiaax [P-agpeca, koTopble HJOMKHBI HHTEPHPETH-
poBaThbcsi Kak HoMep mojaceTH. [[ockoJibKy HOMEp MOACETH SIBISETCS LIEJIbHOM
YacThIO aJipeca, IUHUIIBI B MACKE TAKXKE JTOJKHBI MPEICTABIATh HENPEPHIBHYIO
MOCJIe0BaTEILHOCT, OMTOB B cTapiiei yactu aapeca. HenpepsiBHas mocneno-
BaTEJIbHOCTh HYJICH B MJaJIIed yacTu ajpeca ONpeaeisieT KOJUYeCTBO OUTOB,
UCIIOJB3YEMBIX JUIsl HyMEpalluu XOCTOB B MojceTu. Takum oOpazom, KoIude-

CTBO ajzipecoB B [P-mojcetn N=2", rjae m — KOJIMYECTBO HYJICBBIX OMTOB B MacKe
nojceTu (3aMeTuM, 4To peub uaAeT umeHHo o6 I[P-agpecax, BkItouarOmux u
CrieraibHbIC aapeca, a He TOJIBKO 00 aJpecax XOCTOB).

CHa0xast aapec MacKoi, MOKHO OTKa3aThCsl OT MOHSTHS KJIACCOB aJIpecoB
JUUIS. BO3MOYKHOCTH 00Jiee THOKOTO pachpeIe/IieHHs aipecoB, HalpuMep, pa3oue-
HUs TIOJYYEHHOW opraHu3auueil cetn kimacca C Ha MOJCETH MOJpa3/ielICHUM
HY’KHOTO pa3Mepa C Leblo o0ecreueHus JoKanu3auuu Tpaduka noapasziene-
HUM U peaiu3alliy BHYTPUKOPIOPATUBHON MOJUTUKH Oe3omacHocTU. [Ipu aTom
JUIS. BHEIIHUX XOCTOB M MapIIPyTHU3aTOPOB CETh OpPraHU3aIlMU MO-TIPEKHEMY
BBINVISIAUT Kak ceTh kiacca C W OTCYTCTBYET HEOOXOIMMOCTH J100aBIEHUS
MapuIpyTOB K MOJCETSAM Ha BHEIIHUX MapIIpyTU3aTOpax (TEXHOJOTHS MapIIpy-
TU3aIMU Oy/IET OMKcaHa Jajee).

Ha puc. 88 npuBegeHbl BO3MOKHBIE MACKU MOACETH il ceTu kiacca C u
KOJIMYECTBO JIOCTYIHBIX aJPECOB B MOACETH sl Kaxaou u3 Hux. KommuecTBo
aZpecoB ISl HyMEpalluh XOCTOB Ha JIBa MEHbIIIE, MOCKOJIbKY MEPBBIA aapec —
ATO aApPeC CaMOM MOJCETH, a MOCIEIHUN AAPEC — IIMPOKOBEIIATEIIbHBIA aapec
sToil moaceTu. Kpome TOoro, oauH M3 JOCTYMHBIX aIpECOB XOCTOB (4acTo mep-
BB WJIM TOCJIENHMUI) OOBIYHO Ha3HA4YAIOT WHTEpQEhcy MapiipyTu3aTopa-
[UTI03a, COCIUHSIONIETO JAaHHYIO MOACETh C JPYTUMHU CETSIMH.

C ucnonp30BaHUEM TEXHOJIOTUN CO3/IaHUSI TIOJICETEH JJisi HEOOIBIIIONH KOM-
naHuu ¢ 6 KoMIproTepaMu BMecTo 256 anpecoB cetu kiacca C ¢ MOMOUIBIO
MaCKH MOJCETH 255.255.255.240 MOTYT ObITh BbIJENEHBI 16 agpecoB, U3 KO-
TOPBIX JJII HyMEpalUHh XOCTOB M LUIH03a OcTaHyTcd 14. OTMeETUM, 4TO UCIONb-
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30BaHME 255.255.255.248 Macki 00€CIeUUT TOIBKO 6 aipecoB, KOTOPBIX XBa-
TUT Ha HyMEpaLUIO XO0CTOB, HO [P-afnpeca i nuito3a 3Toi ceTu yke He XBaTuT.

Macka (mec) Macka (qBOM4H) XocToB THoncereii HpnM}el:2-
255255255255 | 11111111.11111111.11111111.11111111 BCe Her
255.0.0.0 11111111.00000000.00000000.00000000 16777214 126 Knacc A
255.255.0.0 11111111.11111111.00000000.00000000 16382 Knacc B
255.255.255.0 11111111.11111111.11111111.00000000 254 Knacc C
JlesieHre HA MOJCETH C KOJIHIECTBOM X0CTOB MeHee 254
255255255254 | 11111111.11111111.11111111.11111110 | 02 (anpeca) 128 e metor
CMBICIIa
255.255.255.252 | 11111111.11111111.11111111.11111100 | 2 (4 anpeca) 64
255255255248 | 11111111.11111111.11111111.11111000 | 6 (8 anpeca) 32
255255255240 | 11111111.11111111.11111111.11110000 | 14 (16 azp.) 16
255.255.255.224 | 11111111.11111111.11111111.11100000 | 30 (32 ap.)
255255255192 | 11111111.11111111.11111111.11000000 | 62 (64 azp.) 4
255.255.255.128 | 11111111.11111111.11111111.10000000 | 126 (128 axp.) 2

Puc. 88. MackupoBanue IP-anpecos

Ha puc. 89 npuBeaeH npuMep MIaHUPOBAHUS MOJCETEN I YETHIPEX MOI-
pa3aeaeHni OpraHn3aluu, B KOTOpeIX Haxoautcs 77, 50, 29 u 15 koMnbroTepoB,

COOTBCTCTBCHHO.

15 komnboTEPOB

192.168.1.255

192.168.1.224

29 KOMNbITEPOB

192.168.1.223

192.168%%

Peseps

192.168.1.191

192.168.1.128

77 KOMNbIOTEPOB

192.168.1.127

2

192.168.1.0

Cetb: 192.168.1.224

Macka: 255.255.255.224

LLinpokoBelaTenbHbii agpec: 192.168.1.255
Wnro3: 192.168.1.254

IP-apgpeca xocToB:192.168.1.225-192.168.1.239
pe3eps IP-agpecos: 192.168.1.240-192.168.1.253

Cetb: 192.168.1.192

Macka: 255.255.255.224
LnpokoselatenbHbii agpec: 192.168.1.223
Wnro3: 192.168.1.222

IP-apgpeca xocT08:192.168.1.193-192.168.1.221
peseps IP-agpecos: HeT

Cetb: 192.168.1.128

Macka: 255.255.255.192

LWnpokoBelaTenbHbii agpec: 192.168.1.191
Wnto3: 192.168.1.190

IP-agpeca xocToB:192.168.1.129-192.168.1.178
peseps IP-agpecos: 192.168.1.179-192.168.1.189

Cetb: 192.168.1.0

Macka: 255.255.255.128

LLinpokosewatenbHbli agpec: 192.168.1.127
LWnto3: 192.168.1.126

IP-apgpeca xocTo8:192.168.1.1-192.168.1.77
peseps IP-agpecos: 192.168.1.78-192.168.1.125

Puc. 89. [Ipumep mranupoBanus [P-agpecoB mis 4eThIpEX moacerei
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Jlns xaxaou moAceTy NpUBEACHBI €€ aapec, MacKa MOACETH, IUPOKOBEIIATENb-
HBII aJipec, aJpec, 3ape3epBUPOBAHHBIN IS 1ILII03a, AUANIA30H apPECOB XOCTOB
U JIMana3oH Pe3epBHBIX aApecoB (sl OYIyIIUX MOAKIIOYEHUMN). DTOT mpuUMep
WUTIOCTPUPYET THUOKOCTH BBIJICTICHUSI aJIPECOB C MOMOIIBI0 MAaCOK TOJICETH B
npeaenax ogHou cetu kiacca C.

MexaHu3M Macok IIHPOKO  MCHOJb3yercs B TexHonoruu  IP-
MapmpyTtuzauuu. [lpu nmonyuyenun mapmpyruzatopoMm [P makera u3 [P-agpeca
IOJIy4aTesss ONPEAEIIeTCS aApecC IMOJACETH HA3HAYEHHsI IYTEM JIOTMYECKOIO
yMHOXXeHUs (omepanust AND) |IP-anpeca mosryuaTens Ha MacKy IMOJCETH, HAIpH-
Mep:

192.168.3.5AND 255.255.255.240 =

11000000 10101000 00000011 0OOOOO1O01
AND 11111111 121111111 11111111 11110000

= 11000000 10101000 00000011 00000000 = 192.168.3.0.

[TomyueHHBI HOMEDP TOACETH HCIOJIB3YETCs JUIsi HAXOXKICHHUS MapipyTa (To
eCTh aJpeca CIEIYIOIIEer0 MapIipyTHU3aTopa MO MyTH K XOCTY-TIOJIY4aTelio) C
MIOMOIIBIO TAONUIIBI MapUIPYTU3ALUK MapHIpyTU3aTOpa (TEXHOJIOTHS MapuIpy-
TU3alu OyAET ONKCaHa Jajee).

CrnenmyeT OTMETHUTh, YTO MpPH IUIAHUPOBAHHH TMOJCETEH aapecHoe Mpo-
CTPAHCTBO KaXKIOW CIENYIOLIEH CMEXHON MOJCETH HE MOXKET ObITh OOJbILIE aj-
PECHOT0 MPOCTpaHCTBa npeabayiiei. [lpuMep HenmpaBMIIBHOTO MJIAHUPOBAHUS
nojcereil mpuBeneH Ha puc. 90: BHauane BBbIIEICHBI ajgpeca A MOACETU C
MEHBIIIUM YHUCJIOM KOMIBIOTEpOB (To/ceTh M3 8 aapecoB 192.168.1.0-
192.168.1.7, Macka 255.255.255.248), a 3aTeM — JUIsl CMEXHON ¢ HeH
Oompiei mojaceT (rmoaceTs U3 16 aapecoB 192.168.1.8-192.168.1.23, Mac-
Ka 255.255.255.240).

Net— | 192 168 1 o [Broad] 4g; 168 1 7
Cast—
Net—> [11000000[10101000/00000001/00000000 52231 1000000[10101000/00000001/00000111
Mask>[11111111[11111111[11111111[11111000] 248 [11111111[11111111[11111111[11111000
IP® P ®
MasK [11000000(10101000/00000001/00000000| 41 o 1 [11000000[10101000[00000001/00000000
IP® IP®
vask| 192 168 1 0 |unsk| 192 168 1 0
Broad
Net—> | 192 168 1 8 loners| 192 168 1 23
Net—> [11000000[10101000/00000001/00001000 gng'iﬂoooooo 10101000/00000001/00010111
Mask>[11111111[11111111[11111111]11110000] 240 [11111111[11111111[11111111[11110000
IP® IP®
MAasK [1000000[1010100000000001/00000000| s o= [11000000/10101000/0000000100010000
IP® IP®
ask | 192 168 1 0 |uask| 192 168 1 16
RN | | | | | | | | | | | | |
|O 32 64 96 128 160 192 224

Puc. 90. [Ipumep HenpaBuipbHOTO MIaHUpOBaHus [P-agpecHoro mpocTpancTBa
C TIOMOIIIBIO MACOK
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IIpn mornueckom ymHoxeHuu [P-ampecoB u3 nmamazonHa 192.168.1.9-
192.168.1.15 OonblIed NOJCETH HA MACKY TOW IMOJACETU MOJIYyYaeTCs TO XKE
3HaueHue [P-agpeca nmoacetu (192.168.1.0), 4YTO U AJisl IEPBOM MEHBIIIECH MO-
cetd (192.168.1.0). A mpu JIorudecKkoM yMHokeHuu [P-anpecoB u3 nuamnaso-
Ha 192.168.1.16-192.168.1.23 OOJbpLIEH NOJACETH HA MACKy 3TOW IMOJACETH
noxy4daercs 3HaueHue [P-anpeca HecymiecTByromel noacet (192.168.1.16).
Takoe maHUpOBaHHE NPHUBEAET K HENPABUIBHON MaplIpyTH3alUU IAKETOB,
IIPU KOTOPOM MaKeThl, IPeIHA3HAYEHHbIE IEPBOM MOJIOBUHE KOMITBIOTEPOB BTO-
po# mojaceTH, OyayT MapIIpyTH3UPOBAThCS B MEPBYIO MOJACETh (192.168.1.0),
a TIaKeThl, IIPeIHa3HAYCHHbIE BTOPOI NOJOBUHE KOMIIBIOTEPOB BTOPOM MOJICETH,
OyayT MapHIpyTU3UpPOBAaThCA B HECYIIECTBYIOIIYIO TMOACETh (C agpecoM
192.168.1.16) — (paKTHYECKHA OHH OYIyT HAPABIISATHCS KOMITBIOTEPY C TAKUM
aapecoM.

JUisi paBWIIBHOTO IUIAHWPOBAHUS IOJCETEN B IPUBEICHHOM IPUMEpPE
(puc. 91) nHeobxoaumo BbiAeNeHUE 16-anpecHON MOACETH CIUIAaHMPOBATh Ha
rpanuie 16-aapecHoro OJo0ka, HalpUMEP, BBIIECIUTH € OJOK 192.168.1.16-
192.168.1.31.

Net— | 192 168 1 o |Broadl 44, 168 1 7
Cast—

Net— [11000000[10101000{00000001/00000000 <B:;05?i1 1000000[10101000[{00000001/00000111

IMasko[11111111[11111111[11111111[11111000] 248 [11111111[11111111[11111111[11111000

IP® IP ®

MASK |11000000(10101000000000001/00000000| 17 o 111000000[10101000/00000001(00000000

IP ® IP ®

ask | 192 168 1 0 |uask] 192 168 1 0

Net— [11000000[10101000{00000001/00001000 g';gf'& 1000000[10101000[{00000001/00001111

Masko|11111111[11111111[11111111[11111000] 248 [11111111[11111111[11111111[11111000

IP® IP ®

MAasK |11000000[10101000(00000001/00000000| 73 1 [11000000/1010100000000001/00001000

Net—s | 192 168 1 16 |Broadl 44, 168 1 M
Cast—

11000000|10101000{00000001|00010000 g:’;’;& 1000000[10101000[{00000001/00011111

Mask >[11111111[11111111[11111111[11110000] 240 [11111111[11111111[11111111[11110000

IP® IP ®

MASK |11000000(1010100000000000100010000| 17 - 11000000[10101000/0000000100010000

P ® P&

MASK 192 168 1 16 || 192 168 1 16

|;.:|-| | | | | | | | | | | | | |

|_0 32 64 96 128 160 192 224

Puc. 91. IIpumep npasmibpHOTO MuIanupoBanus [P agpecHoro nmpocTpancTsa
C TIOMOILIBIO MACOK
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OcTaBIIniics HE3aHATHIM OJIOK aJpecoB 192.168.1.8-192.168.1.15 MOXHO
BBIJICJIUTh TPEThEH MOJCETH C TAKUM KOJIMYECTBOM XOCTOB WJIHM OCTaBUThH ITy-
CThIM. Pe3ynbTar yMHOXKEHHUS JIFOOOT0 U3 aIpeCOB MOACETH HA MACKY TIPUBOIAUT
K TOJIYYEHHUIO JUIsl BCEX anpecoB Bcex moxacerer [P-aapeca mannou moaceTw.
MapmpyTtuszanus 0yaeT padoraTs npaBmwibHO. DaKTUYECKU, IPU MTIAHUPOBAHUH
MOJICETe KOJIMYECTBOM aJPECOB MPEIbIAYIIEH MOACETH 3aar0TCA T'PAaHULBI
CIIEIYIOLIEN CMEXHOW MOJCETH, KOTOPBhIE HE JTOJKHBI IIEPECEKAThCS apPECHBIM
MoJIeM CIIeAyromie moacetu. JUid Toro, YTo0bl W30eKaTh ONTMOOYHOTO TLIAHU-
pOBaHUS, PEKOMEH/IYEeTCsl B Hayajie aJpecHOro MPOCTPAHCTBA pa3MellaTh Oojiee
KPYIHBIC MOJICETH, a 3aTeM 0oJiee MEJIKUE 110 MEpe YMEHBIIICHUSI HE0OX0AMMOT0
UM KOJIMYECTBA aJIPECOB.

Crnenyer OTMETUTh, YTO MEXAHU3M MAaCOK B HACTOSLIEE BPEMS UCIIOIb3YET-
Csl HE TOJIBKO JJIsl pa30MeHusl KJIaCCOBBIX CETEeH Ha MOJCETH, HO U AJIs BblEse-
HUS CETEW MPOU3BOJIBHOTO pa3Mepa ¢ HOMOIIbI0 MacKu C JIFOOBIM HEOOXO0IUMbIM
KOJIMYECTBOM HYJIEBBIX OMTOB, ONpPEACISAIOLIUX pa3Mep CETH, B JHOOOM MeECTe
aJpEeCHOTr0 IpocTpaHCTBA. Takas TEXHOJIOTHS MOJy4yuia Ha3BaHUE OecKl1acco-
sotl mexcoomennon mapupymusayuu (Classless InterDomain Routing — CIDR),
OHa MO3BOJIAET TMOKO paclpeiessiTh aJpecHOe NPOCTPAHCTBO M YIPOLIATh
Mapupytuzannro. Texnonorus CIDR mpemyaraetT onucsiBaTh MackKy ITOACETH
N00aBICHHBIM K ajpecy ceTu Ccy(ppukcoMm, B KOTOPOM YKa3aHO KOJIMYECTBO

eMHUYHBIX OUTOB Macku. Hampumep, 3anuce 192.168.0.0/22 — ONpeAeserT

TaK Ha3bIBAEMYIO cynepcems C MacKou
11111111.11111111.11111100.00000000 = 255.255.252.0 ¢ oAuana3oOHOM
ampecoB 192.168.3.0 - 192.168.3.255, 3KBUBAJICHTHYK) YETBIPEM CMEXK-

HbIM ceTsaM kiacca C. Takas ceTb MOXKeT ObITh BbIJIeJIeHa Ha OECKIACCOBOM OC-
HOBE OpraHu3aluu, KOTOpor Heooxoaumo 10 1024 aapecoB (BMECTO BBIJCICHUS
cetu Kiacca B ¢ 65536 agpecamu ¢ UCIIOJIB30BAHUEM KJIACCOB).

4.2. Mapuipyruzauus IP-neiitarpamm

Baxueimen 3agayeld CETEBOTO YPOBHS  SBISICTCA  Mapupymuzayus
(Routing) aeiitarpaMm B COCTaBHOW CETH, CYTh KOTOPOM, KaK YK€ OTMEYasaocCh,
CBOJUTCA K MOMCKY MapHIpyTH3aTOpamMu ONTHUMAaJIbHOIO MyTH (Mapuipyra) K
MOJIy4aTeNto IeuTarpaMMbl. MapiipyTru3anus BbIIOJHIETCS CETEBBIMU YCTPOM-
CTBaMH, HasbIBaeMbIMU mapuipymuzamopwl (Router). Jlroboli mapiipyTusatop
oOnamaer Oosiee 4eM OAHUM CETEBBIM MHTEP(PEHCOM, K KOTOPHIM MOAKIIOYEHBI
CETH/TIOJICETH, KOTOPhIE OH CoeIuHsET (PYHKIIUM MapHIpyTU3aTOpa MOTYT BbI-
MOJTHATh U KOMITBIOTEPHI, OCHAIIIEHHBIC BYMS U 00Jiee CeTeBbIMU MHTEp(eiica-
mu). Hanpumep, mapuipytuszarop R1 Ha puc. 92 cBaszsiBaeT cetu N1, N2 u N7,
uMeromme Macku nojacety M1, M2 u M7, COOTBETCTBEHHO, Yepe3 CBOU MHTEP-
deiicel R1(1), R1(2) u R1(3). Caexyetr oTMETUTD, UTO J1aXKe €CJIM B CETU OTCYT-
CTBYIOT I0JIb30BATEIbCKHUE XOCThI, OHA BCE PABHO CUMTAETCS CEThIO/TIOJICETHIO,
UMEET CBOM ajpec U 00JagaeT APYrMMU CBOMCTBAMH, XAPAKTEPHBIMHU IS Ce-
Tei/moiceTeil (TakuMHU CETIMU/TIOJICETSIMU SIBIISIIOTCS ceTu ¢ aapecamu N7, N8 u
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N9 ceazeti "mouxa — mouxa” (Point-to-Point) mexxay mapumipyrusaTtopamu Ha
puc. 92).

[Mox mapwpymom (ROUte) moHUMAETCS IOCIIEIOBATEILHOCTh MapIIPyTH3a-
TOPOB, KOTOPbIC JOJDKHA MTPOMTH IeliTarpaMMa OT XOCTa-OTIIPABUTEIIS 0 XOCTa-
nojydatesisi. BpIOOp clemyromero Imara MapiipyTa BBITOJHIETCS KaXIbIM
MapIIpyTH3aTOPOM M KOHEYHBIMH XOCTaMH HAa OCHOBaHMH MMEIOIICHCS Y HUX
uHpopMaluu 00 ajapecax ceTeil/mojiceTeil U HEKOTOPOro KPHUTEpHUs BbIOOpa

MapIpyTa, 3alMCaHHBIX B TaK Ha3bIBaeMOU mabauye mapupymuszayuu (Routing
Table).

| Tabavua mapwpytusaumm xocra A
N1 M1 - A(1) 0
N2 M2 R1(1) | A(1) 1
N3 M3 R1(1) | A(1) 2

default R1(1) | A(1) -

Tabnaunua maplipyTusaumm mappytusaropa R2
N1 M1 R1(3) R2(3) 1
N2 M2 R1(3) R2(3)

- R2(1)
N4 M4 R3(2) R2(1)

N4 M4 R4(4) R2(2)

default R4(4) R2(2)

R2(3)

S F=l

R2(1)

R2(2)

N8 M8

Internet

Puc. 92. MapuipyTtusanus B COCTaBHON CETH

KpurepussMu MOTYT OBITh: KOJMYECTBO MapHIPYTHU3aTOPOB Ha MapIIpyTe
(hops), Bpems IpOX0KIEHUST TECTOBOTO MaKeTa JI0 CIASAYIONIETO 10 IMMyTH MapIil-
pyTHU3aTopa, MPOITYCKHAs CIIOCOOHOCTh JIMHHUM CBSI3U K CIIEIYIONIEMY MapIipy-
TU3aTOPy U Apyrue. [t KakIoi 3amicu B IEPBOM CTOJIOIE TaOIUIBI MapIIPy-
Tu3auu (puc. 92) yka3pIBaeTcs ajpec CeTH/TIOJCETH/X0CTa Ha3HAUYCHUS JIeHTa-
TpaMMbI, BO BTOPOM — MacKa TOJICETH Ha3HAYEHUS, B TPEThEM — CETEBOM aJipec
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CJIETYIONIETO 110 MAPIIPYTy MapuIpyTU3aTopa, Ha KOTOPBIA HEOOXOIUMO Hampa-
BUTH JeTarpaMmy, 4ToObl OHA MPOABUTANIACH O PALIMOHATLHOMY MapHIpyTy K
nosiydarento. B 4eTBEPTOM CTOJNIOIE yKa3bIBAETCSl CETEBOM ajpec Mmopra TeKy-
HIEr0 MaplIpyTU3aTOpa, Yepe3 KOTOPhIM JOJIKHA YUTH MO BHIOpAaHHOMY Mapii-
pyTy Aeiitarpamma. B mAToM CTONOIE YKa3bIBACTCS MempuKka Mmapuipyma —
OIMH W3 TPHUBEACHHBIX BHIIIC KPUTEPUEB BBIOOpa MapmipyTa (B TaOauIax
MapuIpyTH3alud Ha puc. 92 B Ka4ecTBE METPUKHU MPUBEICHO KOIUYECMBO NPO-
MEJHCYMOUHBIX Mapuipymuzamopos Ha mapuipyme — hops). Merpuka mapiipyra
yKa3bIBaeTCs JJisi BbIOOpA ONTHMAJIBHOIO MaplipyTa MpU HAJIWMYUU B TaOJHIle
MaplIpyTH3alUd HECKOJbKUX CTPOK C MapuIpyTaMd K OJIHOM M TOW K€ CeTu
(Hampumep, MapuIpyThl K ceTu N4 B Tabiuile MapuipyTHU3aluu MapIipyTU3aTo-
pa R2 na puc. 92). KonuuectBo 3anuceil B Tabauie MapHIpyTH3alUA MOXKET
OBITH JOCTAaTOYHO OOJBIIMM Ja)K€ UII OTHOCHUTEIBHO HEOOJIBIIION COCTaBHOMU
CETH BCJICJACTBHE HAIMYMS aJbTEPHATUBHBIX MapIIPyTOB, KPOME TOTO, B OOJIb-
IIUX COCTAaBHBIX CETSAX (MpUMEpOM Takol ceTu sBisieTcsa WHTEpHET) anpeca
yAIEHHBIX CETeH/MmojiceTeld MpoCcTO HeU3BEeCTHRI. [103TOMY OOBIYHO B moOcCie-
Hel cTpoke TabJuIl MapIIpyTU3AIMKU YKa3bIBA€TCA TaK Ha3bIBAEMBIN Mapuipym
no ymoauanuro (default route), mo kotopomy OyneT HampaBieHa AeHTarpamMmma B
cllydae HEyJauHOro IMOMCKa ajjpeca CETH Ha3HAueHHUs JelTarpaMMbl B MEPBOM
CTOJIOIE TaOIHIIBI MAPIIPYTU3AIUHU. [[J11 XOCTOB B MapuipyTe M0 YMOJIYAHHUIO B
KauecTBE CIEIYIOIIEr0 MapIIpyTH3aTopa MO MapHIpyTy OOBIYHO YKa3bIBAETCS
aZpec NUTK03a JOKaJbHOM ceTH (Kak Iyt XxocTa A Ha puc. 92), a 1yisi MapupyTH-
3aTOPOB — @JAPEeC MAPUIPYTH3aTOpPa, CIAEAYIOLIEro MO MapHIpyTy, KOTOPBIA HC-
MOJIb3yeTCs OOJNbIIEH YacThl0 UCXOAIIUX AeHTarpaMM (Kak JJis MaplipyTH3a-
Topa R2 Ha puc. 92). JloctaTouHO 4acTO MApUIPYT MO YMOTYAHUIO TPAHUIHOTO
MapHIpyTH3aTOpa OPTaHU3aAIMU YKa3bIBaCT Ha MapIIpyTU3aTop nposaiiaepa Mu-
TEpHETA JJIs 3TOW OpraHu3alyy, MaplIpyTU3aTOp ITOTO nposanaepa MurepHera
B KaueCTBE MapIIpyTa M0 YMOJYAaHUIO MOKET MUCIOJb30BaTh MAPIIPYT K MapIIl-
pyTHU3aTOpPY MHTEPHET-TIpOBaiiiepa 60ee BEICOKOTO YPOBHS U T.I.

3anucu B TAOJUIYy MapHIPyTU3AIMH 3aHOCSTCS JMOO BPYYHYIO, B ATOM
cilyyae MaplIpyTU3alus Ha3bIBaeTCs cmamuyeckou (CTaTUYecKas MapuipyThu3a-
1I1sI OOBIYHO MCTOJIB3YETCSI B OTHOCUTEJIBHO HEOOJIBIITUX COCTABHBIX CETSX ), HIIH
3alUCH 3aHOCATCS B pe3yjbTare paboThl MPOTOKOIOB OUHAMUYECKOU MApup)y-
mu3zayuu, 3aga4a KOTOPHIX — HM3yYEHHE TOMOJIOTMH U aJpecHOr uHbOpMaluu
ceTeit/monacerei, GOPMHUPYIONMIUX COCTAaBHYIO CE€Th, U OOMEH 3alUCSIMU MapIii-
PYTHBIX TaOJHI] MEXy MapuIipyTu3aTopaMu cocTaBHOU cetu. [lomynsipHbiME B
HACTOSIIIEE BpeMsl MPOTOKOJAMU JUHAMUYECKON MapIIpyTHU3aIluu SBISIOTCS
npomoxon mapwpymuou ungopmayuu (Routing Information Protocol — RIP),
npomoxon kpamuatiwezo nymu (Open Shortest Path First — OSPF) u npomoxon
epanuunoeo wintosza (Border Gateway Protocol — BGP).

MapiuipyTr3aTopbl ONpeesstoT CAEAYIONNN 0T HUX IIar MapuipyTa Aei-
TarpaMMmsbl MO CJIEAYIOIIEMY aJrOpUTMY:

- W3 3aroJioBKa JeiTarpaMMbl U3BJIEKAETCS CETEBOM aJipec MoJiydarelss U

BBITIOJTHSIETCS] TIOMCK €r0 3HA4YeHUs B TIEPBOM CTOJIOIE TaOIHIIBI MapIIi-
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pYTHU3allMY, €CIU aapec HaiieH, JedTarpaMma HampaBIseTCs MO aapecy
CJIEIYIOLIEro Ha MyTH MapIIpyTU3aTOpa, YKa3aHHBINA B TPEThEM CTOJIOIE
CTPOKH C HalJIEHHBIM aJIpECOM;

- €CIU aJipec MoyyaTesisi B IEpBOM CTOJIOIE HE HalieH, U3 ajpeca Moiy-
yaTelisi BOCCTAHABIMBAETCS aJIPEC CETH MOoydaTessi MyTéM YMHOXKEHUS
ajZipeca moJyiyvarelsis Ha MacKy MOJICETU HA3HAUYEHHUS BO BTOPOM CTOJIOIE
IIEPBOM CTPOKH;

- MOCJ€E MOJYYEHUs apeca CETH BBIIOJIHSIETCS €ro CPaBHEHUE C aJI[PECOM
CETH/TIOJICETH Ha3HAYEHUS B IIEPBOM CTOJIOIE TIEPBOM CTPOKHU;

- €CIM aJpeca COBMAJAIOT, B KAYECTBE CIEAYIOLIEro ajpeca MapuipyTa
BBIOMpAETCS aJipec U3 TPETHETo CTOI01Ia MEPBOM CTPOKH;

- €CIIM aJipeca HE COBHAAAIOT, aJpPeC MOIyYaTessl YMHOKAETCS HAa MAacKy
MOJICETH U3 BTOPOW CTPOKH M MOITYYCHHBIN aJpec CeTH/TOCETH CPaBHU-
BAETCs C aIpECOM CETU Ha3HAYCHUS B MIEPBOM CTOJIOLE BTOPOI CTPOKHU U
€CJIM COBMAJICHHE a/IPECcOB IMOIY4YEHO, JIedTarpaMma nepenaércs mno aj-
pecy MapuIpyTu3aTopa, yka3aHHOMY B TPEThEeM CTOJIOIE BTOPOU CTPOKH;

- €Clii ajJjpeca HE COBMAJAI0T, AJITOPUTM BBIYUCICHHUS CETH/TIOJCETH U
CpaBHEHUS MOBTOPSIOTCA JJIsI OCTAIBHBIX CTPOK TaOJMIIBI, TOKa HE Oy-
JIeT HaliJIeHO COBIMAaJICHUE;

- B MOCJEIHENH CTpPOKE TaOJMIIBI YKa3bIBa€TCAd MapHIPYT MO YMOJIYAHHUIO,
JUIsl HETO B MEPBOM M BTOPOM CTOJIOLE 3aHOCATCS ajapeca 0.0.0.0 H
0.0.0.0. YMHOxkeHue moboro [P-agpeca na macky 0.0.0.0 npuBeacT
K TOJYYEHHUIO ajipeca ceTu 0.0.0.0, MO3TOMY COBHaJeHHE OyaeT 1o-
CTUTHYTO JJIs1 TF000T0 azipeca, il KOTOPOTo HE MOJIyY€HO COBNAJCHUE B
IPEeabLAYIIUX CTPOKaX TabIUIIbI MapIIPyTU3alUK U JehHTarpaMma OyaeT
HampaBjeHa MapIIpyTU3aTopy, aJpec KOTOPOro yKazaH B TPEThEM
CTOJIOLIE CTPOKU C MApILIPYTOM [0 YMOJIYAHUIO.

Ha puc. 93 mpuBeneH mpumep, WLTIOCTPUPYIOMMM 00pabOTKY TaOIUIIBI
MapHIpyTH3alUU MPY TTOUCKE MapIIpyTa JJIs JeHTarpaMMbl ¢ ajpecoM Ha3Hade-
HUS 192.168.3.25 (11000000 10101000 00000011 00011001). OTMETHM,
YTO CpAaBHEHHUE aJ[PECOB BBHITIOJIHIETCS MOOUTOBO C TIOMOIIBIO JTIOTUYECKON OTIe-
pamyu XOR, a e€ HyJIeBOM pe3yibTaT CBHICTEILCTBYET O COBIAJICHUH CPABHUBA-
emMbIX aapecoB. CoBMmaieHne BBIYMCICHHOTO aJjpeca CeTH HAa3HAUYCHUS U ajjpeca
CETH B TIEPBOM CTOJIOIIEC TaOIHIIBI MapIIPYTHU3AIUU JOCTUTHYTO B TPEThEH CTpO-
K€, TMO3TOMY CIEAYIOINIMM MAapIIpyTU3aTOpOM IO MyTH OyJaeT BbIOpaH
192.168.2.2, a MapUIpyT MO YMOJTYAHUIO MPOBEPAThCS HE OyaeT. OmaHako, ec-
71 OBl OH MPOBEPSUICS, TO COBMAJCHHUE ObUIO OBl TIOJYYECHO ISl TFOOBIX MPOBE-
PSIEMBIX aJIPECOB-XOCTA MOTydaTessl.

CeTb Ha3HAYECHUS Macka noaceru Crnenyroumit Hcexonsmnmii Merpuka
Ha3HAYCHUS MapuIpyTU3aTop uHTepdeiic

192.168.1.0 255.255.255.0 192.168.5.1 | 192.168.

192.168.3.0 | 255.255.255.240 | 192.168. 192.168.

IS

NG IFN N N
e =

2.1
192.168.3.16 | 255.255.255.240 | 192.168.2.2 | 192.168.
0.0.0.0 0.0.0.0 192.168.5.2 | 192.168.
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oOpabotka 1-it ctpoku

11000000 10101000 00000011 00011001 = 192.168.3.25
AND 111111171 11111111 11111111 00000000 = 255.255.255.0
11000000 10101000 00000011 00000000 = 192.168.3.0
XOR 11000000 10101000 00000001 00000000 = 192.168.1.0
00000000 00000000 00000010 00000000 # O
00paboTka 2-if CTpOKH
11000000 10101000 00000011 00011001 = 192.168.3.25
AND 11111111 11111111 11111111 11110000 = 255.255.255.240
11000000 10101000 00000011 00010000 = 192.168.3.16
XOR 11000000 10101000 00000011 00000000 = 192.168.3.0
00000000 00000000 00000000 00010000 # O
00paboTKa 3-i CTPOKH
11000000 10101000 00000011 00011001 = 192.168.3.25
AND 11111111 11111111 11111111 11110000 = 255.255.255.240
11000000 10101000 00000011 00010000 = 192.168.3.16
XOR 11000000 10101000 00000011 00010000 = 192.168.3.16
00000000 00000000 00000000 00000000 = 0
Puc. 93. IIpumep 06paboTku 3anuceit TaOIUIBI MAPLIIPYTH3AUU

g agpeca 192.168.3.25

Cnenyer OTMETHTh, YTO OTHpaBKa JAEWTarpaMMbl CIEIYIOLIEMY MO IMyTH
MaplIpyTH3aToOpy, aapec KOTOPOro HaWAeH B TaOJMIle MapIIpyTH3allUd, HE
O3Ha4yaeT 3aMEHbI aJpeca MoIyyaTess B 3aroJioBKe JedTarpaMMbl. Takast 3aMeHa
caenana Obl HEBO3MOXKHBIM TOHMCK JaJbHEHIIMX I1aroB mapiipyta. [lomyden-
HBIM M3 TPEThEro CTOJIONA TAOIMIIBI MAPIIPYTU3AMUUA AJIPEC UCTIOJIB3YETCS IS
OMpeIeNICHNs aJipeca KaHAJIbHOTO YpOBHs 3Toro nopra (Hanpumep, MAC anpe-
ca Ethernet) ¢ momompio ARP-3anpoca. 3amensitorcst Toibko MAC-anpec ot-
npaButenst (Ha MAC-aapec ucxonsiiero unHtepdeiica mapuipyTuzaTopa) H
MAC-anpec nonyuarens (Ha MAC-aapec, nonydeHHsli ¢ momoibio ARP). Ta-
kUM oOpazoM, [P-agpeca ornpaButens U mojgyyaTens HE U3MEHSIOTCS Ha BCEM
MPOTSHKEHUH MapIIpyTa, KOTOPBIA MPOXOAUT JAeHTarpamMma, B TO BpeMs Kak
MAC-anpeca (unu npyrue aapeca KaHaJIbHOTO YPOBHSI) UBMEHSIIOTCA B KaXKJIOM
JIOKJIBHOM CETH, KOTOPYIO IEPECEKAET AeUTarpaMmma.

B npumepe Ha puc. 94 IP-anpeca ornpasutens (IP1) u nmomyuarens (IP2)
HE MEHSIOTCS Ha BCEM MapuipyTe JeudTarpaMmsbl, B TO BpeMs kak MAC-aapeca
MEHSIIOTCA B Kaxa0u cetu. [P-agpeca MmapmpyTuzaTopoB HCHIONB3YOTCS TOJIBKO
1t ARP-3ampocos.

3agady MapuIpyTHU3aluU TAKXKE PElIalOT MOJIb30BATENIbCKUE XOCTHI. Tak,
€CJIM HOMEP CETH Ha3HAYEHUS COBMAAAET C CEThIO, K KOTOPOI MPUHAJICKUT caM
KOMITBIOTEP, TO 3a/1a4y MapUIPYTU3ALMK pElIaTh HE TPEOYEeTCs U MaKET MPOCTO
nepenacTcs KaHaJbHOMY YPOBHIO BMECTE C ONPEACIEHHBIM 10 MpoTokoy ARP
aZipecoM KaHaJIbHOTO YpOBHs nosy4vatens. Ecinu He coBmanaer, To HeoOXouMa
MaplIpyTH3alus U y3eJI-OTHPaBUTENIb MPOCMATPUBAET CBOIO TaOJIMILy MapuIpy-
THU3ALNH.
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192.168.1.254

192.168.1.0
255.255.255.0

¥

MAC2= 00:00:0C:05:4F:2E £

MAC3= 00:00:0C:05:4F:2A

[[ Data JIP2]1P1 [ MAC3 |

192.168.3.1

[[ Data [IP2] 1P1 [ MAC1 | MAC2

IP1=192.168.1.1
MAC1=00:18:F3:1A:3D:45

Puc. 94. l3meHeHune anpecoB KaHAJIBLHOTO YPOBHS IPH Tepeiade AelTarpaMMbl

192.168.3.0
255.255.255.0

B COCTaBHOM CETH

192.168.3.2

192.168.2.254
& MACS= 00:00:0C:14:2D:7A
=

[[ pata [1P2]1P1 [ MACS | MACE

IP2=192.168.2.1

192.168.2.0
255.255.255.0

MAC6= 00:4F:4E:15:AB:3C

Komanga route print B Windows BBIBOAUT 3Ty TaOJMIly Ha JKpaH, a
TaK)Ke MO3BOJISET 3a/aBaTh U YAAIATh MapipyThl (puc. 95). XocTel B OoJbliei

CTEIIEHH, YE€M MAapLIPYTU3aTOPhl MOJIB3YIOTCS MApLIIPYTOM IO YMOJYaHUIO,

OOBIYHO B KaYE€CTBE CIEAYIONIEro MO0 MaplIpyTy MapUIpyTU3aTopa AJisd Mapuipy-
Ta N0 YMOJIYaHHIO YKa3bIBAa€TCS IUIIO3 JOKalIbHOU ceTtu Xxocrta (¢ IP-ampecom
192.168.1.129 mis nmpumepa Ha puc. 95).

C:\WINNT\system32>route print

Croucok nHTEpdeticoB
0

MS TCP Loopback interface

0x2 ...00 d0 b7 69 21 71 ...... Intel (R) PRO Adapter
AKTHBHBIE MapUIPYTHI :
CereBoli azapec Macka cetu Anpec mutro3a Wurepdeiic  Mertpuka
0.0.0.0 0.0.0.0 192.168.1.129 192.168.1.130 1
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
192.168.1.128 255.255.255.128 192.168.1.130 192.168.1.130 1
192.168.1.130 255.255.255.255 127.0.0.1 127.0.0.1 1
192.168.1.255 255.255.255.255 192.168.1.130 192.168.1.130 1
224.0.0.0 224.0.0.0 192.168.1.130 192.168.1.130 1
255.255.255.255 255.255.255.255 192.168.1.130 192.168.1.130 1
OCHOBHOI 1ITIO3 : 192.168.1.129
C:\WINNT\system32> route ADD 192.168.1.16 MASK 255.255.255.240 192.168.1.1

Puc. 95. I[Tpumep TaObIUIIBI MAPIIPYTH3AIMHA XOCTa

Y KOMaH/a J00aBIeHHs MapIIpyTa

Crnenyer OTMETUTD, UTO B TAaOJUIly MapUIpyTU3alUA aBTOMAaTUYECKU 3aHO-
CUTCs aapec ceth 127.0.0.0. Ecau B mone IP-agpec mosydarens HaxoauTcs
aZpec ATOM ceTH, TO Mepelauu MaKkeTa Ha KaHaJIbHBIN ypOBEHb (U, ClIeI0BaTENb-
HO, B CETh) HE NMPOMCXOIUT, a 3TOT MAKET BO3BPAIIAETCA OTHPABUTENIO (IIyTEM
oOMeHa aapecoB OTIPABUTENS U MOJIydaTessl B COOTBETCTBYIOIIUX IMOJISIX MaKe-
Ta). AHAJOTUYHO MOKET BHOCUTHCS 3aMKCh JJI CETEBBIX aIPECOB COOCTBEHHBIX

NOPTOB MapHIPyTU3aTOpa Il HUX AIPECOM CIIEAYIONIEro MaplipyTH3aTopa U
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BBIXOJIHOTO MHTepdeiica ykasbiBaeTcs ajapec 127.0.0.1 — loopback. Takxke B
Ta0JIMIy aBTOMAaTUYECKHU 3aHOCSITCS 3alKCH JJIsi CETU € apecoM 224.0.0.0 —
OHM TPEOYIOTCS 111 00pabOTKH IpynmoBeIX ajgpecoB (multicast address). Kpome
TOTO, B TaOJMIy MOTYT OBITh 3aHECEHBI ajpeca, IMpelIHa3HAaueHHbIe JJis1 o0pa-
OOTKHM HIMPOKOBEIIATEIBHBIX PACCHUIOK B CETAX, MOJCOCAUHEHHBIX K MOPTaM
MapIIpyTH3aToOpa, — 3TO ajapeca, 3aKaHYMBAIOIIUECS Ha IOCIIEI0BATEIHLHOCTD
eaunuI] (255). OJIHA yKa3bIBAIOT MApIIPYT JJIsl OTHPABKU TMPOKOBEIIATENbHBIX
COOOIIIEHUM B COCTaBHOM CETH ISl ONPEACIIEHHBIX MOJICETeH — CEeTEeBOM aapec
NOAKIIOYEHHOTO K JTHM  CeTAM  TopTa  MapuipyTu3aTopa,  aapec
255.255.255.255 — aApec OTPaHUYCHHOW IIMPOKOBEIIATEIHPHONW PACCHUIKUA —
MaKeT ¢ TAKUM aJpeCcOM PacChIIAETCS BCEM y3JIaM, HaXOSIIUMCS B TOH K€ TTO/I-
CETH, YTO M OTIIPABUTEINb.

4.3. ®opmar 3arojioBka IP-nakera

IP-nefitarpamma coctouT u3 3arosoBka (dacto 20 0GaliT) U MoJisl JAaHHBIX,
MaKCHMaJbHas JJIMHA ITaKeTa — 3aroJIOBOK + JaHHBIE cocTaBisieT 65535 Oawr,
MUHHMAaJbHAs — OMNPEIesIeTCs] MUHUMAJIBHBIM pa3MepoM IepeHocsiero IP-
MakeT Kajipa kaHaiabHOTO ypoBHS (111 Ethernet 64 Gaitta). Ctpykrypa IP-nakera
MpUBEAECHA Ha puC. 96.

0 3 4 7 8 15 16 81
Homep Amana T cepBrca OGmwas [IMHa naKkeTa
BEpCUHU 3aroJoBKa
®naru CwMmerenue gpparMenra
Wnentudukarop nakera 3 Gura 13 6ut

IpoTokon BepxHEro

Bpewms xu3Hu
YPOBHS

Kontponsnas cymma 3arosnoBka

IP-anpec otnpaBuTens

IP-anpec nomygarens

OHHI/II/I Y BBIDABHUBAHUE

JlaHHbIe
IMone "Tun cepuca" Mone "®daarun"
o|1]2 3 4 5 6 | 7 0 1 2
Iponyckuas | HagexHocTs Peseps Do not More
Tlpuopurer | Safepika | . oBmocTs JIOCT2BKH (0) Peseps (0) Fragment Fragments

IToJie "IIpoToko.s BepxHero ypoBHs'

3HaueHue = 1= 2= 4= 6= 8= 17= 88= 89=
oISt 00, 01, 02, 04, 06y, 08, 11, 58, 59,
TIpotokon | Peseps ICMP IGMP IP TCP EGP UDP IGRP OSPF

Puc. 96. Ctpykrypa IP-makera

[Tone Homep sepcuu (Version) ykaspiBaeT Bepcuto mporokosia IP. Hamowm-
HUM, 4TO B Hacrosiulee Bpems MHUpPOKo ucnoisb3yerca 4 Bepcus (IPv4) u Hauu-
HaeTcs mepexon Ha 6 Bepcuto (IPv6) (dopmar 3aromoska [Pv6 oTnmuaercs ot
paccMaTpuBaeMoro 3arojioBka [Pv4).
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[Mone /{nuna 3aconosxa (Header Length) yka3siBaeT 3Ha4YeHHE JUIMHBI 3a-
rojoBka [P-makera B 32-OUTHBIX (4eThIpEXOANUTOBBIX) cioBax. OOBIUHO JIMHA
3aroJjIoBKa COCTaBJIsIeT 5 Takux ciioB (20 6aifT), HO MOXKET OBITH OOJIBIIIE 32 CUET
JOTIOTHUTENBHBIX OaliT B mosie Onuuu (MakcuMalbHas JUIMHA 3arosioBka 60
0aiT = 15 4yeTbIpEXOANTOBBIX CIIOB).

Muaaime tpu outa mosist Tun cepsuca (Type of Service) (outsr 0-2) 3ana-
I0T IPUOPHUTET MAKETa OT CaMOT0 HU3KOTO 000 (HOpMAaJIbHBIN MaKET) JO CaMoro
BBICOKOTO 111 (Taker ¢ ympasJistomed nadopmarueit). buter 3-5 onpenensror
KpUTEpHUil BbIOOpa MapuipyTa, HUCIHOJIb3YyEeMbIH B MPOTOKOJIaX MapHIpyTH3ALUU
OSPF u BGP. Bri6op ocymiecTBiasieTcss MEXIy TpeMs allbTepHaTUBAMU: MaJIOn
3aJiep)KKON mepemaun gedtarpamm (out 3 Delay= 1), BBICOKOW MpOMYCKHOMH
CIOCOOHOCTRIO JIMHUK CBsi3u (OUT 4 Throughput= 1) u BBICOKO# HaAEKHOCTHIO
nepenaun aevirarpamm (out 5 Reliability= 1). O0bpr4HO yaydIieHHe 0JIHOTO ITa-
pameTpa BBI3BIBACT YXYAIICHHWE APYroro, CIEJOBATEIbHO, BBHIOMPAETCS OIWH
KpUTEpHUil BBIOOpa MapuipyTa. XOCTbl OOBIYHO HE MCIOJB3YIOT BO3MOXHOCTD
OTIpEJICJICHHS TUIA CEPBHUCA OTIPABIISIEMON JeHTarpaMMbl U YKa3bIBalOT 3HAYe-
HUE ATOTO MOJIS 00y

[Tone Obwas onuna (Total Length) coxepxxut obmyro mmmHy IP-makera
BMECTE C 3arojioBkoM. Vcxoss u3 paspsiiHoCTH 1os (2 6aifta), MakcuMasbHast
JUTMHA TIaKeTa cocTaBisieT 65535 Gaiit. OgHako B OOJBITMHCTBE CIIy4acB TaKUe
OoJbIIMe TAaKeThl HE MCIOIB3YIOTCS, a pa3Mep IakeTa BhIOMpAeTCsA C y4EToM
MaKCHUMAaJIbHOTO TIOJIS TAHHBIX HECYIIETO ATOT MaKeT Kajpa KaHAJbHOTO YPOBHS
(MTU). Has Ethernet MTU ~ 1500 6aiit, nyist FDDI MTU = 4096 Gaiir.

[Ipu nepenanpasnenun [P-makera U3 OJHOW CETH B JIPYTYH0 MaplIpyTHU3a-
TOP MOKET CTOJIKHYThCA ¢ TTpoOieMoi paznudHbix 3HaueHuit MTU B coceaHux
ceTsax. B aTom ciiyyae emy HEOOXOAMMO BBIMOJHUTH (PparMeHTAIUIO JeilTa-
rpaMMmsbl (T.€. pa30reHne €€ Ha HECKOJIBKO CaMOCTOSITENIbHBIX JeUTarpaMm) Ipu
nepenaye B cetb ¢ MeHblM 3HaueHneM MTU u nedparmentanuio (To ecTb
oObeMHEHUE HECKONBKUX JACHTarpamMM, TOJYYCHHBIX TpH (PparMeHTaIuu, B
OJIHY MCXOJIHYI0) TIpH Tepeiaue makeTa B ceTh ¢ OonpimM 3HaueHueM MTU. B
IEJISX pacro3HaBaHUS TAKETOB, 0OPAa30BaHHBIX B pe3yibTaTe (PparMeHTaluu
ucnonb3yetcs nojae Hoenmuguxamop naxema (ldentification). Bce ¢pparmeHTsI
dbparMeHTHPOBAHHOTO MTAKETa UMEIOT OJJMHAKOBOE 3HAYEHHUE ITOTO TIOJIS.

[Mone @naeu (Flags) comepsxut 6utel: 0 Out - pe3eps = 0, 1 6ur - DF - Do
not Fragment B cirydae ycTaHOBKHM B 1 3ampeiaer ()parMeHTaIuIo nakera, 2 Our
— MF — More Fragments B ciyyae yCTaHOBKH B 1 CBHJIETEIBCTBYET O TOM, UTO
JaHHas JedTarpaMMa sIBJII€TCS] POMEXYTOUHBIM (HE TOCIIETHUM) (parMeHTOM.

B noste Cuewenue ¢ppaemenma (Fragment Offset) ykassiBaeTcst cMmelieHue
B 8-0alTHBIX OJIOKAX IMOJIS JAHHBIX ATOTO MakeTa-(PpparMeHTa OT Havyayia OOIIero
TMOJIS TAHHBIX HCXOHOTO TAaKeTa, MOABeprHyToro dparmenramun (8 Gaiir x 2
= 2'° — MakcuManbHBIH pasMep makera). IlepBblil (parMeHT MMeeT 3HAYCHHE
3TOrO Mojisi, paBHoe 0. Ha puc. 97 mpuBeneH npumep (pparmeHTanuu aeiTa-
rpaMMbl 1auHOM 472 Gaiita npu mapuipyTtuzanuu e€ B cetb ¢ MTU = 280 OaidT.
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0 4 8 16
7

3 15 31
Howmep | nuna
Bepcuu arosioBkal Tun cepBuca| O0mas qymHa nakera = 472
=4 =5
Diarn| Cmerienne pparmMeH-
Nnentudurarop makera= 111 3 Oura Ta
=0 13 6ur =0
_ | IIporokon
Bpewms xxu3znu = KounTponbHas cymma 3aro-
123 BEPXIETO JIOBKa
YpOBHS = 6
IP-anpec otnpaBurens
IP-agpec momyuarens
a)
Howmep | /lnnna
Tun cepsu- _
BEPCHH [3ar0JI0BKa| ca OO6mas ayHa nakera = 276
=4 =5
(raru CwMmenienue pparmenra
WNnentudukarop nakera= 111 3 Oura = Ii
—1 13 6ur=0
_ | IIpotokon
Bpewms xu3znu = KonTponbHast cymma 3aro-
119 BEPXTETo JIOBKa
YPOBHS = 6
IP-anpec ornpaBuTens
IP-agpec momyuarens

0)

Homep| [lnuHa
BepcuuparonoBkal Tun cepsucal Obmias ;yinHa nakera =216

=4 =5
®inarn| CmeneHue Gpparmes-
Wnentudukarop nakera = 1113 Oural Ta
=0 13 6ut =32
_ | IIporokon
Bpewms xusHu = KonTtponbHast cymma 3aro-
119 BEPXHETO JIOBKa
YpOBHS = 6

IP-anpec oTnpaButens

IP-anpec nmomyuaresns
6)

Puc. 97. Ilpumep dpparmMeHTanuu gedrarpaMmel: a) [P-3aroioBok ucxoaHomH
neiitarpammsl; 0) IP-3aronoBok nepsoro ¢parmenta; B) [P-3aronoBok Broporo ¢parmenra

NnentudukaTtopbl UCXOJHOrO mMakera W ¢parMeHTOB oauHakoBbl (111).
3HaueHue cMeleHus pparMeHTa Uil mepBoro (pparMenTa paBHO Hymro. JnuHa
MoJIsl TaHHBIX TIepBoro (parmenta (puc. 976) = 276 Gait (Obwas oruna naxe-
ma) — 20 6aiT (/[muna 3aeono0exa) = 256 0ant/8 = 32 8-0aiiTOBBIX 0JI0Ka, YTO U
yKkazaHo B moje Cumewenue ¢hpacmenma BTOporo GpparmMenrta. 3HadeHue (iaros
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TS TIepBoro gparmedTa = 1 (001), TO €CTh YKa3bIBAeTCs, UTO 3TOT (PparMeHT HE
nocienauit. Jns Broporo (parmeHta 3HaueHue (aaroB = 0 (000), TO ecTh
(parMeHT MociaeHHUM.

[Mone Bpems oswcusznu (Time To Live — TTL) yka3sIBaeT npeAeibHbIH CPOK
BPEMEHHU, B TEUEHHUE KOTOPOro JAerTarpaMMa MOKET IMepeMeniaThCcsi Mo CEeTH.
D10 BpeMs 3a1aéTcsl OTIIPaBUTEIEM JedTarpaMMbl B ceKyHaax. [Ipu mepechuike
nakera yepe3 mapupyruszarop 3HaueHue TTL ymenbuiaerca Ha 1 (maxke ecnu
BpeMs Tiepenadn depe3 MapmpyTuszatop Menee 1 cekyHmsl). [loatomy mHOTHA
TOBOPSAT, YTO 3TO BPEMSI U3MEPSETCS B KOJIMYECTBE TMEPEXO0I0B Yepe3 MapIipy-
tuzaropsl (hops). [Ipu gocTmwkennn stum 3HaueHueM () makeT aanee He mepena-
ércsl.

[Mone IIpomoxon eéepxueco yposus (Protocol) comepxut uaeHTHdUKATOP
MIPOTOKOJIA, MEPEHOCIIET0 WH(MOPMAIUIO, Pa3MEIIEHHYIO B TMOJe JdaHHbIX [P-
nakera. Haubosiee momynsipHeIiMH HIIeHTU(PUKATOpaMH SBISIFOTCA 06y — JUIS
npomoxkona ynpaesnenuss mparcnopmom (Transport Control Protocol — TCP),
11y — mia npomokonaa noavzosamenvckux oOeumoepamm (User Datagram
Protocol — UDP) u 014 — mia npomoxona ynpasnsiowux coobwenutl Unumep-
nem (Internet Control Message Protocol — ICMP).

[Tone Koumponvnas cymma (Header Checksum) paccuuThiBaeTCsl TOJIBKO
s 3arojioBka IP-nmeritarpammel. [Ipy kaXKA0oM U3MEHEHWM MOJIEH 3arojaoBKa
MIPOMEKYTOUYHBIMU MapIIpyTH3aTOPaMH KOHTPOJIbHAsI CyMMa 3arojoBKa Tepe-
CUMTHIBAETCA. AJTOPUTM pacyéra — JONOJHEHUE K CyMMe BceX 16-OMTOBBIX
CJIOB 3arojioBka. [Ipu BEIUMCICHUN KOHTPOIBHOW CyMMBI 3HaUYE€HUE CaMOTO TIOJIS
"KonTponbsHas cymma' BeicTaBisiercs B 0.

[Mons IP-aopec omnpasumens (Source IP Address) u IP-adpec nonyuamens
(Destination IP Address) coaepraT COOTBETCTBYIOIIHE apeca.

[Tone Onyuu (IP Options) sBisercs HeoOsA3aTEIbHBIM U OOBIYHO HE WC-
MOJIb3yeTcsl. B HEeM MOTYT yKa3bIBaThCSl TOUHBIN MapIIpyT MPOXOXKACHUS ACHTa-
IpaMMBbl, JaHHBIE 0 OE30MTACHOCTH, Pa3INYHbIC BPEMEHHBIC OTMETKH | T.1. [Toie
MOXET UMETh MPOU3BOJIBHYIO JJIMHY B mipenenax oT 0 mo 40 GaitToB, 1S BhI-
paBHHMBaHUS pa3Mepa JedTarpaMMbl 1o 32-OUTHOM TpaHMIIE UCTIONB3YETCs TOJIe
Buipasnusanue (Padding). Dto mose, HanmpuMmep, UCIONB3YETCS IS TOTOTHE-
HUS pa3Mepa JedTarpaMMbl HYJIEBBIMU OalTaMu 0 MUHUMAIBHOTO pa3Mepa
MOJISL TAHHBIX KaJipa KaHanbHOTO ypoBHS (11 Ethernet 64 Oaiita).

3ajaHue 1 CAMOCTOSATEIbHOI PadoThI

B mporpamme Cisco Packet Tracer mocTpoiiTe cocTaBHYIO ce€Th, U300pa-
KEHHYIO Ha puc. 84 6e3 3a1aHUs aJPEeCOB XOCTaM U MapILIPyTU3ATOPaAM.

[To ananoruu ¢ npumepom Ha puc. 89 BHITIOJHUTE IAHUPOBAHUE ATPECHO-
ro MPOCTPAHCTBA i1 COCTABHOW KOMIIBIOTEPHOM CETH, COCTOSILEH U3 YETBIPEX
IP-moncereii cereiri ¢ Nj, Ny, N3 u Ny xoctamu U mSITOM MOJCETHIO MEXTY
MapumpyrtusaTopamu. KojmuecTBO MOJIb30BATENIBCKUX XOCTOB B IOJCETAX BBI-
YUCIISIETCSI CIIEAYIOIIMM 00pa3oM:
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N; = HopsIKOBOMY HOMEPY CTYAEHTA B KypHAJE aKaJeMIPyIIbl;

Nz =N 1+ 15;

N3 = Nj + 2Ny;

N4=N1+N2+N3.

KonudecTBo aapecoB B MOACETSIX AOIKHO ObITh MUHUMAILHO BO3MOXKHBIM
IUISl_PACCUMTAHHOTO YMCJa XOCTOB C YYETOM IUI03a noacetu. Mcmomb3yiite
nuara3oH aapecoB 192.168.1.0 — 192.168.1.255 (nmpu HEOOXOAMMOCTH UCIIOIb-
3yiiTe cienyronnyto ceth kiacca C — 192.16.2.0). KosmyecTBo apecoB B MATOH
MOJICETU BHIOMpANTE PaBHBIM YETHIPEM: TIEPBBIN — aJipec MOJICETH, MTOCIESIHUNA —
HIMPOKOBEIIATEIbHBIN, OCTaBIIMECS ABa — JJIA MHTEp(EiicoB MapHIpyTH3aTO-
POB, COETMHEHHBIX CBA3BIO "'TOUKA — TOUYKA". AJIPECHOE NMPOCTPAHCTBO MOJCETH
MEXKy MapHIpyTHU3aTOpPaMH JOJDKHO HAXOJUTHCS 3a MOCIEIHEW U3 MOJIb30Ba-
TEJIbCKUX MOJICETEN.

[IpuBenute B OTYET aapecHyr0 MH(MOPMALMIO JI1 BCEX MOJICETEH, yKa3aB
JUIS KaXKIOM MOJACETH:

- aapec MOACETH;

- MAacKYy IOJICETH;

- IIMPOKOBENIATEIbHBIN aApeC MOACETH;

- azapec U034,

- JIMafna3oH aJpecoB XOCTOB MOJICETH;

- JIMana30H PE3EpPBHBIX aJPECOB ISl XOCTOB MOJCETH.

BrimonanTe KOH(GUTypUpOBaHUE CETEBBIX WHTEPHEHCOB IMOIH30BATEIb-
ckux xoctoB IP-mojceteit B mporpamme Packet Tracer B cOOTBeTCTBUU ¢ pa3pa-
OOTaHHBIM IIJITAHOM aJpPecoB. AJIpec NUII03a TMOJCETH YKa3bIBaliTe B CTPOKE
Gateway (LLInto3) BKIIaaKu Config (KoHdurypuposanue) (puc. 29 a). Beimoaaute mpo-
BEPKY MPAaBWIBHOCTH KOH(DUTYPUPOBAHUSI XOCTOB MEPECHUIKON MaKETOB YTHIIU-
ThI ping MEXJY XOCTaMU MOJACETH BHYTPHU KaXKI0M MOJIb30BATEIbCKON MOJICETH.

Brimonaute HacTpoliky mHTEpdencoB MapuipytuzaTopoB. s sToro Ha
BKJIaaKe Config (KoHdurypuposaHue) BBIOCPUTE U3 MEHIO Interfaces (MHTepdeiicki)
cieBa uHTEp(dEC, K KOTOPOMY TMOJKIIOUEHA TIEpBasi CETh U HA3HAYBTE ITOMY
untepdeiicy [P-aapec numo3a u macky nepBoi nmojcetu. [locie yero BKIrOYNTE
uHTEepdeic, yCTAaHOBUB OTMETKY B dekOokce Port Status (puc. 98). O6pature
BHMMaHue Ha koMmaHAel Cisco 10S, aBToMaTHUecKl OTOOpakaeMble B HIKHEM
nosie Tipu koHpurypupoBanuu. [IpuBeauTe 3Tu KOMaHAbl B OTYET U TOSICHUTE
WX Ha3HAYCHHUE.

[ToBTOpUTE KOHPUTYPHUPOBAHUE JIJISi OCTAIBHBIX HHTEP(DEICOB MapIIpyTH-
3aTopa, KOTOPBIE CBSA3AHbBI CO BTOPOM IMOJICEThI0 U BTOPBIM MapIIPYTU3aTOPOM.
[TpuBequte B oTuér komanasl Cisco 1OS, BeimosHAIONIME KOHPUTYpALIMIO HH-
TepdencoB.

BrInonHuTe NPOBEPKY CETH MOCHIIKOW MAKETOB YTUIUTHI ping:

- OT XOCTa MepBoil mojceTn nHTEpPeiicy MITr03a ITON MOICETH;

- OT XOCTa MepBoy MojceTH uHTepdency 1UT03a BTOPOH MOICETH;

- OT XOCTa NEPBOM MOJICETH XOCTY BTOPOM MOJICETH.
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@& Routerl T / = | O] |-
Physical | Config | CLI|

GLOBAL T
— Settings FastEthernet0/0
Igorithm Setting Port Status
ROUTING Bandwidth ¥| Auto
Static 10 Mbps 100 Mbps
RIP —| Duplex ¥| Auto
SWITCHING | Full Duplex Half Duplex
VLAN Database MAC Address 000A.E3D0 C001
INTERFACE ;/ﬁ'ms_s 192.168.1.126
(FastEthemnet0/C w 255.255;
FastEthernet0/1 Tx Ring Limit 10
|Ethernet0,-’1,-’0 -

Equivalent I0S Commands
Router (config-if) § -

Router (config-if) fexit
Router (config)finterface FastEthernet0/0
Router (config-if) § -

Puc. 98. KordurypupoBanue nHTEpPEicOB MapmpyTU3aTopa

AHaNOTUYHBIM 00pa30M BBITIOJIHUTE KOH(MUTypupoBaHUE HHTEepdeiicoB
BTOPOr0 MAapLIPyTHU3aTOpa — LUIO30B TPETHEU, YETBEPTOU IOACETH U HHTEP-
deiica cBsi3U ¢ EPBLIM MapuipyTuzaTopoM. [IpoBepsTe UX QyHKIIMOHUPOBAHKE
C TIOMOIIIBIO YTUIUTHI ping. OOpaTuTe BHUMaHUE, YTO CBS3b MEXKY MEPBON U
BTOPOU MOJICETSMH, & TAKKE MEKIAY TPETbEU M YETBEPTOM IMOIACETSIMU OpraHu-
3yeTcst 0e3 BCSIKUX JIOMOJHUTENBHBIX HACTPOEK, TOJIbKO 3afaHueM [P-anpecoB u
BKJIIOUEHHEM HHTEp(PEehcoB. DTO MPOUCXOAUT TMOTOMY, YTO MapIIPyTHU3ATOP
(aKTUYECKH y4acTBYET B COCETHUX CETAX CBOMMHM MHTepdeiicamu u "3HaeT" 00
UX CYIIECTBOBAHMM. B TO e BpeMs epBbIi MapLIIPYTU3aTOP HUYETO ""HE 3HAET"
O CYyIIECTBOBAHUM YHAIEHHBIX OT HETO TPEThEU M YETBEPTOU MOACETAX. Anpeca
ATUX CeTel HEe0OXOIUMO COOOIIUTHh €My MyTEM BBOJAA JABYX IMpaBUJI CTaTUYe-
CKOM MapHIpyTH3alMH, 3aJal0IMX MapIIPYThl K 3TUM ceTsM. B 3Tux nmpaBuiiax
YKa3bIBaETCSL:
- IP-aagpec ynanéunoit moacern HazHaueHus (oH Oyaer purypupoBath B
MIEPBOM CTOJIOIIE TAOIHIIBI MAPIIPYTHU3AIINHN );

- Macka 3ToH yJIan€HHOM MoCeTH (OHa TOSIBUTCS BO BTOPOM CTOJIOIIE);

- IP-azmpec cnenyroiiero no myTu B 3Ty YIAJEHHYIO MOACETh MapUIPyTH-
3aropa (0H OyIeT yKazaH B TPETheM CTOJOIEe TaOJUIBI MapIIpyTHU3a-
UN).

Jits 3apanus mpaByIl MapUIPYTU3ALUUU OTKPOMTE BKIIAAKY Config (KoHdwury-
puposaHue) MapuIpyTu3aTopa u BBI6epI/ITe U3 MEHIO Routing (MapwpyTtumsaums) KO-
MaHJy Static (Ctatuyeckast). B momnsix Network (Cetb), Mask (Macka) 1 Next Hop (Cne-
AYIOLWMUIA MapLupyT13aTop) YKaKUTE, COOTBETCTBEHHO, [P-aapec moaceTn Ha3zHaye-
HUs, €€ MacKy U aJipec CIEAYIOLIEro Mo MyTy K Hel Mapupytuzaropa. Haxmure
Ha KHOMKY Add (Jo6asutb). MapuipyT OyJeT 100aBjieH B CIIHCOK MaplIpyTOB
HWKe KHotkH (puc. 99).
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(\¥ Routerl \ / u_‘—J‘:' o X
Physical | Config | CLI|

GLOBAL  * :
| Settings Static Routes

lgorithm Setting”| Network 192.168.1.192
ﬁ( Mask 255.255.255.224
c % 192.168.2.2

[ Re ke |

SWITCHING | [yctyuori Address
VLAN Databse | 1755 165 1.102/27 via 192.168.2.2

| INTERFACE | | ;55 755T: 16622

astEthernet0/C

astEthernet0/1 Remove

Ethernet0/1/0 ~

Equivalent I0S Commands
Router (config-if) fexit
Router (config) ¥

. T —
Router(conf@:mute 152.168.1.192 255.255.255.224 152.168.2.2 )
Router (config) ¥ -

-

Puc. 99. 3aganue npaBus MapmpyTH3auu

Jlo0aBbTe aHAJTOTUYHBIM CIIOCOOOM MApIHIPYT K JIPYroil yaal€HHOMN Mmojce-
ti. OOpaTUTe BHUMAaHHUE, YTO B HUYKHEM I10JI€ aBTOMATUYECKH YKa3bIBAECTCS KO-
manga Cisco [0S nobGamnenust mapmipyra. [IpuBenute koMaHbl 100aBICHUS
000MX MapUIPyTOB B OTUET.

AHaNOTUYHBIM 00pa30M CKOHPUTYPUPYHTE MpaBHiia CTATUYECKON Mapiii-
pyTH3alMu K YOAJIEHHBIM CETSIM Ha JpyroM mapuipyrtusatope. lIpuBenure ko-
Manibl Cisco IOS nobaBneHust MapuipyTOB K HUM B OTUET.

[IpoBepbTe pabOTOCIOCOOHOCTH BCEM COCTABHOM CETH MOCHUIKOM MAaKETOB
YTUJIUTHI ping OT XOCTa MEPBOM MOJICETU XOCTAaM OCTaJIbHBIX MOJICETEH.

Jlnst mpocMoTpa KOH(UTypauy MapiipyTH3aTOPOB HCTOJIb3YHTE HHCTPY-
MEHT Inspect (MHcnekTMpoBaThb), BBIIIOJIHUB LICIYOK KOTOPBIM 110 MapHIpyTH3aTO-
py, BbIOepUTEe KOMaHIy Routing Table (Tabnuua mapwpytusaumm) (puc. 100). Dty
uHdOpMAIUIO TaKkKe MOKHO TpocMoTpeTh Komanoi Cisco IOS sh ip route.
[IpuBenuTe B OTYET JIMCTUHTH KOMAHJ sh ip int brief (BBIBOJUT aJPECHYIO
uHpopmaruio nHTephercoB) M sh ip route JJIs 000MX MAPIIPYTU3ATOPOB.

C nensto u3ydeHus: popmara [P-geiiTarpaMMbl BBITIOJTHUTE 3aXBaT aHAJIM-
3atopoM Wireshark makeToB yTHJIMTHI ping, OTIpaBIEHHBIX ¢ Bamiero kommnero-
Tepa Ha cocennuu. [locne 3axBara BblaenuTe 3arojgoBoK IP-meitarpamMmel, kak

Ha puc. 101, u npuBeauTE B OTYET IMIECTHAAIIATEPUYHBIC 3HAUEHHUS BCEX MOJIEH
e€ 3aroJlIoBKa ¢ UX pacuiupoBKOH.
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o =
g Cisco Packet Tracer - D:\My_docs\'I:D('I'\Vlork\EducationfplansMracerNetwwks\StaﬁcRuutirlg;LR7.p S = (&

Fle Edit Options View Tools Extensions Help

Lo ical [Root] New Cluster Move Object Set Tiled Background Viewport
F ;
& )
C-PT A
2950-24 b4
Switchl Switch2
dar ® Routing Table for Routerl [&=] i (K
Rn}?erl Type Network Port Next Hop IP Metric P
1 C 192.168.1.0/25 FastEtherneto/0 --- 0/0 \
| c 192.168.1.128/26  FastEthernet0/1 --- 0/o0 7]
1 c 192.168.2.0/30 Ethernet0/1/0 --- 0/o0
] s 192.168.1.192/27  --- 192.168.2.2 1/0 i~
a5
s 192.168.1.224/27  --- 192.168.2.2 1/0
=
50-
‘Switchd
-
PC-PT
pcs pce [Jord PCS
< | 1 | »
Time: 00:44:36 | Power Cycle Devices Realtime
3 Scenario O ~ |Fire Last Status Source Destination Type Color Time (:

RN FEEFESE
el de g ,
ETY — . :

Puc. 100. [TpocmoTp TabauIBbl MapIIpyTH3ALMH MapLUIpyTH3aTopa

oo wieshork . sl TN 0000 TR W e

File Edit View Go Capture Analyze Statistics Telephony Tools Help
Bwoae DEAXLE Aer»aTL2IEE QAR #6B®M% B

Fjller.| ‘ = Expression.. Clear Apply
No.. Time Source Destination Protocol Info i
172.16.16.121 172.16.16.80 request
2 0.000491 172.16.16.80 172.16.16.121 ICMP Echo (ping) reply
31.005281 172.16.16.121 172.16.16.80 Icmp Echo (ping) request
4 1.005881 172.16.16.80 172.16.16.121 ICMP Echo (ping) reply E
5 2.006720 172.16.16.121 172.16.16.80 ICcmp Echo (ping) request
6 2.007250 172.16.16.80 172.16.16.121 ICMP Echo (ping) reply
7 3.008210 172.16.16.121 172.16.16.80 ICMP Echo (ping) request
8 3.008782 172.16.16.80 172.16.16.121 Icmp Echo (ping) reply
< 1 b

Version: 4
Header Tength: 20 bytes
= Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)
ECN-Capable Transport (ECT): O

cee. ...0 = ECN-CE: O
Total Length: 60
Identification: 0x2778 (10104)
= Flags: 0x00
0.. = Reserved bit: Not Set
.0. = Don't fragment: Not Set
..0 = More fragments: Not Set
Fragment offset: 0
Time to Tive: 128
Protocol: ICMP (0x01)
= Header checksum: 0x9a5f [correct]
[Good: Truel
[Bad : False]
Source: 172.16.16.121 (172.16.16.121)
Destination: 172.16.16.80 (172.16.16.80)
Internet Control Message Protocol

0000 00 50 bf 2c e3 95 00 e0 7d 73 c1 ab 08 00 FENOIY
(MIaKeIRR00 3c 27 /8 00 00 80 01 9a 5t ac 10 10 79 ac 10

0020 S0 08 00 49 5c 02 00 02 00 61 62 63 64 b5 66 ..I\.. ..abcde

0030 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghijkimn opgrstuv

0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

O@rnm Protocol (ip), 20 bytes ‘ Packets: 8 Displayed: 8 Marked: 0 ‘ Profile: Default

Puc. 101. Ananu3 3aronoBka [P-geirarpammer B Wireshark
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[IoBTOpPUTE SKCIEPUMEHT, 3aXBAaTUB OTIPABJICHHBIE C Bamiero komnsorepa

Ha COCEIHUM MaKEeThl YTUIUTHI ping pazMepoM L=(N+1)*1500 6aiiT (rae N — gecs-
TAYHOE 3HaueHue Bamrero mopsaxkoBOro HoMepa B JKypHaJle aKaJeMTIPYIIIIhI).
Jlist 3amadus pa3mMepa MakeTOB UCIIOIB3YHTE KITH0Y KOMAaHABl ping -1, HalpH-
Mep, ping -1 3700 (mas L= 3700 Oaiit). [IpuBeauTe B OTYET 3HAUCHUS TOJICH
uaeHTuUKaTopa nakera, (hJaaroB U cMemeHus (pparmeHTa s Kaxmoro ¢par-
MEHTa MaKeTa B CeayIomlel Tabnuie.

Ne i/ pparmenTa Wnentuguicarop ®jar DF ®uar MF Cwmemenne
nmakKera ¢parmenTa

1

2

w

10.

11.

12.

13.
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Bonpocsl 111 caMOnOAr0TOBKHU

Onuirte 0OCHOBHOE Ha3HaueHue npotokona [P. CpaBHute npenens! mnepe-
nauu IP-neritarpamm u Ethernet-xamapos.

Onumute dopmat IP-anpeca nporokona IP V4, HazoBuTe €ro mMpUHIUIIH-
anpHOEe oTinnune or MAC-anpeca.

JlaliTe onpeneneHne TEXHOJIOTUY MApIIPYTH3ALIHH.

YTo Ha3bIBAIOT LUIKO30M CETH/MOJCETH. B KakoM citydae makeTbl MPOXOAST
yepes nuio3?

Yro npencraniser codoit ¢pparmenrais/nedparmMenTanus aerarpamm? B
KaKoOM ciiydae oHa BbinoaHsercs? Yro takoe MTU?

Onenute 00beM mpoctpancTBa aapecoB [P v4 u onumivre, kKak opraHu30-
BAHO UX BBIJICJIEHUE KOHEUHBIM IOJIb30BaTENSIM.

HazoBute kmaccet IP agpecoB m ux xapakrtepuctuku. Kakum oOpazom
MapuIpyTU3aTOPbl ONPEACISIIOT MIPUHAIIEKHOCTh [P-anpeca nomyyarens K
TOMY WJIA HHOMY KJ1accy?

Onuiurte ocoOble (BbIACICHHBIE MO CHelualbHble HYX1bl) [P aapeca u
UX Ha3HAYCHUE.

UYrto npeacTaBisitoT coboit nokansHbie [P-apeca, Ha3oBUTE qUana3oHbI ce-
TEN TaKUX aApecoB. JlJIsl 4ero CIy)KUT TEXHOJIOTHUS CETEBOU TPAHCISALMU
azgpecoB?

OnummTe GopMar W UCMOJIB30BaHWE MACKH mojceTu. Kak 1Mo 3Ha4YeHHUIo
MacKHM OIPENEIUTh KOJIMYECTBO aAPECOB, KOTOpoe oHa Bbiaensier? Ilepe-
YUCIIUTE U3BECTHBbIE BaM Macku 1 UX XapakTEpUCTUKU AJist ceTH Kiacca C.
Onpenenute, BxoasaT au naBa IP-ampeca (Hampumep, 192.168.1.67 U
192.168.117) B OJIHY M TY € MOJICETh C MACKOM 255.255.255.192.

Uto mnpencraBiser co0OM TEXHOJOTHS OECKIACCOBOW MEXIOMEHHOM
MapupyTu3auun? 3anumure agpec 1 Macky cynepcetu aist 2000 xocToB.
OnummuTe CTPYKTYypy TaOIUIBI MapIIPYTHU3AIMU M CIOCO0 HAXOXKICHUS
MapupyTa MapumpyTuzaropom 1o IP-aapecy nomsydaresns.



14,

15.

16.

17,

18.

19.

20.

21,
22,

Yro mpexacrasiseT co00i MapmIpyT MO YMOJYAHUIO, SISl YETO OH MCHOJb-
3yetcs? Kakum oOpazom MapuipyT 0 YMOJTYAHHUIO YKa3bIBaeTCs B TaOIUIE
MapHipyTHU3aluu?

Uto Takoe METpUKa MApLIPYTa, KAKHE MAPAMETPBI MOTYT CIY>KUTb METPHU-
KOu?

UeM oTnmyaeTcs cTaTUYecKass MapupyTu3anus oT quHamudeckoi? Ilpuse-
JIUTE Ha3BaHUS MOMYJIAPHBIX IPOTOKOJIOB JUHAMUYECKON MapIIPYTU3ALIAH.
OnummTe aaropuT™M HAaxOXKJIEHUS MaplIPyTH3aTOPAMH CIEAYIOLIEro OT
HuX Imara mapmpyTa. Kakum obpa3om aapecyercss uHTepdeiic, Ha KOTo-
pBIi HEOOXOAUMO TIepecyaTh MaKeT, Ha CICAYIOIIEM I1are MapipyTa?
BriBeauTe Ha skpaH Baiiero kommbioTepa TaOMUIly MaplIpyTHU3AIUU s
€ro UHTep(PEnCcoB.

Onumute gopmat 3arosnoBka I[P u HazHauenue ero nosei. KakoBa MmuHu-
MallbHasl 1 MakcuMaibHas ainuHa [P makera?

OnummTe, KakuM 00pa3oM BBIMONHSETCA (parMeHTanus u aedparmMeHTa-
1{s. TAKETOB MpPU MEPECEUCHUU HHUMHU CETEH C pa3IU4YHbIM 3HAYCHUEM
MTU.

Uto Takoe BpeMsl )KM3HU MMAKETa U JJIsl YETO CIYKUT 3TOT napaMeTp?
VYkaxure uaeHTUGUKATOPHl HanboJiee MOIMYJISPHBIX MPOTOKOJIOB, MAKETHI
KOTOPBIX IIEPEHOCATCS B ITOJIe JaHHBIX [P.

TecThbl 1yl KOHTPOJIS1 YCBOCHUSA 3HAHUH

XocT nUMeeT IP-anpec 192.168.1.47 u MAacCKy MOJCETH

255.255.255.224. YKaxWTe aApec MOACETH W IIMPOKOBEIIATEIbHBIN

aZpec MOACETH, B KOTOPYIO BXOAUT JAHHBIA XOCT.

Yxkaxure kinace (A, B unu C) cnenytouux [P-anpecos:

- 172.16.2.2;

- 10.15.234.28;

- 192.168.5.137.

B Bamei cerm Haxomutcs 31 KOMIBIOTEP. YKaXuTe€ MAaCKy IIOJCETH,

0o0eCTeUnBAONIYI0O  BBIJICJIEHUE DJTHUX KOMIIBIOTEPOB B TOJACETh C

MUHHUMAJIBHO BO3MOXKHBIM 4HuCIIoM [P-anpecos

a) 255.255.255.248;

0) 255.255.255.240;

B) 255.255.255.224;

r) 255.255.255.192;

o) 255.255.255.128.

Haxopsitcs 1m B omHOM moaceTy KoMmmbioTepsl ¢ [P-agpecamu

172.16.2.65 ® 172.16.2.94, €Cllh 'y HHX MacCckKa IIOACETH

255.255.255.2247

Bribepute ycioBue, Mpy BBITOJIHEHHH KOTOPOTO XOCT/MapHIpyTH3ATOP

nepecebuiaet [P-nertarpaMmy mumo3y:

a) IP-agpec ornpaBurens u IP-agpec mosydartens mpuUHAIIEKAT Pa3HbIM
CETSIM/TIOJICETSM;
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11.

118

0) IP-agpec ornpasutensa u IP-agpec nmomyyaTtens npuHAAIEKAT OJHON U
TOM K€ CeTU/TIOJICETH;

Boibepute mnpaBuiibHOE ONpeleNieHue JUisi MaKCUMalbHOW €IMHUILIBI

nepeaaun (Maximum Transfer Unit, MTU):

a) MTU - 10 MakcUMaJIbHO JOMyCTUMBIHN pa3Mep 3arojoBka IP-nakeTa;

0) MTU - 310 MmakcuMalIbHO AOIYCTUMBIN pa3mep [P-nakera;

B) MTU - 310 MakcMMaiabHO AOMYCTUMOE 3HAUCHUE IJIMHBI TIOJI TaHHBIX
KaJIpOB KaHAJLHOTO YPOBHS.

Bri6epuTe anpec, mo kotopoMy He OynyT nepeaaBatbest [P-nefitarpammsl B

WNHutepHere:

a) 141.25.13.48;

0) 172.31.204.1;

B) 191.15.26.147.

Boibeputre  norHYecKyr0  Omepaiio, KOTOpas — HCIOJIb3yeTcs IS

ompeneneHuss  aapeca  cerw/moncetu w3  [P-ampeca  momyuwarens

JeATarpaMMBl:

a) IP-anpec nmonyuarens XOR macka ceTu/moaceTyu;

0) IP-ampec monyuarens OR Macka cetu/mojiceTy,

B) |IP-anpec nonyuarens AND macka ceTu/moJiceTH.

Ykaxure macky cynepcetu ¢ 2000 xocramu, ecid agpec TaKOM CETH
212.14.17.0:

a) 255.255.255.0;

0) 255.255.254.0;

B) 255.255.252.0;

r) 255.255.248.0.

VYkaxure mnopsakoBeiii HOMep (0T 1 10 5) nmnst cTONOIOB TaOIHUITKI
MapuIpyTU3aluu:

a) IP-ampec cinemyromiero no MapupyTy MapuipyTusaropa = ...;

0) MeTpuka Mapuipyra = ...;

B) aJpec CeTH/MOJCETH/X0CTa Ha3HAYCHHUS = ...;

r) |IP-aapec ucxopsiiero nopra TEKyero MapupyTazaropa = ...;

1) Macka MoJICETH Ha3HAUCHUS = ...,

Bri6epute npaBuibHOE yTBepx)AcHHE 00 m3mMenenussx MAC- u [P-anpecoB
B NIEPECHUIAEMBIX B COCTABHOW CETU CETEBBIX MAKeTaxX IMPH CIECIOBAHUU UX

10 MapuIpyTy:

a) MAC-anpec ornpaBuTens Ha KaxaoM mare usmensercs, MAC-anpec
rojaydarenass  OCTa€rcsd  HEU3MEHHBIM, IP-agpeca  ocrarorcs
HEU3MEHHBIMY;

06) MAC-ampec otnpaButrens u MAC-aapec TmoydaTenss OCTalOTCS
HEM3MEHHbIMM Ha Kaxaom 1are, [P-ampeca Takke ocrarorcs
HEU3MEHHBIMH;

B) MAC-anpec ornpasutens u MAC-aapec nmoydyaTesss U3MEHSIOTCS Ha
KaXXJIOM I11are u3Mmensiercs, IP-anpeca ocraiorcsi HeU3MEHHBIMU;

r) MAC-aapec otnpaButens u MAC-agpec mnoaydarenss OCTarOTCS
HEM3MEHHBIMH Ha KaxkJioM 1iare, [P-aapeca nusmensitorces;



12. Vxaxwute, kaks uHpOpMalLUs CIYXKHUT yKa3aTelleM Ha NEepBbId (parMeHT
JleuTarpamMMmsl:

a) HyzneBoe 3HaueHue daara MF — More Fragments;
0) nyneBoe 3HaueHue nosst CMmelenue GparMenTa;
B) HyJeBOe 3HaueHue nois Maentudukarop nakera.

Jluteparypa
1. Tanenbaym 3. Kommnbiorepusie cetu / 3. Tanenbaym. — 4-e uzg. —
CIIO. : ITutep, 2009. — 992 c.

2. TCP/IP: Apxurexrtypa, mpoTokoJibl, peanusamus / Cugau et — 2-e
u3a. — McGraw-Hill, 2000. — 424 c.

3. Ycmanos P. Ilporokon IP [anekTponssiii pecypc] / P. YecmaHoB. — pe-
xum octyna: http://www.citforum.ru/nets/tcp/ipspec.shtml.
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PA3OEJ 5
NCCNEAOOBAHUE PABOTbI NMPOTOKOIJA YINPABIAKOLWUNX
COOBLWEHWUA UHTEPHET ICMP U NPOTOKONOB
TPAHCIMOPTHOI'O YPOBHA UDP U TCP

5.1. lIporokoa ynpapiswomux coodomennii Uarepuer ICMP

JeritarpaMMHBIA xXapakTep npoTokona IP (oTcyTcTBHE mpenBapUTEIbHOM
YCTaHOBKH COEIMHEHUS U TApaHTHH IOCTaBKHU MaKeTa) B ONPEIEIEHHOM CMBbICIIE
ABJIsIeTCA MpoOJIeMOl Npu mepedade AaHHBIX. TOT (akT, 4TO Ha YpPOBHIX,
JeKalMX BbIIIE CEeTeBOro (O0OBIYHO HAa TPAHCIOPTHOM), peaTU3yHOTCS
MEXaHU3Mbl, OO€cleuMBaloOlMe HAAEXKHYIO IepeAady JaHHBIX, HE CIacaer,
IIOCKOJIbKY, HAIIPUMED, ITPU BBIKIIOYEHUH XOCTA-TI0JIy4daTeIsl TOCPEANHE CeaHca
paboThl OTIpaBUTENb, HE 3HAas O MpodiieMe, OyIAET MPOAOIKATH OTHPABIATH
TIaKeTHI, 110 KpaiiHe# Mepe, emé HekoTopoe Bpems (puc. 102).

Puc. 102. U3Benienne oTnpaBuTells 0 HEAOCTYITHOCTH ToiTydaress ¢ momomrsio [CMP-
coo01eHus

Takke BO BpemMsi ceaHca MOXET OTKa3aTb  IPOMEKYTOYHBIM
MapuHipyTH3aTop, JUO0 PEKOHPUTYPUPOBATHCS MPOMEKYTOUHAS CETh, JUOO
3aBEpPIINTh pabOTy MPUIIOKEHHUE, MOodyvaroliee MHPOPMALMIO 4Yepe3b CEeTh, U
T.1. Heobxoaum mexaHu3Mm, OOHApYKUBAIOIIUN OIIMOKUA MOJO0OHOTO pojia U
W3BEHIAIONIMN KOHEUYHOro (XOCTa) M MPOMEXKYTOUHBIX (MapIIpyTHU3aTOPOB)
OTNpaBuUTeNell MmakeToB o0 mpobieme. Takyio 3agady pemiaeT npomoKol
ynpasusrowux cooouenuti Mnmepuema (Internet Control Message Protocol —
ICMP). Coob6iienne ICMP niepechbuiaetcs B mosie AanHbix [P-makera (puc. 103),
pu 3ToM pasmep 3arojioBka ICMP 00bI4HO cocTaBisieT BOCEMb OAMT.

ICMP
3aron
OBOK

IP
3aronoBokK

3arono-
BOK
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®opwmar 3aronoska ICMP npusenen Ha puc. 104. PacimndpoBka 3nauennii
noJsieit Tun 1 Kop mpuBejieHa B Ta0JI. 5.

0 718 15|16 31
Tun Koa KonTponbHasa cymma
CoobweHue (3aBucuT oT « Tun» 1 «Koan»)
AaHHbie ICMP
Puc. 104. ®opmar ICMP-nakera
Tabauia 5
Tunsl ICMP-coo0menuit
Tun | Kog Onucanne Tun | Kox Onucanne

0 0 | Oxo-oTBeT 5 2 | llepenampaBieHue s Kax-
JIOTO  THUMa  OOCITYXHBaHUA
(TOS)

3 0 | HeBo3moxHO mepenmaTth nei- | S 3 | IlepenanpaBienne makera K
TarpaMMy B JIOKQJIbHYIO CETh y3Iy A KaXJ0ro THma 00-
azpecara CITY’KUBAHHSI

3 1 HeBo3moxHO mepenaTh nei- 8 0 DX0-3ampoc
TarpamMmy Ha XOCT-

KOMITBIOTEp aJjpecara

3 2 | Hemp3s BOCIIONIb30BaThest | 11 0 | Bpems xwu3nu nakera (TTL)

yKa3aHHBIM IIPOTOKOJIOM UCTEKJIO TpPH TPAHCHOPTH-
POBKe

3 3 | Henb3sa nepenath naHHble Ha | 11 1 | Bpems xu3Hu nakera (Bpems

YKa3aHHBIN OPT cOopku (parMEeHTOB) HCTEK-
710 Ipu AedparMeHTauu

3 4 | Heobxomuma ¢parmenTarus, | 12 0 | Ommbka mapameTpa, yka3a-
HO ycTaHOBJeH Quar eé 3a- TeJb MOKa3bIBAET OMINOKY
npera (DF)

3 5 | Cooit B mapmpytuzanuu mpu | 13 0 | 3ampoc MeTKU BpeMeHH
OTITPABIICHUH

4 0 | CmepxuBanue otmnpaButens | 14 0 | OtBer c MeTKOIi BpeMEHHU
(OTKIIIOYEHHE  OTIPABUTENS
IpY MEPENOTHEHUN BXOAHOTO
Oydepa)

5 0 | IlepenampasneHue makeToB B | 15 0 | 3ampoc uHbpopMarH
CeTh

5 1 | IlepenampaBneHue makeToB K | 16 0 | OrBer Ha 3ampoc wH(pOpMa-
y311y ITUU

[TpoTtoxon ICMP cayxut ais cooOrieHust o0 ommbkax, HO He JJIs UCIIPaB-
JieHusI OmMOOK, OTHPABUTENb CaM JIOJDKEH OMPEACNIMTh UCTOYHUK OIIMOKH U

MPEANPUHATh MEPHI MO YCTPAHEHUIO OLIUOOK.

[Tonp30BaTelb MOXKET HMCIOJIB30BaTh COOOIEHUs Ixo-3anpoc (Tum = 8) u
Oxo-otset (Tum = 0) I MPOBEPKH JOCTHXKUMOCTH ajpecara (rosydaresns) IP-
MakeTa, ero CHOCOOHOCTH OTBEYATh HA 3aIIPOCHI, a TAKXKE 0 pabOTOCTIOCOOHOCTH
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cuctembl Mapupytuzanuu. B ICMP-coobmiernn 9xo-oteeT MEHSIOTCS MECTaMH
IP-agpeca mnonywatens wu otnpasutend. Mcnonesyromas Takue ICMP-
COOOIIEHHS POrpaMMa ping.

[Mporpamma tracert (traceroute) BBICBUIAET MAKET MO yKazaHHOMY [P-
aapecy win DNS-umenu co 3HaueHueM TTL=1. [lockoapKy Ha IEPBOM MapuIpy-
THA3aTOpE TTL cTaHeT paBHBIM O, IMAKET BEPHETCS Ha aipec OTIPABUTENSA C CO-
oomenneM 00 ICMP-ommbke KonTponbHoe Bpems  wcTekno, tracert
(traceroute) mpu 3TOM OTOOpaKaeT UM M aJIpec MEPBOr0 MapUIPyTU3ATOPa, &
TaK)Ke BpeMsi MEXKIy OThpaBkoi makera u mnosydenuem [ICMP-cooOuienus —
(Round Trip Time — RTT). 3ateMm tracert (traceroute) BBICBUIAET MAKET IO
ykazaHHoMmy [P-aapecy mnu DNS-umenu co 3HaueHwem TTL = 2, BTOpPOH
MapuipyTtu3atop BbickuiaeT I[CMP-nmakeT oTmpaBuTeNtO U €ro aapecHas uHdop-
Manusa otoOpaxaeTcs Ha 3KpaHe. Tak mpoJoipkaerca 10 TeX Mop, MoKa OTIpa-
BUTENb HE NMONydnT ICMP-mtakeT OT mocnenHero ysna B LENOYKe, KOTOPBIM SIB-
JSICTCSI y3€J1 ¢ apecoM, YKa3aHHBIM tracert (traceroute) (puc. 105).

C:\WINNT\system32>tracert www.rada.kiev.ua

TpaccupoBka mapmipyta k alpha.rada.kiev.ua [195.230.148.11]

C MaKCHMMaJIbHBIM YHCJIOM IPBIKKOB 30:

1 <10mc <10wmc <10 mc cit-gw.zgia.zp.ua [192.168.1.129]

2 <10mc <10mc <10 wmc Eagle.zgia.zp.ua [192.168.1.1]

3 <10mc <10wmc <10 wmc lix.ZSEA.zp.ua [212.8.40.6]

4 <10mc 10ms <10 mc zssm.IX.zp.ua [212.8.32.241]

5 120ms 30ms 60 ms center-El-apex-1.apex.dp.ua[195.24.137.130]
6 70ms 30ms 40ms kiev-dnepr.apex.dp.ua [212.3.111.61]
7 30ms 30ms 20 ms infocom-gw.ix.net.ua [195.35.65.35]
8 40ms 50ms 60 ms plus.ukrpack.net [195.230.150.9]

9 * 60 ms 141 ms S94.plus.ukrpack.net [195.230.151.94]
10 130ms 120ms 60 ms alpha.rada.kiev.ua [195.230.148.11]
TpaccupoBka 3aBepIieHa.

Puc. 105. Mcnionb30BaHue MporpamMmsl tracert Ui TpPaCCUPOBKH MapIpyTa

5.2. O0mas XxapaKTepUCTUKA MPOTOKOJIOB TPAHCIIOPTHOI'0 YPOBHA
creka TCP/IP

K mporokonam TpancnopHoro ypoBHsi cereBoro cteka TCP/IP oTHOcaTcs
npomoxkon noavzosamenvckux oeumazpamm (User Datagram Protocol — UDP)
u npomokxon ynpaenenusi mparcnopmom (Transport Control Protocol — TCP).
OO6mielt 3amadeit dTUX MPOTOKOJIOB sBIISETCS HononHuTeNnbHas (k MAC-aapecy
KaHaibHOTO YypoBHA u IP-ampecy cereBoro ypoBHs) azapecainusa. Eé
HE0OXOAMMOCTh NPOMJUTIOCTpUpOBaHa Ha puc. 106. JlelicTBUTeNbHO, €ciu 1Ba
KOMIIBIOTEpA, PpACIHOJIOKEHHbIE B OOHOW [P-cetw, BBINOJIHSAIOT CETEeBOE
B3aMMOJICHCTBUE, TIEPECHUIAS] HECKOJBKO IOCIEAOBATEIbHOCTEH ITAKETOB
pa3IMYHBIMH TMPWIOKEHUSIMH, TO aJpecHas uH(GOpMalus B 3arojloBKax
KAaHAJIBHOIO M CETEBOr0 YpPOBHA Y HHUX HE OTJIMYAETCS (I KOMIIBIOTEPOB,
pacmojoxkeHHbIX B pasHbix [P-ceTsix, He Oynmyr omimuatees [P-agpeca
OTIIpAaBUTENSl M Toiydarenss). B To ke Bpems, Kaxaoe MpUJIOKEHNE
BBIMIOJHSCTCSI B OMNpEACNEHHOM 00nacTh MaMATH, BBIICTICHHOW eMy
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OMEPAIIMOHHON CHUCTEMOIl KOMIIBIOTEPA, U MOTOKU MAKETOB JIOJKHBI MONAATh
WMEHHO B ""cBon'" 00J1aCTH AMSATH.

Cepsep WWW KnueHt WWW
Cepsep E-mail Knuent E-mail

1234 | 80 IPk | IPc | MACc | MACKk

{7

1Pk =192.168.1.1

IPc =192.168.1.253
Mc =255.255.255.0
MACc = 00-00-1C-15-D3-F7

Mk =255.255.255.0
[HTTP [ ATTP p»[ HTTP }>» MACK = 00-00-0A-0D-FB-34

[ E-mail | E-mail }»{ E-mail |»

3456 | 110 | IPk | IPc | MACc | MACk

Puc. 106. HepecmnKa HCCKOJIbKHUX ITIOTOKOB ITaKCTOB PA3JIMYHBIMU ITPHUIIOKCHUAMU

st pemienust »Toit mpoosiemsl B npotokoiax UDP u TCP ucnons3yetcs
JIOTIONIHUTEbHAST ~ aApecalmusi ¢  TIOMOINBbIO  JBYXOAMTOBBIX  nopmos
MpaHcnopmuo2o yposus (TepMHUH "TOPT" SBISETCS HE COBCEM YAayHBIM, TO-
CKOJIbKY OH HE UMEET OTHOIIICHUS K TTopTaM 00opymoBanus). [Ipyu 3ToM mOpTHI ¢
Homepamu ot 0 10 1023 cranmaprom RFC 1700 Assigned Numbers 3akperieHb
3a cmandapmuvimu cayscoamu (Well-known services), HCIONHSIOIMKUMUCA Ha
cepBepax (Tadi. 6). Ocrapimecs Homepa mopToB (Beiie 1023) nmpeaocTaBiIsIOT-
Csl KIIMEHTCKOMY TTPOrPaMMHOMY OOECTICUSHHIO TI0O MEPe HEOOXOIUMOCTH ITyTeM
BBIICJICHUSI HOMEpa MOopTa U3 MyJia JOCTYITHBIX MTOPTOB.

Tabauia 6
[TopThl IPOTOKOJIOB TPAHCTIOPTHOTO YPOBHS OOIIEN3BECTHBIX CITYXKO
Cayxo6a [[Iporoxkosa*| IlopT Onucanue
FTP-Data TCP 20 [[Iepecbuika nanubeix FTP
FTP TCP 21 [[lepecbuika komang FTP
TELNET TCP 23 [[Topr telnet
SMTP TCP 25 [[TopT mpoCTOro MPOTOKOJIA MEPECHUIKH MOYTHI
Nameserver UDP 53 |Cnyx0a UMEH TOMEHOB
(DNS)
[Bootps/DHCP|  UDP 67 [[lopt cepBepa 3arpy3Ku KOH(PUTYpaLMOHHON UH-
dhopmaru
Bootpc/DHCP|  UDP 68 [[lopT KJIKMEeHTa, MOTYYaroIIero KOH(GpUrypaunoH-
HYI0 HH()OpMAITHIO
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TFTP UDP 69 [[IpocTeifmnii IPOTOKOJ MEepeChUIKU (aitioB

[HTTP TCP 80 [[IpoTOKOJ MEePeChUTKH THIIEPTEKCTOBBIX CTPAHUIL

POP3 TCP 110 |Cnyx0a BBIOOpKH MOYTOBBIX coobmeHuit mst [TK

SUNRPC UDP 111 |BbI30B yJaJICHHBIX TPOLEAYP

NNTP TCP 119 |[[IpoToKOJ NEPECHIIKHA CETEBBIX HOBOCTEH

NTP UDP 123 |Cnyx06a Network Time Protocol

NetBIOS-NS UDP 137 |Cnyx06a umén NetBIOS

NETBIOS- TCP 139 |Cnyx06a ceanca NetBIOS

SSN

SNMP UDP 161 [[TomydeHue ceTeBbIX 3aIPOCOB OOCTY>KUBAHHS

SNMP-trap UDP 162 [[Tomy4yeHnue oT4ETOB O MpoOIEMax B CETH

[HTTPS TCP 443 |be3omacHbIi IPOTOKOJ MEPECHUIKH THUIIEPTEKCTO-
BBIX CTPAHHMI

MDS/SMB TCP 445 |MDS (Microsoft Directory Services) SMB (Server
Message Blocks over IP) - Cnyxx6a moauepxku
TCP/IP NetBIOS

* Jlns Bcex ciayx0 3apeructpupoBanbl 1 TCP, 1 UDP-mopThl ¢ 0IMHAKOBBEIM HOMEPOM,
B cTo0ue [Iporokos ykazan Hanbosee 4acTo BCTpedaeMblil IPOTOKOJ /IS CITYKO.

I/ICHOHBSyeMaﬂ A agpecannuu KOM6I/IHaHH}I IP-ampec:HOMEP TIOpTa
Ha3bIBaeTC adpecom coxema (socket address). Anpec cokera oOecrieuynBacT
JUJIsl cepBepa U KIIMEHTa BCIO MH(GOpMaIUI0, HEOOXOIUMYIO IS UACHTU(DUKALIUH
napTHepa 0 KOMMYHHUKAIIMHU, T1apa aJpecoB COKETOB KJIMEHTa U CepBepa SBJIS-
€TCs YHUKaJIbHOU BO Bcel cetu MHtepHer. KoMaHaoil netstat - na MOXKHO
BBIBECTH CIIUCOK TEKYIIUX KOMMYHHUKAIIUH XOCTa C OTOOpaXKEHUEM Iap aJIpecoB
cokeroB (puc. 107).

B KoMaHaHas cTpoka |5|E|é‘

C:\Users\kgp>netstat -na
AKTUBHbIE NOAKMKYEHUA

CocToAHKHE
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
.99:80 TIME_WAIT

WHa
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

I

GGGDGQGGGGg

GGGDGQGQGG§

[cBcoRoloRBololollcllollolhd
[cBcoRcoloBolololclolol

o
h=1
o
L]
o

oKanbHblf agpec
.0.0:135

.0: 445

0:912

0:990

0:1025

.0:10286

.B:1027

.0:1028

TCP .0.0:1029

TCP .0.0.0:54035

TCP 109.201.253.151:13034

TCP 109.201.253.151:13035 . .99:80 TIME_WAIT

TCP 109.201.253.151:13036 .85.148.99:80 TIME_WAIT

TCP 109.201. . 13037 .85.148.99:80 TIME_WAIT

TCP 109.201. . 13058 .85.148.99:80 TIME_WAIT

TCP 109.201.253.151: 13068 .85.149.102:80 TIME_WAIT

TCP 109.201.253.151:54035 .223.189:43969 TIME_WAIT

TCP 109.201.253.151:54035 . .5.29:59826 TIME_WAIT

TCP 127.0.0.1 1:1056 ESTABLISHED

TCP 127. 1:1055 ESTABLISHED

TCP 127. .B.1:10862 ESTABLISHED

TCP 127. .0.1:1061 ESTABLISHED

TCP 127. :0 LISTENING

1l
0
0
0
0.
0.
0
¢}
0
0
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Puc. 107. BeiBog anpecoB COKETOB C MX COCTOSTHUEM
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B mepBoM cTonb1ie yKa3bIBae€TCS MPOTOKOJ TPAHCIOPTHOTO YPOBHS, BO
BTOPOM — aJIpEC COKETa JIOKAILHOTO KOMBIOTepa (To ecTh IP-ampec u uepes nBoe
TOYME TOPT TPAHCHOPTHOIO YPOBHS), B TPEThEM CTOJOLE aApecC COKeTa
yAQIEHHOTO KOMbIOTEpPa (0.0.0.0:0 - 1ys "chaymaronux" mopToB JOKAJIBHOTO
KOMIIBIOTEpa, TMPHUIMCAHHBIX K CEPBEPHBIM  MpoIeccaM  OKUJAIOIIIM
COCITMHECHHIT) U B YETBEPTOM CTOJIOIE - COCTOSTHUE KOMMYHHKAIUHU (HaIIpUMep,
LISTENING OKUJAHUE COCAUHEHMS, TIME-WAIT oTpaboTaBias
KOMMYHHKAIIMSI HOPMaJbHO 3aKphITa, HO OyJAeT emé JOCTyIHa sl MaKeTOB B

TeueHue npumepHo 30-120
YCTaHOBJIEHO).

CEKYH/I,

ESTABLISHED

COCAMHCHUC

Hanuune nByX MNpOTOKOJOB TpaHcnopTHoro ypoBHs B creke TCP/IP
CBSI3aHO C UX OCOOEHHOCTSIMH, ONPEAEIAIONIMMH 00JIACTh MCIIONIb30BaHUS dTUX

IIPOTOKOJIOB (TaldI. 7).

Taoauna 7

CpaBHuTeabHasi xapakTepuctuka nporokoos UDP u TCP

User Datagram Protocol - UDP

\ Transport Control Protocol - TCP

IIpenmyiecTsa NpoTOKO0JIOB

BricTpblii 3a CYET OTCYTCTBUA CPENICTB ra-
paHTHPOBAHUS JIOCTaBKHU MaKeTa u obecrie-
YCHMSI [IEJIOCTHOCTH MH(OpMAIUU

l"apanTupyeT HaAEKHYIO I0CTaBKY NTAaKETOB

ITo3BomseT OpPraHru30BbLIBATE MHOTr0aJpecC-
HBIE U IIMPOKOBEIIATEIbHbBIC PACCHUTKU Ha
CETEeBOM YPOBHE

[apanTupyet 1enocTHOCTh HHGOPMAITIH B
MakeTax

HepocraTtku

MPOTOKOJIOB

He rapantupyer 1ocTaBKy NakeToB

OTHOCHUTEILHO MEUIEHHBIN 3a CUET MO/I-
JEP>KKH CPEJICTB TapaHTHUPOBAHUS JTOCTABKU
IaKeTa U 00eCIeUCHHUS IIeIOCTHOCTH HH-
dbopmanuu

He rapantupyet nenoctHocTs nHGOpMAIUU
B MakeTax (MpH OTCYTCTBUU pacyéTa KOH-
TPOJIBLHON CyMMBI)

Hcnonp3yeT coeauHenus "Touka — Touka'",
YTO HE MO3BOJISIET OCYLIECTBIATh MHOT0a/1-
PECHBIE U IIMPOKOBEUIATEIbHBIE PACCHUIKU
Ha CETEBOM YpPOBHE

O0J1acTH IpUMEH

eHHs IPOTOKOJIOB

BuyTpu HafEKHBIX CETEH KaHAIIBLHOTO
yYpOBHS HEOOIBIIOTO MaciiTada (Hampumep,
nokanpHbIX cerel Ethernet)

B TCPPUTOPHUAJIBHBIX U T. 7100aIbHBIX CCTAX,
Hallé)KHOCTI) KOTOPBIX CIIOXKHO 00ecIeYnThb
KaK M3-3a UX pasMepa, Tak U U3-3a OTCYyT-
CTBUS CIMHOTO AaAMUHUCTPHUPOBAHUSA

ITpu nepenaye onuppoOBaHHOTO 3BYKa U BH-
11e0, KOTJ1a MOTepsl HECKOJIbKUX MMAKETOB HE
MIPUBOAMT K MpoOeMaM Mpu BOCIPOU3Be-
JeHnH nHopmanuu

[Tpu nepenaue ¢aitnoB u cooOIIeHH, KOT/1a
Ba)KHEBEIMH SIBJISIOTCS KaXKJIBINA ITAKET U KaXK-
ZIBII OAiT B ITaKeTe

[Ipu opranuzanuy MHOTOAPECHON pacchli-
K{ B COCTaBHBIX CETSAX (HapuMep, BUAEO MO
TpeOOBaHUIO)
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5.3. IIpoTroko nmoab3oBaTeabckux geiirarpamm UDP

Ilpomoxon nonvzosamenvckux oeumazpamm (User Datagram Protocol —
UDP) siBistercs ciay»x00ii, nepecpliaromiei nudopmanuto B IP-nakerax 6e3 uc-
MOJIb30BAHUSI MEXAaHU3MOB, TAPAHTHPYIOUIUX JIOCTAaBKY MaKETOB MOJIy4aTeNo0 U
1[EJI0CTHOCTh UH(POpMAIUK (ClAeayeT OTMETUTh, YTO 1IEIOCTHOCTh MOXKET rapaH-
THPOBATh HAJTMYUE KOHTPOJIBHOM CyMMBI B 3aronioBke UDP, onnako e€ pacuér B
ciyyae ucnosib3oBanusi [Pv4 sBnsiercst onmuonanbHbiM). B mone 3aronmoBka IP
nakera Ilpomoxon eepxnezo yposHs yKaspiBaeTcsi koxa, paBHbIH 17 (11y)
(puc. 108). 3arooBox UDP neiitarpaMMebl ipejcTaBiieH Ha puc. 109.

65535
Tun npotokona = 17 (114) 65515

20 8 65507

Puc. 108. UDP-xeiitarpaMmma MmakcuManbHOTO pa3mepa BHyTpu [P-makera

0 15 16 31

[Topt oTmpaBuTens [Topt nomyuarens

Jnmaa UDP neiirarpammsl, Bkinrodast | KoHTponbHas cymMMa ICEBA03arojIoBKa
UDP 3arosioBok n UDP nevirarpammsbl

Puc. 109. Ctpykrypa 3aronoska UDP

[Tone [nuna UDP oetimacpammsi onipenienseT olliee KOJIM4ecTBO OailT B
3aroioBke UDP u obmactu nanubix. MakcumanbHas ainuHa UDP-neditarpamMmbr
OnpeeIeTCs] MAKCUMAIIbHBIM pa3MepoM [P-makera, B KOTOpOM OHAa HAXOJIUTCH,
B clly4ae MUHUMAJILHOTO pa3Mepa 3arosioBka [P B 20 GaiiT, MakcuMasbHBIN pas-
mep UDP-nefitarpamMmsel coctaisier 65515 Gaiit (puc. 108).

[Tone Kommponvuas cymma nceedosazonoska u UDP Oetimazpammbi BbI-
YUCIISIETCS U BUPTYAJTIbHOW CTPYKTYPBI JAHHBIX, MPEACTABIISIIONIEH CO00M
ncepao3aroyioBok (puc. 110), k koropomy npucoeannena UDP-gaeitarpamma,
MIpU HEOOXOAMMOCTH B KOHIIE JOTOJHEHHAs HYJISIMU TaK, 4YTOOBI OOIIMI pazMep
CTPYKTYpBI JaHHbIX ObUT KpaTeH 16 Outam. IIceBno3aronoBok 1 TOMOJHEHUE HE
MepechUIaloTCsl M0 CETH, OJHAKO OHM MOTYT OBITh BOCCTaHOBJEHHI U3 |P-makera
u pazmepa UDP-geritarpaMmebl TIOJTy4aTesieM.

0 78 15 16 31

IP-anpec ornpasutens (Source Address)

IP-anpec momyuarens (Destination Address)

0{0|0|0|0|0|0|0| TIporokom=17 Jmaaa UDP nefitarpamMmbl

Puc. 110. Crpykrypa nceno3aroioBka UDP nefitarpammsr
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Hannuwme mnceBno3arosioBka IO3BOJISIET 3AIIMTUTh KOHTPOJIBHOM CyMMOM
azipeca COKETOB, OOpa3yloIMX KOMMYHHUKAIIMIO, & HE TOJIBKO ajJpeca IOpTOB.
Cnenyer ormeruts, uro mportokos UDP He mpexycmaTpuBaeT CTaHIApPTHOIO
MEXaHU3Ma [IOBTOPEHMS MEPEIadu OTEPSHHBIX [TAKETOB.

5.4. lIporokoa ynpasJienust Tpancnoprom TCP

Ilpomoxon ynpaenenuss mpancnopmom (Transport Control Protocol —
TCP) obecrieunBaeT rapaHTUPOBAHHYIO JOCTaBKY ITAKETOB, COOTBETCTBYIOIIUH
HCXOTHOMY COOOIIICHHUIO TIOPSAIOK CIIeAOBaHUS OalT, HCKITIOYAET OMMOKH Tepe-
Ja4M, a TaKXKE peaqu3yeT yIpaBiICHUE IMOTOKOM M MPOW3BOAUTEIBHOCTHIO CO-
eauHeHus. HanéxHocTe nepenaun HaHHbIX oOecrieunBaeTcs nojnaepxkkon TCP
CIIEYIOIINX MEXaHU3MOB:

- TIOCJIeIOBaTEIbHOM HyMepaluu O0aliToB B MepeaaBacMbIX OJIOKax JaH-

HBIX;
- TIOATBEPKICHHS NpHeMa JIaHHBIX C peali3aluel TaiMayToB B TIOBTOP-
HBIX TIepead (peTpaHCMUCCHI) HETIOATBEPKIEHHBIX JaHHBIX;

- TpeABapUTENbHON YCTAaHOBKH COCIUWHEHUS MEXIy OTIpaBUTEIEM H

noJIy4aTelsieMm;

- TpoLEIypbl HOPMAJILHOTO W BHEIITATHOTO 3aBEPIICHHS COCIUHEHMUS

MEXIy OTIPABUTEIIEM U TTOTydaTelIeM;
- 00s13aTEIBHOTO HCIIOIB30BAaHUS KOHTPOJBHONW CYMMBI Ui 3allUThI
TCP-makera.

PaccMmoTpum 00001IEHHYIO CXEMY B3aMMOJACHCTBUSL OTHPABUTENS U TOJY-
yaTens ¢ ucnosb3zoBanueM nportokosa TCP. CereBoe NMpHUIIOKEHUE, BBITIOIHS-
IOIeecs Ha KOMIBIOTEPE OTIPABUTEIS, MEPEIACT OTMPABIIICMbIC IO CETH JaH-
HbIE porpaMMHOMY obecrniedeHuto TCP, koTopoe pasMemniaer JaHHBIE B CBOEM
sbixoonom bygepe (send buffer) (puc. 111). 3arem TCP BoIpe3aer Tak Ha3bIBac-
MBI ceamenm Oannvix (Segments) u3 Oydepa, modaBiasier k Hemy TCP-
3aroJIOBOK M Tiepenaet npotokony IP mmg nqocraBky B BHAE OTAEIBHOM JieWTa-
rpammbl. Makcumanvuwiti pazmep ceemenma (Maximum Segment Size — MSS)
ONpeeIsICTCS 3HAUCHHWEM TMapaMeTpa MaKCUMaJIbHOW CIWHHUIIBI Tepeaaun
(Maximum Transfer Unit — MTU) TexHOJOTrHH KaHAJIBHOIO YPOBHS M CyMMap-
HbIM pa3MmepoM 3arojioBkoB TCP u IP:

MSS = MTU - 3zaronosok TCP — 3aronosok IP

B cnyuae, ecnu TCP-cerment nepenaércst B [P-cetu, paboTaroieil moBepx
Ethernet (namomuum, yto Ethernet xapakrepusyercs 3HaueHuem MTU = 1500
0aiiT), To npu pazmepax 3arosioBkoB TCP u IP (6e3 onmuit), paBHbix 1mo 20 6aift,
3HaueHue MSS Oyner cocrtaBiate 1460 OGaitt. IlakeTupoBaHue MaHHBIX B Cer-
MEHThl MaKCHUMAaJbHOTO pa3Mepa 00ecleuynBaeT MaKCHUMAaIbHYIO TMPOU3BOIU-
TEJILHOCTh COCMHEHUS, MMOATOMY J0 co3nanus cermenta TCP OyaeTr oxunarts,
MIOKa B BBIXOJTHOM Oy(epe He TOSBUTCS COOTBETCTBYIOIIEE KOJIMUECTBO JAHHBIX.
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BeixogHon 6ydep (Send Buffer)

3aronosok TCP —/ \— CermeHT pasmepom MSS

Puc. 111. ®opmuposanue cermenta TCP

Ha nmpakTuike He Bceraa pazMep OTHpaBisieMoro cermeHTa paBeH MSS (ta-
KHe ciydan OyIyT pacCMOTPEHBI jJajiee), OJHAKO CJIEAYyeT 3aMETUTh, YTO TIPH
paBHOM MSS pa3mepe cerMeHTa IpH IMPOYMX PABHBIX YCIOBHSIX IMPOU3BOJIH-
TEJILHOCTh COCIMHEHUS OYy/1eT HauOOJbIIEH.

Kak u g UDP, npotokon TCP uaeHTHGUUUpPYET NPUIOKEHUS Ha CTO-
POHE OTIPABUTENS U MOJIyJaTels ykasaHueM HoMmepoB moptoB (Tadm. 6). Home-
pa noptoB TCP Taxxke Haxonsarcs B quana3zone ot 0 go 65535, a nmoptsel ot 0 110
1023 Ha3bIBatOTCS OOIIEM3BECTHHIMU W HMCIOJB3YIOTCS JJIsi JOCTyHa K CTaH-
JTApTHBIM CiIy»)0aMm, a mopThl Bhimie 1023 BBIACISIOTCS KIUEHTCKOMY IPO-
IrpaMMHOMY OO€CIIEUEHUIO.

TCP npeagycMatpuBaeT IpUCBOCHHE MOPSIIKOBOTO HOMEpa KaxJA0MYy Iepe-
ChLJIAEMOMY TI0 COE€JIMHEHUIO OalTy MaHHBIX. B 3aronoBke cermeHTa yKas3blBaeT-
cs1 nopsioxoswiil nomep (Sequence Number — SEQ#) mepBoro Oaiita moiis JaH-
HbIX 3TOro cermeHrta. B moarBepxaennn TCP, BbICBIIaeMOM OTIIPaBUTEIIO,
yKasbiBaeTcsi Homep noomeepocoenusi (Acknowledgement Number — ACK#),
MIPEACTABIIAIONTUH COO0M HOMep OaifTa CIeAyIOIIero 3a IMOCIeTHUM OalToM B
TEKYILIEM CerMEHTE, MOJyYeHHOM MoJiydaTesneM. Eciii nmoaTBepKaeHue He MpH-
XOJUT 3a MHTepBan maum-ayma (timeout), maHHbIe TIEpeaarTCcs MOBTOpHO. Ta-
KO MEXaHU3M Ha3bIBACTCS MOZUMUBHBIM NOOMBEPHCOCHUEM C PempPaHCaayuell
(positive acknowledgment with retransmission) (puc. 112).

1.2,/ 3:+430 12,3, ;730

ACK: Mony4eHbl 6antel 1-30
-

% 31,32, ...,50 MoTepsHbi!!!

Tanm-ayT!

31,32, ...,50 31,32, ..., 50

ACK: Mony4yeHb! 6anTbl 31-50
-

Puc. 112. TTo3utuBHOE MoATBepkAeHUE ¢ peTpancisaiueii B TCP

Ilepen BBICBUIKOM IEPBOr0 CErMEHTA MOJIyYaTeJIF0 OTIPABUTEIb WHULUHU-
pYET npoyedypy YCmMaHo8NeHUs COeOuHeHUs, KOTOPYIO 4acTO Ha3bIBAIOT Mpoli-
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noim pyxonoacamuem (three-way handshaking), mockonbky st yCTaHOBKH CO-

CIMHEHUS MapTHEPBI OOMEHUBAIOTCS TpeMst coobienusmu (puc. 113).
WHHAIIHATOPOM COEAMHEHHMS SBISIETCS KIIMEHT. BO BpeMst yCTaHOBJICHHUS CO-

CIMHEHUS MMapTHEPhI OOMEHUBAIOTCS 3HAUYCHUSIMH CIICIYIONIUX [TapaMeTPOB:

- Hauanvnvim nopsokosvim Homepom (Initial Sequence Number — ISN)
MepBOTo OaiiTa OTHPABIIEMOTO0 CErMEeHTa (ero 3Ha4YeHHWE BhIOMpaETCs
CIy4yallHbIM 00pa30M C UCIOJIb30BaHUEM CHCTEMHOTrO TaiiMepa), B MpHU-
mepe Ha puc. 113 ISN kmuenTa paser 1000, a ISN cepsepa — 8000;

- pasmepoM Oy(epHOro MpOCTPaHCTBA JIIs MPHEeMa JaHHbIX (TaK Ha3bIBa-
emoro oxua (Window) — OyaeT paccMoTpeHo Aaiee), Ha puc. 113 moka-
3aHO, YTO pa3Mep OKHa cepBepa (64 kbOaiiTa) MpeBBIIAET pa3Mep OKHA
KMeHTa (8 KOalT), 4TO 4acTO BCTPEUACTCS Ha MPAKTHKE;

- 3HAYEeHHEM MaKCHMaJbHOTO pa3Mepa cermenTa (MSS).

1 SYN, SEQ#=1000, okHo=8K, MSS=1460

SYN, ACK, SEQ#=8000, ACK#=1001,
OKHO=64K, MSS=1460

<% > 2
% \
ACK, SEQ#=1001, ACK#=8001,

KnueHTt 3 OKHO=8K

Cepsep

Puc. 113. Ycranosaenue coeqnuenus TCP

TCP obecnieunBaeT MOJHOAYIUIEKCHBIA PEXKUM PaOOThI, OJTHOBPEMEHHO
oOciTy>kKMBasi JIBa MOTOKA JIaHHBIX B Pa3HbIX HANpaBJICHUAX. B OTBeT HA MHUIIU-
MPYIOIINN COCTMHEHNE MAKET KJIMEHTA CEPBEP OTKPHIBAECT BCTPEUHOE COCIUHE-
HUE, TIEPEChIIasi BMECTE C MOJATBEPKIACHUEM IMPUHATHS KIHUEHTCKOTO IAaKeTa
CBOM 3HAYCHUS YKA3aHHBIX BBIIIEC MAapaMETPOB. B TpeTheM MakeTe BHICHUIACTCA
MOATBEPKACHUE KIMEHTOM (DaKTa YCTAHOBKM MHUIIMMPOBAHHOI'O CEPBEPOM CO-
enquHenus. [lociie 3aBepiieHusT YCTaHOBJIEHUSI COCAUHEHHUSI TPOUCXOAUT OJIHO-
BpEMEHHas Tepeaada JaHHBIX B 000MX HANPaBJICHUSIX C MPUCBOCHUEM Iepesa-
BaeMbIM OaliTaM IociaeaoBaTeabHbIX, HaunHasg ¢ ISN + 1, HomepoB. Hanpumep,
MaKeThl JAaHHBIX C CepBepa MEpeAaroTcsi OAHOBPEMEHHO C MOATBEPKIACHUSMHU
MOJIYYEHHUSI paHEee MPUHSATHIX TAHHBIX B MAKETaX C KIMEHTA.

[Ipu nepecwuike qaHHbIX TCP moaTBepKAeHUS BKIIIOYAIOTCS B IIEpEChLIae-
MBbI€ CETMEHTHI M COJIEPKaT HOMEp CIICAYIONIero OaifTa, KOTOPHIA 0KHUIaeT TO-
Jy4aTesb B MOJIE JaHHBIX CETMEHTA.

Ha puc. 114 nepBblif TOCTaHHBINA KJIMEHTOM CETMEHT COJACPKUT OalThI C
HoMmepamu ot 1001 mo 2000, B ero mome ACK yka3pIBaeTCsi 3HaUCHUE HOMEpPA
oaiita 3001, oxxumaemoro ot cepepa. CepBep OTBEHACT KIMEHTY CETMEHTOM C
Homepamu 6aitoB ot 3001 o 4000, B ero mone ACK ykazano 3nauerue 2001,
O3HavarlIlee, YTO MPEApIAyIas NOChUIKA KIMEHTA YCIIEIIHO NoyyyeHa. [anee
KJIMEHT TOCBUIAET HECKOJBKO CErMEHTOB, HE JOXKHUAASACh MOATBEPKICHUN OT
cepBepa. CepBep ucnonab3yet equHcTBeHHbIN ACK 151 moATBEpKICHUS IPUHSI-
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TUSL 3TUX CECMEHTOB, SKOHOMS MOJIOCY IpoIycKaHus coeauHenus. Ha puc. 114
TaKKe MOKa3aHa IepeCchlIKa JAHHBIX IIPU NIOTEPE CETMEHTA.

OaHHble: ACK, SEQ#=1001, ACK#=8001

OaHHble: ACK, SEQ#=8001, ACK#=2001

HanHble: ACK, SEQ#=2001, ACK#=9001
HNanHble: ACK, SEQ#=3001, ACK#=9001
OaHHblie: ACK, SEQ#=4001, ACK#=9001

% < HOaHHble: ACK, SEQ#=9001, ACK#=5001

KnueHt OanHble: ACK, SEQ#=5001, ACK#=10001 Cepsep
Motepsan!!!

OaHHble: ACK, SEQ#=6001, ACK#=10001

) Tanm-ayT!
. Oanubie: ACK, SEQ#=5001, ACK#=10001

ﬂ<aHHb|x 6onbwe Het: ACK, SEQ#=10001, ACK#=7001

Puc. 114. Ilepecbuika nanusix TCP

Hopwmainbnoe 3aBepiienue TCP coenvHeHHs MOXET ObITh MHULIIUUPOBAHO
11000#1 cTopoHOM (KireHToM win cepBepoM). Ha puc. 115 wimoctpupyercs 3a-
BEPIIICHUS CeaHca MPHU ero MHUIIMAU3AIMKA CepBEPOM (HAmpuMep, Mociie BBOAA
KOMaH/IbI 1ogout MOJIb30BaTEIeM B CeaHce telnet). B 3TOM citydae BBITIOIHSFOTCS
CHEYIOIINE AECUCTBUS:

IIPUJIOKEHUE Ha cepBepe ykasbiBaeT TCP Ha 3aKphITHE COCTMHEHUS;
TCP cepBepa nocwuiaeT 3axarouumenvhusiil ceemenm (Final Segment —

FIN), undopmupys cBoero maptHepa o TOM, YTO JAHHBIX ISl OTIIPABKH
OOJIbIIIE HET;

TCP knuenra nocwiaet ACK;

KJIIMEHTCKOEe mpujiokeHne coobmaer ceoemy TCP o 3akpeiTuu coenu-
HEHUS;

TCP kauenra noceinaet coodmieaue FIN;

TCP cepBepa nosyuyaer FIN oT kiaueHTa ¥ OTBEYaeT Ha HEro cooOlie-
Huem ACK;

TCP cepBepa yka3bpIBa€T CBOEMY ITPUIIOKEHUIO HA 3aKPBITUE COECIUHE-
HUS.

FIN, ACK, SEQ#=10001, ACK#=7001

ACK, SEQ#=7001, ACK#=10002

% FIN, ACK, SEQ#=7001, ACK#=10002

KnueHt ACK, SEQ#=10002, ACK#=7002 Cepsep
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O06e cTOpOHBI MOTYT OJHOBPEMEHHO HayaTh 3aKpbiTHE. B 3TOM ciiydyae
OOBIYHOE 3aKpBITHE COCIMHEHMSI 3aBEpPIIACTCS TOCIE OTHPaBKU KaXKIbIM U3
napTHepoB coobuieHuss ACK. Kaxas u3 cTOpoH MOXET 3alPOCUTh 8HE3aNHOE
3aseputenue coedunenus (abrupt close). Dto momycTuMo, KOrja MPUIOKEHUE
KenaeT 3aBepliuTh coeauHeHue win korna TCP oOHapyXUBaeT Cephe3HyIO
KOMMYHUKAIIMOHHYIO MPOOJIeMY, KOTOPYIO HE MOXKET pa3pelIuTh COOCTBEHHBI-
MU cpefcTBaMu. BHe3anHoe 3aBepllieHHe 3alpaliiBaeTCsl MOChUIKOW MapTHEPY
OJTHOTO WJIM HEeCKOJIbKHX coobmenuii Copoc (Reset — RST), uto yka3sbiBaeTcs
cooTBeTcTBYIOMUM (piiarom B 3arosioBke TCP (dnaru OynyT onucansl aainee).

[Iporokon TCP peanuzyeT MeXaHHU3Mbl yHPABICHUS MOTOKOM MOCTYIAr0-
[IMX XOCTY-TIPUEMHUKY JaHHBIX C LEJbI0 MPEJOTBPAIICHUE MEPEIIOJIHEHUS Ta-
KeTamu BxoaHoro Oydepa. Bo Bpemsi yCTaHOBKHM COCTMHEHMS KaXK/IbII U3 TapT-
HEPOB BBIJEISAET MPOCTPAHCTBO MaMSATU JJI BXOJHOTO Oy(depa coenuHeHUs U
YBEIOMJIICT 00 3TOM MPOTHUBOIOJIOKHYIO CTOpOHY. [Ipuemnoe okno (Receive
Window) — 310 mpocTpaHCTBO BO BXOJHOM Oydepe, emié He 3aHATOe JaHHBIMU.
OcBobOoxaeHue 0ydepa OT NMPUHATHIX JAHHBIX BBIMOJHSAET MPUIOKEHUE MONY-
yaTens. OJTOT MPOIECC 3aBUCUT OT MPOU3BOJUTEIBHOCTH U 3arpyKEHHOCTH
mpoliieccopa XocTa mnojrydarenst (MpudeM He TOJdbKo 00padoTkoi nanueix TCP
coenunenus). Kaxmpiii mocnanubiii npueMHUkoM ACK cOepKUT CBeEHUs O
TEKYIIEM COCTOSHUM MPHEeMHOro okHa B moyie Oxno (Window), B 3aBUCUMOCTH
OT KOTOPOTO PEryjJupyercs MOTOK JAHHBIX OT MUCTOYHHUKA. OOBIYHO MOITBEp-
)kaeHust ACK BBICBUIAIOTCS HE HA KaXKJIbIA MepeCIaHHbI CETMEHT, a Ha HEeMpe-
PBIBHBINM OJIOK U3 HECKOJBKUX CETMEHTOB, COOpAaHHBIN B MPUEMHOM OKHE. JTO
MO3BOJIIET HE OTOPACHIBATH MPUILIEIIINE HE MO MOPSIIKY CETMEHTBI, a YIOPSI0-
YUBaTh MX B COOTBETCTBUM C MOCJIEIOBATEIbHBIMH HOMEpPAMH M pazMepaMu
CErMEHTOB.

B HekoTophIx ciyuasx TpeOyeTcs mepechlika CeTMEHTOB, pa3Mep KOTOPBIX
MeHbllie MSS (Hanpumep, npu paboTe B KOMaHIHOM PEXUME, KOT/a KaXKIbIii
MaKET COAEPKUT TOJBKO OalThl OJTHON KOMaH/IbI). JIJisl 3TOTO MCTIOJIB3YETCS TaK
HasbiBacMoe svimankusanue (Push) oanmvix uz evixoonoco 6ygepa, npu 3TomM
ornpaBuresnieM B 3aronioBke TCP BrictaBnsercs ¢uar Push.

Taxxxe TCP MoxeT mepecwliaTh B CerMeHTE cpounble oanuvie (Urgent
Data — URG) BmecTe ¢ npyrumu gaHHbIMH. B 3TOM ciydae cerMeHT MapKupy-
ercsa (uarom URG, a naByxOaiiToBoe mojsie YkazaTeilb CPOYHOCTH COJCPIKUT
cMeleHue B 0aiiTax, KOTOPOe JTOJKHO OBITh J100aBiieHO K 3HaueHuro SEQ# 3a-
rojioBka TCP nns momyuenuss SEQ# mocnennero 6aiita CpoyHbIX JaHHBIX B
JaHHOM cerMeHte. [IpuHHMaloliee NpUoKEHUE MOJKHO ObITh B COCTOSIHUM
OTIPEJICITNTh, KOT/Ia TIOSIBUTCS YKa3aTelab CPOUHOCTH. [IprioxxeHne HaxoauTcs B
pedsicume cpounocmu (Urgent Mode) Bce BpeMsi, 1moKa 4MTaeT JaHHBIC C TEKY-
el mo3ulMM 10 yKazaTens: cpouHocTu. [lociie Toro kak ykasaTeiab CPOUYHOCTH
MPUHSAT, MPUIOKEHNE BO3BPAIAETCS B HOPMalbHBIN pexum. [Ipumepom wuc-
MOJIb30BAHUSI PEKUMA CPOYHOCTH SBISIETCS CHUTYaIus, KOTJa TOJb30BaTelb
IIpEephIBACT 3arpy3Ky JaHHBIX, IPY 9TOM B MOTOK MEpeaBaeMbIX JTaHHBIX BCTAB-
JSIeTCSl KOMaH/la, Ha KOTOPYIO YKa3bIBa€T yKa3aTeldb CPOUYHOCTH U KOTOPYIO
JIOJKHO pacrlio3HaTh U 00paboTaTh MPUIIOKEHHUE.
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OnucanHble MEXaHU3MBI TIOJIJIEPKUBAIOTCS 3HAYCHUSIMU TTOJICH 3arojIOBKa
TCP, dbopmat koToporo npuBesieH Ha puc. 116.

[Tons Ilopm ucmounuxa (ornpasutens) u Ilopm naznauenus (MOTydaTesis)
coziepkat 16 OUTOBBIE 3HAUEHHS TTOPTOB, YKA3BIBAIOIIMX HAa 00JIACTU MaMSITH C
MPUWIOKEHUSIMU OTIPABUTEIIS U MOTyYaTeNsi COOTBETCTBEHHO.

[Tone Ilopsiokosuiii Homep coaepXuT 32-OUTOBBIC 3HAUYCHHE HOMEpa Mep-
BOro 0aiita qaHHoro cermenta, HaunHas ot ISN. Tlone Homep noomeeporcoenus
COJICPKUT 3HAYCHHE IOCIIEOBATEILHOTO HOMEPA, 0KUIAEMOT0 OT MPOTHUBOIIO-
JIOKHOM CTOPOHBI CIIETYIOIIHM.

1 1 1 1 1 1 1
o:H:N:w:»:m:m:~|m.w:s
.

1 1 1 1 1 1 1
NI I
W[RTAITOINTO®IOIOIRP
1 1 1 1 1 1 1 1 1 1 1 1 1 1

1
i
MopT MCTOYHMKA MopT HasHa4veHus

MopsakoBbIN HOMEP

Homep noaTeepxaeHus

HAnvHa U A PIR|S|IF
3(3(;32&?" 3apesepeu- | R|C|S|S|Y|I OKto
Hne poBaHo G| K| H[ T| N[N
OaHHbIX)
KoHTponbHas cymma YKkasaTenb CPOYHOCTU
Onuumn
[aHHble

Puc. 116. 3aronosox TCP

UetsipéxOutoBoe modne /JiuHa 3a20108Ka COAEPKUT pa3Mep 3arojioBka B
YeThIPEXOAUTOBBIX CIOBaX (€CJIM 3ar0JIOBOK HE COACPIKUT OMIUM, TO €ro pa3mep
paBeH 5 X 4 Gaiita = 20 6aiiT).

Crnenyromue 6 OUT 3a MOJEM JUIMHBI 3ar0JI0BKa 3ape3epBUPOBAHbI U OObIY-
HO paBHHI 0.

[Tone ¢maroB TCP conepxut mects 0AHOOUTOBBIX (hJIaroB, rnepeAaroumux
Ha3HAYEHUE TaKeTa:

-  URG - ycranaBnmuBaercss B €IMHUILY JJIsi JAHHBIX, KOTOPBIC TOJKHBI
ObITH 00pabOTaHBI MOJTyUYaTEIEM CPOUYHO, B ITOM CiIy4ae B moje YVka-
3amenb CpOUHOCMU YKA3BIBACTCS MOCTAEAHUN OalT CPOUHBIX JaHHBIX;

- ACK - ycranaBimBaeTcss B €IMHUILY JJII CETMEHTOB, BBITIOJHSIOIINX
MOATBEPIKICHUE IPUHATHIX CETMEHTOB (HA MPAKTHKE VISl BCEX MaKETOB
TCP-ceaHca, KpoMe MEpBOTO);

- PSH — ycranaBnuBaercs B e€IUHUILY TPHIOKEHUEM, OTIPABIISIONIAM
naHHble, yTOObI yka3ath TCP, 4TO HY)KHO OTHPABIATH JIAHHBIE U3 BbI-
XoHOTO Oydepa, HE NOKUAASICH €ro 3aroJHEHUs A0 MaKCUMAaJIbHOTO
pa3Mepa CerMeHTa;

- RST — ycranaBnuBaercst B €IMHUILY JJisl 3aBEPIICHUS] CEaHCA B CBSI3U C
OIMMOKON MM BHEIITATHOW CUTYaIlNeH;
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- SYN — ycTanaBnuBaeTcs B €IMHUAILY TTPU YCTAHOBJICHUU COCIMHCHUS,

- FIN — ycranaBnuBaercs B €IMHUILY IPU HOPMAJILHOM 3aBEPIICHUH CO-

€UHECHUS.

[Tone Oxno mpenHa3zHAYEHO U1 yKa3aHMs TEKYILIETO pa3Mepa OKHa BXOI-
Horo Oydepa mosyyarers.

Konmponvnas cymma Beraucisercs: kak 16-OMTOBOE JOTOJHEHHUE O €H-
HUIBI CYyMMBbI JIOTIOJIHEHUU N0 €AMHMIIBI BCeX 16-OMTOBBIX CIIOB ICEBA03aro-
JIOBKa, aHajoru4yHoro rncesao3aronoBky UDP (puc. 110) (3Hauenue mois Ipo-
TokoJ B citydae TCP = 6) u 3aronoska TCP.

Onyuu TCP MoryTt 3aHuMaTh I1eJIoe YMcio 0alT, B KayecTBE IMpHUMepa Ofl-
UM MOYKHO MPUBECTH OIIMIO, NEPEIaroNyt0 3HaueHne MSS npu ycTaHOBKE
coeauHeHusd. 3arojioBok TCP momxkeH 3akaHYMBaThCA Ha 32-OMTHOM TpaHMIIE,
JUJISL ’TOTO MOYKET UCIOJIH30BaThCS 3alI0JIHEHUE HYJISIMHU.

3amanue ISl CAMOCTOSITEJILHOM PadoThI

Haunbonee npocroi cnocod uccnenoBarh coodmenuss ICMP — ucnosnb3o-
BaHHUE TPOrpamMMmbl ping. OTKpONTE OKHO KOMaHJHOW CTPOKH (TEpMHHAI) U
MOATOTOBBTE B HEM KOMAaHJy ping, B KaueCTBE MapameTpa KOTOPOM YKaKHUTE
IP-anpec cocemnero kommbploTepa CETH. 3alyCTUTE aHAIU3AaTOP MPOTOKOJIOB
Wireshark u nactpoiite B HEM ¢GunbTp Ha 3axBar Tojabko |ICMP-makeroB (s
9TOro HeoOXOJMMO B OKHE, OTKPBITOM KOMaHJ0M Capture-Options B T0Jie Capture
Filter mpomucaTh icmp). 3alyCTUTE aHAJIM3aTOpP HA 3aXBaT IMAKETOB, MepEHaNTE B
OKHO KOMaHJHOUW CTPOKHU (TepMUHAJIA) U HAXKMUTE KJIABUIIY Enter, HHUIIUUPYS
OTHPABKY ping-makeroB. IIpuBenure B oTu€T crpykTypy [ICMP-3aromoBka u
3HAUEHHUS €ro TMOJIeH ISl 9X0-3ampoca U 9X0-oTBeTa. Jis pacimdpoBku moseit
cooOIIeHNH KCTIoNB3YyiTe onrcanue cranaapra Ha ICMP (RFC-792) [3].

[ToBTOpUTE SKCIEPUMEHT IO 3aXBaTy MAKETOB, HO YXK€ UCHOJb3yUTE MpPO-
rpamMmy tracert (traceroute), B KQueCTBE IapaMeTpa KOTOPOH YKaKHUTE UM
J1000T0 MHTEpHET-CepBepa (€ciiu aAMUHUCTPATOP CETH 3alPETHII MEPECHUIKY
ICMP-maketoB B UHTEepHETE, IOMPOOYHTE B KAayeCTBE IEJIEBOTO CEpBEpa HC-
nonp3oBarb uMs wiam [P-agpec kommbrorepa u3 cocegHerd ¢ Bamm ce-
tu/moacetn). Ounbtp B Wireshark mommkeH ocTtaBaThCsi TaKUM K€, MOCKOJIBKY
cooOmieHus tracert (traceroute) — 310 Takke ICMP-cooOmenus. 3axBaTuTe
nocieaoBaTeabHOCTh [CMP-niakeToB u npuBeauTe B 0TYET 3HaUeHUE nojst TTL
3arosioBka IP, crpyktypy ICMP-3aronoBka v 3Ha4eHUsl €ro noJiel JUisl MepBbIX
JIBYX 3alpOCOB, a TAKXKE aHAJTIOTMYHbBIC MMAPAMETPHI JJIsi OTBETOB HA 3TH 3aIpO-
cel. Jlna pacmmdpoBku 1Moe COOOIIEHUN HCTIOIB3YHTE ONMKUCAHUE CTaHAapTa
Ha ICMP (RFC-792) [3].

Jlns 3axBaTa makeToB ¢ coobmeHusMu ICMP 0 HeoCTHKUMOCTH ajipecara
noctpoiite B mporpamme Cisco Packet Tracer cets, mpuBeaennyto Ha puc. 117 .
3anaiite KOH(QUTYpalMIO XOCTaM M MaplIpyTU3aTOpaM, HapuMep TaKyro, KOTO-
pas ykazaHa B Ta0J1. 8.

133



Tabanma 8

AnpecHas nHboOpMaIys CeTH, HCIOJIb3yIomencs A uccienopanus ICMP

Ha3Banmne IP-anpec Macka 103 IIpumevanne

PCO 192.168.1.1 255.255.255.0 | 192.168.1.254 | OrmpaBuTeNh MAKeTOB

PC1 192.168.2.1 255.255.255.0 | 192.168.2.254 | [[omydaTenh MakeToB

ROUterO-FaO/O 192.168.1.254 255.255.255.0 H_[n}()g OTHpaBI/ITeHH

RouterO-FaO/l 192.168.3.1 255.255.255.252 CBH3B Me){(ﬂy Mapmpy_
THU3aTOpaMu

ROUterl-FaO/o 192.168.3.2 255.255.255.252 CB;{3B Me)KI[y Mapmpy_
THU3aTOpaMu

Router1-Fa0/1 192.168.2.254 255.255.255.0 H_[J]IO3 Hoﬂyqa’re_]'[;[

Ecnu He ckoHpUTrypupoBaTh IpaBuiIo MaplIpyTU3aluy sl Router0, U3 KO-
TOPOTO OH IMOHKUMAJ ObI, YTO CETh 192.168.2.0/24 HAXOAUTCS 3a Routerl U Ta-
KEeThl HEOOXOJMMO TPUHUMATh WMEHHO €My, TO TPH TOJyYEeHHUH ITaKETOB,
HaIpaBIsIEMBIX B ATy CETh, MapIIPyTH3aTOP HE 3HACT, KyJa WX IepeaaBaTh. B
ATOM clTydae OH JIOJDKEH BbIciaTh oTnpaButTento |CMP-coobmenne o HenocTu-
KUMOCTH ajipecaTa.

Coznaiite pacmmpeHHbI NpoToKoJIbHBINH 050K gaHHbIX (Complex PDU),
.
BBINOJIHUB IETY0K HA COOTBETCTBYIONIEH KHOMKE | A2 ¥ 3amoNHUB UH(OP-

Malro, TOMEYEeHHYI0 Ha puc. 117 (3aech UMHTHpYETCSl OTHpPaBKa COOOIICHUS
IIPOTOKOJIa MPUKIIAAHOTO ypoBHS telnet).

& Cisco Packet Tracer i | ’ m gﬁ EH.SZC
Logical [Root] New Cluster Move Object Set Tiled Background Viewport
[=
{cx ) | e &

Event List

Vis. Time {sec) LastDevice AtDevice Type Info

J Bi
x

pc-pT e Fal/0
\".—.

-
Fal/1_wm=" S
bCo s, FA0/1 Fa0/0__ 5 o PC-PT
|7 p—————— g PC1 =
1841
1841 -
Router0 Routerl Q,
‘ ® Create Complex PDU [= “ R{J
Source Settings L
Source Device: PCO Il
B
Outgoing Port:
A

PDU Settings Captured to:
Reset Simulation Constant Dela
Y (no captures)

Select Application:

Play Controls

Destination IP Addrefs: 192.168.2.1

[ Back | [auto Capture / Play] [Capture / Forward]
Source IP Address: 102.168.1.1 D
TTL:

Event List Filters
TOS: 1]

ACL Filter, ARP, BGP, CDP, DHCP, DNS, DTP,

Source Port: @ EIGRP, FTP, H.323, HTTP, HTTPS, ICMP,
. > ICMPVE, IPSec, ISAKMP, LACP, NTP, OSPF,

Visible: Events: o, o’ pOP3, RADIUS, RIP, RTE, SCCP, SMTE,

Size: 0 SNMP, SSH, STP, SYSLOG, TACACS, TCP,
TFTP, Telnet, UDP, VTP

Simulation Settings Edit Filters J Show Al ]
«  © one shot Time: ( i )] Seconds D
- () Periodic  Interval: Seconds  §5: Back Auto Capture / Play Capture / Forward [_Event st | Simulation
| < < - U Scenario 0 ~ |Fire Last Status Source Destination Type Color Time
e g @ Failed pco  192.168.2.17cP M 5.000
C 14]c17
»
/‘\’ § | Automatically Choose Connection Type ixalesERghistNindoR) g [ 111} P

Puc. 117. UccnenoBanue cutyaluu, B KOTOPOH aapecaT HeTOCTHKUM

3anyCcTUTE CUMYJISILIUIO, BBITIOJIHUB IIETYOK MO KHOIKE Auto Captire/Play, Bbi
YBHJIUTE, YTO TIOCJIE MOyUYeHUs makeTa ¢ coodmenneM telnet Router0 BeicbUTaeT
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xocty ICMP-coobmenue. [IpocmoTpute ero B BUPTYaaTbHOM aHAIA3ATOPE MPO-
TOKOJIOB, JBAK/Ibl BBIMOJHUB IIETYOK [0 COOOIIEHUIO B criucke Event List. [Ipu-
BEJIUTE B OTUET CTPYKTYPY U 3HaueHus nosieid I[CMP-3arosnoBka.

IIporokois TpancnoptHoro yposHsa UDP ucnons3yercs, B 4aCTHOCTH, Cu-
cmemoti domennvix umer (Domain Name System — DNS), mo3Bossiroriieii omnpe-
nenatb 3Hadyenue [P-anpeca no nomeHHoMy uMeHu tuna zhu.edu.ua. CooOeHus
DNS ot xocta-knuenta 10 DNS-cepBepa JIOKalnbHON ceTU U 0OpaTHO OOBIYHO
nepecoiarotrcd B nosie AaHHblx UDP-makeToB, MOCKONIBKY OOBIYHO JIOKAJIbHBIE
CETH CUUTalOTCs Haa&KHBIMU. B onepannonnbix cucremMax Windows u Linux ¢
YCTaHOBJICHHBIM IO yMOJIYaHUIO ceTeBbIM cTekoM TCP/IP umeercs mporpamma
nslookup, HO3BOJISAIONIAS BBIIOIHATh HHTEPAKTUBHBIE 3aIpoChl K DNS.

OTkpoiiTe OKHO KOMaHJHOM cTpoku B Windows (J1u00 OKHO TepMHUHala B
Linux) u BBeauTEe KOMaHAY nslookup <DNS-umsa cepsepa>, IIOKa HE HaXH-
MaiTe KJIaBUILy Enter (B KaueCTBE UMEHHU Ce€pBEpa MOXKET ObITh BEIOPAHO JTH000€
uMsa u3BectHoro Bawm, nanpumep, WWW-cepBepa). 3amycture aHamm3atop
npotokosioB Wireshark, BeimonHuTe KOMaHIy Capture-Options ¥ B OTKPBIBIIEMCSI
OKHE B ToJie Capture Filter: BBeUTE udp (TO €CTh OYIyT 3aXBaThIBATHCS TOJIHKO
kazpel, cogepxkamue UDP-makersr). HaxxmMute Ha KHONKY Start, epeiure B
OKHO KOMAaHJHOW CTPOKH (TepMHHATa) U HAXXMUTE KJIaBully Enter. BeimosiHuTte
aHaJM3 3aXBaueHHbIX KajpoB. [IpuBenure B oTyeT mamn 3arojoBka UDP-nakera
U €ro pacim@poBKy.

Emé oaHMM MpOTOKOJIOM, HMCHOJIB3YIOUIMM B KAy€CTBE TPAHCIIOPTHOTO
UDP, siBiisieTcst npomoxon ounamuuecko2o kougueypuposanus xocma (Dynamic
Host Configuration Protocol — DHCP), mo3Bounstomuii, B 4aCTHOCTH, aBTOMa-
TUYECKH 33JaBaTh y3JaM CETU aJpecHyr0 HHpopmanuio cereBoro ypoBHs (IP-
aJpec, MacKy MOJCETU U T.J.). Mbl CMOKEM UCCIEA0BaTh MPOTOKOIbHBIE OJIOKU
JTAaHHBIX, TIEPEAABAEMBIE 3TUM MPOTOKOJIOM IMYTEM MOJCIUPOBAHUA B MPOrPaAM-
me Cisco Packet Tracer. [Iyis 3TOro 3amycTuTe MPOrpaMMy M CO3JaiTe B HEl
IIPOCTENIIYIO CETh, COCTOSIIYIO U3 CEpBEPA, COCAUHEHHOTO C KOMMYTAaTOPOM H
KOMITbIOTEpa, MoKa He MOACOeAUNHEHHOTO K KoMMmyTaTopy (puc. 118).

BrlimotarTe HACTPOUKY anpecHor HWHGpOpMAIMK cepBepa, KOMIBIOTEP IO
yMonuanuio ucnonb3dyeT npotokoid DHCP (puc. 118). Brinmonnurte memuok Ha
KOMaH/Ie Services B OKHE HACTPOEK cepBepa W BbIOepHUTe KoMaHmy DHCP. B ot-
KpBIBIIEMCSI OKHE BBl MOKeTe 3a7aTh pazMep IyJia apecoB ¢ MOMOUIBIO Mapa-
METpOB Start IP Address 1 SubnetMask (B mpumMepe Ha puc. 119 anpec myna Hayu-
HaeTrcst ¢ 192.168.1.10 M 3aKaHYMBAETCS 192.168.1.254, YTO COCTaBIISIET
246 anpecoB). 31ech TakKe MOXHO ykaszaTh [P-aapeca nuiro3a qaHHOW ceTH U
nokaneHOro DNS-cepBepa, B 3TOM cilydae 3TH IapaMeTpbl TaK)Ke aBTOMaTHYe-
CKHM Ha3HAYAIOTCS XOCTaM CETH.

[Ipouienypy aBTOMaTU4YECKOTO Ha3HAYEHUS aipeCHOM MHpOpMalUU, a TaK-
K€ TPOTOKOJIbHBIE MepeaBaeMble IPU 3TOM OJIOKHM JaHHBIX MOKHO YBUJEThH B
pexume Simulation. [lepeiiure B 3TOT pexuUM U HACTPONTE (HUIBTPALIUIO TOIBKO
naketoB ¢ DHCP-coo0miennsiMu B OKHE, OTKPBIBAIOIIEMCS IIETYKOM IO KHOTIKE
Edit Filters (puc. 120).
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@ Cisco Packet Tracer -

0 ’ — o — L= 2

Fie Edit

Options  View Tools Extensions Help

New Cluster Move Object Set Tiled Background Viewport

Logical [Root]

Server0

g §
Server-pT. PCPT (k
h

m

PCO

&5
2950-24 =
Switcho @
& servero ‘7‘2 EINEN @& pco lLE@
‘ Physical ‘ Config | Desktop Physicall Config | Desktop
GLOBAL  + FastEthernet = GLOBAL - Global Settings
Settings Port Status Seiiinag Display Name PCO
Igorithm Setting | |5.ndwidth Igorithm Setting Gat DNS
SERVIGES | | |1 e @ 100 Mbps Interpace | SeneV
INTERFACE | || o\ 1 FastEthemnet
FastEthemet %) Full Duplex (7) Half Duplex () Static
=| [MAC Address 00D0.BCA7.3DC1 Gateway [
IP Configuration R DNS Server |
) DHeP Gateway/DNS IPv6
@ Static =
IP Address - DHCP
Subnet Mask b Auto- Config
|| 1IPv6 Configuration @ static
MIEN m | b IPV6 Gateway
IPv6 DNS Server
Puc. 118. Cets ¢ DHCP cepepom
r 1
® servern (e =
| Physical | Config | Desktop
GLOBAL DHCP 1
Settings
lgorithm Setting Service 2 0On
SERVICES
[ nme | Peo w |
DHCP Default Gateway 192.168.1.254 \
TFTP DNS Server 192.168.1.252 |
DNS Address : 1 |
SYSLOG p—
L == Subnet Mask: ) |
i b
NTP Maximum numbgr 346 —— 1]
of Users :
EMALL TFTP Si 0.0.0.0
TP aerver: 0.0,
INTERFACE [ Add ] I Save I ‘ Remove
FastEthernet
) Pool Name Default Gatew: DNS Server Start IP Addre Subnet Masl Max Numbs TFTP Sewv:
serverPool 0.0.0.0 0.0.0.0 192.168.1.10 255.255.... 246 0.0.0.0
e W —— —— = = = = J

Puc. 119. Hactpoitku DHCP ceprepa



1
[ ACLFilter []ARP [1BGp
I | CDP L DHCP L_| DNS
I DTP || EIGRP L_|FTP
1 H323 L|HTTP L] HTTPS
[l icme LlIcMPve || IPSec
|| ISAKMP [ | LACP L_| NTP
Play Controls = OSPF = PAGP — POP3
I RADWS [ |RIP | RTP
Aosce  Cswe  Cswe
L] SSH C|sTp || SYSLOG
I | TACACS | |TCP L_| TFTP
Event List Filters | | Telnet | jupp ]vTp
. || Show All/N
vents:
m \’ ~ Edit ACL Filters
= -
e
/ Forward [ Event List J Simulation

Puc. 120. Hactpoiika ¢punbsrpanuu DHCP-coo6menunii

Jlanee moacoenMHUTE KOMIIBIOTEP K KOMMYTAaTOpy M 3aIllyCTUTE CUMYJIS-
LIMI0, HA)KaB KHOMKY Auto Capture/Play. Ilocne 3Toro nmo cetu OyayT mnepenaHsbl
HECKOJIbKO MmakeToB ¢ coobmeHusiMu DHCP Mex 1y KOMIBIOTEPOM U CEPBEPOM.
BrINOgHWTE METYOK IO OMHOMY M3 HHUX JUISI IPOCMOTPA CTPYKTYPBI 3aXBadeH-
Horo Kajpa (puc. 121).

(E Cisco Packet Tracer - . - - I ,K |

HEPEIEE s

Logical [Root] New Cluster Move Object Set Tiled Background Viewport
<X : .
> B Event List xS
Vis. Time (sec) Last Device At Device Type Info
50.289 - PCO DHCP
50.290 PCO Switcho  DHCP =
50.201 Switcho Serverd  DHCP =
3 51.799 Serverd Switcho  DHCP X
51.800 Switcho pco DHCP
51.801 pco Switcho  DHCP Q
Server-PT 51.802 Switcho Server0  DHCP o
Serverd 51.803 Servero switcho  DHCP | 7T
L4 & 51.804 Switcho PCO DHCP %J
| ® PDU Information at Device: PCO =
0Sl Model | Inbound PDU Details i, |
2950-24
PDU Formats
Switch0 k,'] =
Ethernet I i
0 4 8 4 19 3yte
PREAMBLE: DEST MAC: SRC MAC:
101010...1011 FFFF.FFFF.FFFF| 00DO0.BCA7.3DC
TYPE: DATA (VARIABLE LENGTH) FCS:
0x800 ox0 rod to:
0.502 s
iz}
] 4 8 6 19 31 Bitg|
4 | L | psce: ox0 TL: 62
ID: 0x22 0x0 0x0 / Forward
TTL: 128 I PRO: Ox11 CHKSUM
SRC IP: 192.168.1.253
DST IP: 255.255.255.255
OPT: 0x0 | 0x0
e T RIABEE-LEAGTH)
.~ upp 5 = =
=)
< I 1 / 16 31 Bits @ i
SRC PORT: 67 DEST PORT: 68 3
Time: 00:49:31.337 | Power Cycle Devices  PLAY CONTROLS: Back Ao ¢ | Simulation
< LENGTH: 0x2a |  CHECKSUM: 0x0 N
< | o e e & s DATA (VARIABLE W
S o Wl [ > A7 07 Zo[4] ( ) (€
= rd / | e | 3 ) |
Connections - - b S = S - - DHCP
< 1 o
_:’.‘ s = ‘ . = ‘ [ & 16 31 Bits
— Automatically Choose Connection Type [op:oxs [HwTvpe [ Hwien [ Hops D

Puc. 121. 3axBar xagpoB ¢ DHCP-coobmenusmu

OTkpolTe OKHO C KOH(UTYypalHeil KOMIbIoTepa U yOeIUTeCh, YTO OH aB-
TOMATUYECKHU TOJIYYHJI afpec U3 CKOHGUTypupoBaHHoro Bamu myina.

[ToBTOpUTE ONMHUCAHHBIA 3KCIIEPUMEHT, YCTAHOBUB B KAaUECTBE HAYAIIBHOTO
aapeca Iyna aapec 192.168.1.X, rae X = Bamemy nopsiakoBOMy HOMEDPY B
)KypHane akanemrpynnsl. [IpuBenure B oTyé€r 3aronoBok UDP Bmecrte ¢ pac-
1 POBKOM €ro TMosei.
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[Tporokon TpancnoptHoro ypoBHsi TCP ucnonb3yercst G0JbITHHCTBOM TIO-
MYJSIPHBIX MPOTOKOJIOB IMPUKIAJAHOTO YPOBHS, B YaCTHOCTH, NPH MEPECHUIKE
HTTP-maketoB mexny kiueHtamu (Opayzepamu) u HTTP-cepBepamu (Web-
cepBepamu). 3amyCcTUTE MpOrpaMMmy-Opay3ep U 3ajaiiTe B HEH aapec J1r0O0ro
cepBepa B MHTepHeTE, HO TTOKA HE UHUIIMUPYWUTE COEIMHEHUE C HUM (PEKOMEH-
JyeTcsl BBIOpATh cepBep C HEOOIBITUM KOJMYECTBOM MH(OpPMAIIMU Ha €ro TIiaB-
HOM CTpaHHMIIe, HAaIpuMeD, http:/ya.ru).

3amycTuTe porpaMMmy aHaiau3atop npotokosioB Wireshark u mactpoiite B
Hell GuibTp 11 3axBara nakeroB TCP. BxirounTe 3axBaT M MHULMUPYHTE CO-
eIMHEHUE C BHIOPAHHBIM cepBepoM B Opaysepe. [lo okoHUaHWU 3arpy3Ku CTpa-
HMIIBI OCTAHOBHUTE 3axBaT. Bel nomkHBI ObUIH 3axBaTHTh nakeTsl HTTP-ceanca,
HAuMHAasl C MAKETOB, YCTAHABIMBAIOIINX COCIUHEHHE, U 3aKAHUYMBAs MAKETaMH,
OCYIIECTBIISIIOIIMMA HOPMAJIbHOE 3aBEpPLICHUE COeAMHEHUA. [I0CKONIbKY MOTIIH
3aXBAaTUTHCS MMAKEThl, HAMPABIICHHBIE IPYTUM CEpBEpaM, MOKHO UX OTPUIBTPO-
BaTh, MO/IaB KOMAaH/Y, OCTABJISIFOIIYIO TOJBKO MAaKEThl, OTIPABICHHBIE BHIOpaH-
HOoMYy Bamu cepBepy uiu nosiydeHHbIE OT Hero. J{Jist 7Toro Heo0X0IMMO U3 OKHA
3aXBaUYCHHBIX TAKETOB BbIACHUTH [P-azmpec cepmepa (mnst httpi//yaru OH
77.88.21.3), BBeCTU B TMoJie Filter KOMaHAy ip.dst == 77.88.21.3 or
ip.src == 77.88.21.3 M HaXaTh KHOIIKY Apply (puc. 122).

I 5 u-HTTP-sessont pcap SRR 160 (SVN Rew 37552 eom erari Lo e

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BepeelmaYSas c ooy B aecan $Bm% &
er  |ipdst == 77.88213 or ip.sic == 77.88.21.3 vEEE. | (@
No. Time Source Destination Protocol  Length Info
1 0.000000 109.201.253.151 77.88.21.3 TCP 73 watilapp > http [SYN] Seq=0 Win=8192 Len=0 MSS5=1408 wS=4
20.034229 77.88.21.3 109.201.253.151 TCP 73 http > watilapp [SYN, ACK] Seq=0 Ack=1 Win=5640 Len=0 MSS
30.034338 109.201.253.151 77.88.21.3 TCP 61 watilapp > http [ACK] Seq=1 Ack=1 Win=66176 Len=0
40.034484 109.201.253.151 77.88.21.3 HTTP 513 GET / HTTP/1.1
50.068641 77.88.21.3 109.201.253.151 TCP 61 http > watilapp [ACK] Seq=1 Ack=453 Win=7168 Len=0
6 0.079222 77.88.21.3 109.201.253.151 TCP 1469 [TCP segment of a reassembled pPDU]
7 0.079334 77.88.21.3 109.201.253.151 TCP 1469 [TCP segment of a reassembled PDU]
8 0.079387 109.201.253.151 77.88.21.3 TCP 61 watilapp > http [ACK] Seq=453 Ack=2817 Win=66176 Len=0
90.079452 77.88.21.3 109.201.253.151 TCP 1469 [TCP segment of a reassembled PDU]
10 0.07949% 77.88.21.3 109.201.253.151 HTTP 459 HTTP/1.1 200 Ok (text/html)
11 0.079536 109.201.253.151 77.88.21.3 TCP 61 watilapp > http [ACK] Seq=453 Ack=4624 Win=66176 Len=0
12 0.079798 109.201.253.151 77.88.21.3 TCP 61 watilapp > http [FIN, ACK] Seq=453 Ack=4624 Win=66176 Len
130.113251 77.88.21.3 109.201.253.151 TCP 61 http > watilapp [ACK] Seq=4624 Ack=454 Win=7168 Len=0

q

[

b

® Frame 1: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) -
® Ethernet IT, Src: AsustekC_4f:le:fc (00:18:f3:4f:1e:fc), Dst: IntelCor_8b:1f:ac (00:15:17:8b:1f:ac)

PPP-over-Ethernet Session

® Point-to-Point Protocol

® Internet Protocol Version 4, Src: 109.201.253.151 (109.201.253.151), Dst: 77.88.21.3 (77.88.21.3)

= Transmission Control Protocol, Src Port: watilapp (1269), Dst Port: http (80), Seq: 0, Len: 0

Source port: watilapp (1269)
Destination port: http (80)
[Stream index: 0]
Sequence number: 0 (relative sequence number)
Header Tength: 32 bytes
Flags: 0x02 (SYN)
Window size value: 8192
[calcuTlated window size: 8192]
w Checksum: 0x5b41 [validation disabled]
= 0ptions: (12 bytes)
Maximum segment size: 1408 bytes
No-Operation (NOP)
= Window scale: 2 (multiply by 4)
No-Operation (NOP) L4
No-Operation (NOP)

il

TN CACK Nanmittoad Netion- Teoa

UULU 35> 1e U0 35> Z1 4> UU UU 34 U/ ab 40 UL BU Ub 2>
0020 62 6d c9 fd 97 4d 58 15 03 [EEENIENNEELEE
[([iE{o1 00 00 00 00 80 02 20 00 5b 41 00 00 02 04 05
((WZIVNNS0 01 03 03 02 01 01 04 02

%ﬁsmissium Control Protocol (tep... | Packets: 13 Displayed: 13 Marked: 0 Load time: 0:00.000

»

[

Profile: Default

Puc. 122. 3axBar xagpoB ¢ DHCP-coobmenusmu

BreimonHuTe aHamM3 3aXBaueHHBIX KaJpOB, 3alOJHHUB MPUBEICHHYIO HIDKE
Ta0JIUILy, MOJICTABIISAS BMECTO JJAHHBIX IPUMEpa CBOU JlaHHbIE (Ta0. 9).
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Ta6mmma 9
Hannbpie TCP-ceanca

Kanent: IP = 109.201.253.151 [Topt = 1269 MSS = 1408
CepBep: IP=77.88.21.3 IMopt = 80 MSS = 1410
N Otnpasu- | Ioayua- SEQ# ACK# Pas- Aouna
na- HOCTH Flags JAAaH-
TeJb TeJb hex hex
KeTa dec HBIX
1 Knnent Cepsep 7776A991 0 SYN 0
2 Cepsep Kimenr | 2C815468 7776A992 SYN, ACK 0
3 Kiuent Cepaep 7776A992 2C815469 ACK 0
4 Knnent Cepsep 7776A992 2C815469 453 PSH, ACK 453
5 Cepaep Kiuent 2C815469 7776AB56 ACK 0
6 Cepsep Kimenr | 2C815469 7776 AB56 ACK 1408

B nonst SEQ# u ACK# BBOAWTE HE OTHOCHTEIIbHBIE HOMEpPA, KOTOPBIE MpEI-
naraet Wireshark B okHe aHanm3a CTPyKTYpBI 3ar0JIOBKOB, a aOCOJIIOTHBIC 3HA-
YeHHs] ITHX MapaMeTpoB M3 aamma. PaccumTaiiTe A MakeTOB C HEHYJIEBHIM
pa3MepoM MOJIS TAHHBIX PA3HOCTh ACK# CIIEIYIOIIETO MaKkeTa ¢ MPOTUBOIMOJIOXK-
HOW CTOPOHBI M SEQ# TEKYIEro MakeTa. Y YuThIBas, 9YTO SEQ# SBISETCS HOMe-
pOM TiepBOro OaiiTa TEKyIIEro CerMEHTa, 100aBbTE K MOJTYYEHHOMY 3HAYCHUIO
eIMHUILY, TIEPEBEIUTE B ACCITUYHYIO CHCTEMY U 3alUIIUTE Pe3yibTaT B CTOJI-
Oel1l PasHocTb.

[Tpumep B Tabmure: 7776AB56, — 7776A992; = 1C4y + 1 = 1C54 = 45310.

VYkaxure B OTYETE AMANa30H HOMEPOB IMAKETOB, ycTaHaBiuBarommx TCP-
COCIMHEHHE, TIEPEIAIONTNX JaHHBIE B TOM COSUHEHHUH U 3aBEPIIAIOIINX €TO.

Bonpocsl 111 caMOnOAr0TOBKHU

1. HazoBuTe Ha3HayeHWE MOPTOB TPAHCIOPTHOI'O YPOBHS U MPHUBEAUTE MPHU-
MeEpBbI MOPTOB.

2. HazoBurte nmuama3oH MOPTOB, 3aKPEIJIEHHBIN 32 CTAaHJAPTHBIMHA CEPBEPHBI-
MU CIIyX)0amu.

3. IlpuBeawte TpUMEpHl MOPTOB CIYX)O0, 00bIYHO Hcmoyb3yrmux UDP wu

MOPTOB CITYkO0, 00BIYHO HcTIONB3yomux 1 CP.

HazoBute cxoactBo u ornnuue ¢yaknuii mporokoiaos UDP u TCP.

UYro Ha3bIBaIOT aapecoM cokeT? Ha3oBure koMaHIy, MO3BOJISIONIYIO OTOO-

pPa3uTh Mapbl COKETOB, 00PA3YIOMUX KOMMYHUKAIIHH.

6. Onummure 3aronoBok UDP. Kak BblumcisieTcss KOHTpOJbHAs cymMMa 3aro-
JIOBKa?

7. Tlepeuncnute MexaHU3Mbl obecmedeHusi mpotokosiom TCP HagexHOCTH
nepeiadyn TaHHBIX.

8. Urto Ha3bIBalOT MaKCUMAJIbHBIM Pa3MepPOM CETMEHTa U KaK OH pPacCUMTHIBa-
ercs?

9. Onwummre aJIrOPUTM MO3UTUBHOTO MOJATBEPKACHUS C PETPAHCIISIIIUEH U €ro
ucnones3oBanue TCP.

10. Onumurte mpouenypy ycraHoBieHus coenuHenusi npotokosiom TCP. Ka-
KHE I10J151 3ar0JIOBKA TPAHCIIOPTHOTO YPOBHS IPU 3TOM 3a/1€MICTBOBaHbI?

ok
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11.

12.

13.

14,
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OnumuTe anropuTMbI MepeAadn TaHHBIX U 3aBEPIICHUS COSAMHEHUS MPO-
tokosiom TCP. Kakue moss 3arosoBka TpaHCHOPTHOTO YPOBHS IPU 3TOM
3aJ1eiCTBOBAHbI?

Kakum o6pazom npotokon TCP moxeT perynupoBaTh NMOTOK MOCTYIA0-
IIUX XOCTY-TIOMyYaTesto TaHHbIX?

OnuiuTe MeXaHW3Mbl BBITAJKMBAaHUS JTAaHHBIX W3 BBIXOJHOTO Oydepa u
NEPECBUIKM CPOYHBIX JaHHbIX, noajaepxxkuBaembix TCP. Ilpusenurte npu-
MEpBI UX UCTIOIB30BaAHUSI.

Omnwummute dpopmat 3aronoska TCP.

TecTsl 1131 KOHTPOJA YCBOCHUSA 3HAHUH

B nakere, nepecbuiaeMoM B JIOKAJIBHOW CETH MOPT OoTipaButesisd = 80, mopt
nosyuarensa = 24561. BriOepute U3 crucka THI MPOTOKOJA U MPUBSZKY
IIOPTOB K KJIINEHTY U CEPBEPY:

a) nporokon UDP, ornipaBurens — cepsep, MoIyvyaTeslb — KIHEHT;

6) npotokon UDP, otnpaButens — KIUEHT, NOIydaTelb — CEPBEP;

B) mportokoa TCP, ornpaBurens — cepBep, NOIydaTedb — KIUEHT;

r) nporokoa TCP, otnpaBuTeNb — KIIMEHT, ITOJIy4aTellb — CEPBEP.
Bri6epure, 4To XapakTepHu3yeT MOPT TPAHCIIOPTHOIO YPOBHSL:

a) TOPT CETEBOro aJanTepa, Yepe3 KOTOPBI XOCT padOTAET € CEThIO;

0) 00JacTh MaMATH, CBSI3aHHYIO C CETEBBIM IPHUIIOKEHUEM;

B) IMOPT BBOJIAa-BbIBOJA, 3aKPEIIIEHHBIN 32 CETEBBIM aJIalITEPOM.

Boi6epute cOOTBETCTBHS AJI1 HA3BAHUM CTAaHAAPTHBIX CIYKO M 3aKpEIIEH-
HBIX 32 HUIMH HOMEpOB nopToB: a) 80, 0) 21, B) 67, 1) 53, 1) 25:

- FTP—..;

- HTTP—-..;

- DNS-..;

- DHCP-..;

- SMTP - ...

KomaHga netstat -an BbIBENIA HA 3KPaH CICAYIOLIUME CTPOKHU. YKAXUTE,
KAaKH€ U3 HUX OMMUCHIBAIOT COKEThI YCTAHOBJIEHHOTO COEUHEHHUS:

a) TCP 0.0.0.0:135 0.0.0.0:0 LISTENING;
0) TCP 109.201.253.151:3603  74.125.39.104:80 ESTABLISHED;
B) TCP 109.201.253.151:54035 62.165.4.118:33016 TIME WAIT;

r) TCP 109.201.253.151:54035 90.176.90.125:11740  SYN_ RECEIVED.
VYkaxute necsatuuHoe 3HaueHue, uaeHtuduiupyromnee UDP B mone [po-
TokoJ1 [P-3aronoBka:

a) 01,

6) 06;

B) 17.

VYKaxurte 1noisi, KOTOpble BXOAAT B IICEBA03ar0J0BOK, UCIOJIb3YEMbIN TIPH
pacuére KoHTposibHOU cymmbl UDP wmu TCP:

a) MAC-aapec oTmpaBHUTENS;

6) MAC-anpec nomydarerns;



10.

B) IP-agpec ornpaBuTens;

r) IP-aapec momyuarens;

1) TOPT OTHPABUTEIS;

€) MOopT MoJy4yaTes;

K) HACHTU(HUKATOP MPOTOKOIA;

3) JUIMHA MaKeTa C 3aroJIOBKOM.

BriGepute, yeMy paBHSETCS MaKCHUMAaJbHBIA pa3Mep CerMeHTa i 3aro-
noBka Ipv4 6e3 ommmii u 3arooBka TCP mwHOM 28 GaidT:

a) 1452 Gaiita;

0) 1460 Gaiir;

B) 1472 Oaiira;

r) 1500 OGaiir.

TCP-maker ¢ moseM paHHbpIX 500 0aliT MMeEET AECATUYHOE 3HAUCHUE
SEQ#=15246, a necaruunoe 3Hauenue ACK#=32412. Beibepure, KakuMu
OyIyT leCATUYHbIC 3HAYEHUs ITUX T0JIeH B OTBETE HA JIAHHBIN IMaKET, €Clin
B HEM nepecbuiaercs 300 6aiT TaHHBIX:

a) SEQ#=15746, ACK#=32712;

0) SEQ#=32712, ACK#=15746;

B) SEQ#=15747, ACK#=32713;

r) SEQ#=15745, ACK#=32711

N3 3axBaueHHbIX akeToB ceanca TCP u3BneueHsl Tpu nakera ¢ uaramu:
a) PSH, ACK;

0) SYN;

B) FYN, ACK;

r) SYN, ACK.

VYkaxute, Kakue U3 HUX OTHOCSITCS K:

- MakKeTaMm, YCTAaHABJIMBAIOUIUM COEMHEHHE, — ...;

- MakKeTam, NepelaroluM JaHHbIE B CEaHce, — ...;

- MaKeTam, 3aBEepIIAIIUM COSIUHEHUE, — ....

Bri6epure HazBanue moss 3arosioBka TCP, mO3BOJSIIONIETO PEryanupoBaTh
MOTOK JAHHBIX C MPOTUBOMOJIOKHON CTOPOHBI COCTMHEHUS:

a) JlnmHa 3aroyioBKa;

06) Okno;

B) KoHTponbHas cymma;

r) Ykaszareiab CPOYHOCTH.
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CNNOBAPb TEPMUHOB

A

ACL (Access Control List — criucok KOHTpOJS JOCTYIA) — CIHUCOK, KOTOPBI
OTIPEJENISIET, KTO WM YTO MOXKET MOJydaTh JOCTYI K KOHKPETHOMY OOBEKTY U
KaKue MMEHHO ONEpalMK Pa3pelieHo WM 3alpenieHo 3TOMY CyOBheKTY MpOBO-
JTUTh HaJl OOBEKTOM.
ARP (Address Resolution Protocol — mporokon ompeneneHus aapeca) — HC-
MOJIB3YETCSI B KOMITBIOTEPHBIX CETAX MJIs OINpPEACNICHHs agpeca KaHaJIbHOIO
YPOBHSI 10 U3BECTHOMY apECY CETEBOI'O YPOBHS.
ASCII (American Standard Code for Information Interchange) — amepukanckuii
cTaHAapTHBIN kon miss oOMmena mHpopmarmeit. ASCII npeacrasisier coboit 8-
OUTHYIO KOJIUPOBKY [UJIsi TPEACTABICHUS JCCATHUYHBIX LUDp, JIATUHCKOTO U
HAIlMOHAJIBHOTO aNi()aBUTOB, 3HAKOB MIPENUHAHUS U YIIPABISIOIINX CUMBOJIOB.

C
CISCO 10S (Internetwork Operating System — MesxceTeBas OInepalioHHAsA
crcTeMa) — MPOrpaMMHOE O00ECIeUYeHUE, UCIONIb3YyeMOe B MapIIpyTH3aTOpax
Cisco u HEeKOTOpBIX ceTeBbIX KommyTaropax. Cisco IOS — mHOro3agaunas ome-
pallMOHHAsI CUCTEMA, BBIMOJIHAIONIAs (YHKIIMU CETEBOM OpraHu3aiiu, Mapiipy-
TU3AllMU, KOMMYTAIlMU U Nepelayu JaHHBIX.

D
DHCP (Dynamic Host Configuration Protocol — mporokon JMHaMHUYECKOU
KOH(Urypanuu y3aa) — 5TO CETEBOM MPOTOKOJ, MO3BOJISIONINIA KOMITHIOTEPAM
aBTOMaTHYecKu mnosydarb [P-anpec m apyrue mapamerpbl, HEOOXOOUMBIE ISt
paboTsl B cetu TCP/IP.
DNS (Domain Name System — cucreMa JOMEHHBIX UMEH) — KOMIIbIOTEpHAS
pacnpenenéHHas cucteMa Juisl mojgy4deHus nadopmaiuu o romenax. Yarie Bcero
UCIIONB3yeTCs Wi noiaydenus [P-agpeca mo umenn xocra.

E
ETHERNET — makerHass TexHonOrus mnepefayd JaHHBIX MPEUMYIECTBEHHO
JIOKaJIbHBIX KoMIbIOTepHBIX ceTed. Ctanmaptel Ethernet onpenenstor npoBo-
HBIC COCIMHECHUS U DJICKTPUUYECKUE CHTHAIBI Ha (PU3NYECKOM ypoBHE, dopmMar
KaJIpOB M MPOTOKOJIBI YIPABICHUS JOCTYIIOM K Cpelie — Ha KaHAIBLHOM YpPOBHE
mozaenu OSI. CkopocTh nepenayn AaHHbIX B Kiaccuyecko Ethernet cocrasnsina
10 Mowut/c. HacnenoBanusle Texnosoruu — Fast Ethernet (100 Mowut/c), Gigabit
Ethernet (1 I'out/c), 10 Gigabit Ethernet (10 I'6ut/c), 40/100 Gigabit Ethernet
(40/100 I'dut/c).

H
HTTP (HyperText Transfer Protocol — mporokon mepemaun rumeprexcra) —
MPOTOKOJI MPUKIAJAHOTO ypOoBHA mepenaun naHHbIX. OcHoBori HTTP sBnsiercs
TEXHOJIOTUSI «KJIMEHT — CEPBEP», TO €CTh MPEANoaraeTcs CyueCTBOBaHUE IO-
TpebuTenel (KIMEHTOB), KOTOPhIE MHUIMUPYIOT COEAMHEHUE M TMOCHUIAIOT 3a-
IIPOC, U MOCTaBIIUKOB (CEPBEPOB), KOTOPBIE OKUIAIOT COEAUHEHUS JIJIS TTOJIyde-
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HUS 3alpoca, TPOU3BOAAT HEOOXOIUMBIE IEUCTBUS M BO3BPAIIAIOT 0OPATHO CO-
obuenue ¢ pesyiabratom. HTTP B HacTosiee BpeMsi TOBCEMECTHO UCIOJIb3YeT-
csi Bo BceMupHoit maytune juist nmoiayyenus nadopmanuu ¢ Web-cailTos.

|
ICMP — (Internet Control Message Protocol — mpoToko: yrnpaBisionmx coo0-
miennii HTepHEeT) — ceTeBOM MPOTOKOI, BXOAAIIHI B cTek mpoTokoios TCP/IP.
B ocnoBnom ICMP wucnonb3yeTcst s mepenadd cooOIIeHUuM 00 OImmoOKax u
JIPYTUX WCKIIOUHUTENIBHBIX CUTyalUsAX, BO3HUKIIMX IpU TNEpeAadye INaHHBIX,
HaIrpuMep, 3ampanimBaemasl yciayra HeI0CTYIIHA, XOCT WIA MaplIpyTU3aTOp HE
orBeudaroT. Taxxe Ha ICMP Bo3nararoTcsi HEKOTOpbIE CEpBUCHBIE (DYHKITUU.
IEEE — UHCTUTYT HUHXEHEPOB IIO JJIEKTPOTEXHUKE H
IJIEKTPOHUKE (Institute of Electrical and Electronics Engineers) — mexy-
HapoJHAsi HEKOMMEpUecKas acCoIMaIusi CIENUATMCTOB B O0JIACTH TEXHUKH,
MHUPOBOM JIUJIep B 001aCTH pa3pabOTKKU CTAaHAAPTOB PATUOITIECKTPOHUKU U JICK-
TPOTEXHUKH, KOMIIBIOTEPHON TEXHUKHA U KOMIIBIOTEPHBIX CETEM.
IEEE 802.11 — nabop cTaHmapToB CBSI3H, Ui KOMMYHUKAIIMKA B OECTIPOBOTHOM
JIOKAJbHOM CETEBOM 30HE YaCTOTHBLIX auamna3oHoB 2,4; 3,6 u 5 I'T1. Ilons30oBa-
TensiM Oosiee u3BecTeH Mo HazBaHUo Wi-Fi, dakTuuecku SBIsirOIIMMCs OpeH-
JIOM, TIPEJIOKEHHBIM U TpojBuraeMbiM opranusanueir Wi-Fi Alliance. Ilony-
YT IIUPOKOE pacipocTpaHeHue Oaroaaps pa3BUTHIO B MOOMIIBHBIX 3JIEKTPOH-
HO-BhIuMCIUTENBbHBIX ycTpoiicTBax: KIIK u HOoyTOykax. CkopocTh mepenauu
maHHeiX 1 — 2 MoOuTt/c B mojioce yactoT B obOiactu 2,4 I'T'n. Hacnenosanusie
texnonorun 802.11a (54 Mowut/c 5 I'Ti), 802.11b (11 Mour/c 2,4 ITn),
802.11g (54 Mo6ut/c 2,4 I'T1x), 802.11n (1o 600 Mout/c 2,4 I'Tyu 5 I'T'w).
INTERNET PROTOCOL (IP) — MapmpyTH3UpyeMbIii CETeBOW MPOTOKO,
POTOKOJI ceTeBoro ypoBHs cereBoro creka TCP/IP. IIporokon IP ncnons3yer-
Csl Il HETapaHTUPOBAHHOM JIOCTaBKM JAHHBIX, pa3/eliIeMbIX Ha Tak Ha3bIBae-
MBbI€ TIAKEThI OT OJHOTO Yy3J1a CETH K IPyTOMY.
IP-AIPEC (INTERNET PROTOCOL ADDRESS) — yHUKaJIbHBINA CETEBOU
aZpec y3ja B KOMIIBIOTEPHOU CETH, NOCTPOEHHOU 110 nipoTokony IP. Ilpu ces3u
yepe3 cetb MHTepHET Tpebyercs riodaibHasi YHUKAILHOCTh ajapeca, B Ciiydae
paboThI B JIOKAJTBHOW CETH TpeOyeTCs YHUKAIBHOCTh ajpeca B IMpeesiax CeTH.
s IP Bepcun 4 umeer aiuny 4 Oaiita.

M
MAC-AJIPEC (Media Access Control — ympasnenue AOCTynoM K cpefe) —
YHUKaJbHBIA UACHTU(PUKATOP, MPUCBAUBAEMbIN KaXKJ0M eAuHHIIE 000pyI0Ba-
HUSI KOMITBIOTEPHBIX CETEW Ha YPOBHE 000PYAOBAHUSI.
MTU (Maximum Transmission Unit) — makcumanbHbIi pa3mep Osioka (B Oaii-
Tax), KOTOPbI MOET ObITh MEpelaH Ha KaHAIBHOM yYPOBHE CETEBON MOJICTH
OSl.
MULTICAST (rpynmnoBas nepefada) — creruaibHas ¢Gopma HIMPOKOBEIaHMS,
IpU KOTOPOM CETEBOM MaKeT OJHOBPEMEHHO HAMPABISETCA OMNPEICIEHHOMY
MOJIMHOKECTBY a/IpecaToB — He 0THOMY (unicast) u He BceM (broadcast).
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N
NTFS (New Technology File System) — ¢aiinoBas cuctema, HCIIONB3YOIIAs
MEXaHHU3MBbI YIPaBJICHUS JOCTYNOM K (PaillIoBBIM pecypcaM 1Mo HUASHTUPHUKATO-
paM T0JIB30BATEJICH/TPYIIT M CIIMCKaM pa3pelieHruid Ha orepalui ¢ STUMH pe-
cypcaMmu.

P

PDU (Protocol Data Unit — "npoTokojbHast equHHUIA JaHHBIX'") — 0000MEHHOE
Ha3BaHUE (parMeHTa JaHHBIX Ha pa3HbIX ypoBHsX moaenu OSI: kanp Ethernet,
IP-nmaket, UDP-pneittarpamma, TCP-cermenT u T.1.

T
TCP (Transmission Control Protocol — mpotokos ympaBiieHus Iepenaycii) —
OJIMH U3 OCHOBHBIX CETEBBIX MPOTOKOJIOB WMHTEpHETa, mpeaHa3HAYCHHBIN IJIs
yrOpaBiieHHus Tnepenadyeit naHHeix B cerax W nojcersx TCP/IP. Beimonnser
GbyHKIMKM TpoTOKoia TpaHcnopTHoro ypoBHs Mmoaenu OSI. TCP — 3to TpaHc-
MOPTHBIM MEXaHW3M, MPEIOCTABIAIONIMN MMOTOK AAHHBIX, C MPEABAPUTEIHLHON
YCTAaHOBKOM COEAMHEHMS, 32 CUET 3TOr0 JAIOLUK YBEPEHHOCTh B JIOCTOBEPHO-
CTHU MOJIy4a€MbIX JAHHBIX, OCYIIECTBISET HOBTOPHBINA 3aMpOC JAHHBIX B CIy4ae
MOTEPHU JTAHHBIX U YCTPaHSIET AyOIMpOBaHUE MPHU MOJTYYSHUH JABYX KOIUNA OJHO-
ro nakera. B otnmnmune or UDP rapanTupyet, 4To NpUII0KEHUE TOTYUYNUT TaAHHBIE
TOYHO B TaKOM e MOCJIeI0BATEILHOCTH, B KAKOW OHU OBbLIN OTIPABJICHBI, U 0€3
HOTEPb.
TCP/IP (Transmission Control Protocol/Internet Protocol — mpotokoi yrpas-
JICHUsl Tepeadeil/ HHTEPHET-MPOTOKOJ) — CTEK CETEBBIX MPOTOKOJIOB, SIBIISIO-
IIUIICS OCHOBHBIM CTEKOM JUTsi paboThl MIHTEpHETa, OCHOBAH HAa MOJIETU CETEBO-
ro B3aumojierictBuss DOD u BKIItO4aeT B ce0sl MPOTOKOJBI YETHIPEX YPOBHEH:
npukiiagaoro (application), TpancnoptHoro (transport), cereBoro (network), ka-
HanbHOTO (data link).

U

UDP (User Datagram Protocol — mpoTokoJ moJib30BaTeIbCKUX JAeHTarpaMm) —
ATO TPAHCIIOPTHBIN MPOTOKOJ IS TIEpeiauu JaHHBIX B ceTsx [P 6e3 ycraHnoe-
Hus coeauHeHusi. OH SBISETCS OJHUM W3 CaMbBIX MPOCTHIX MPOTOKOJIOB TPAHC-
noptHoro ypoBHs moaenu OSI. B orimuue ot TCP, UDP He rapantupyet ao-
CTaBKy IIaKeTa, IMOATOMY a0OpeBHaTypy WHOTrAa pacm(poBBIBAIOT Kak
Unreliable Datagram Protocol (mpoTokos HeHaAEKHBIX AeUTarpamm). ITO 1M03-
BOJISIET €My ropaszio ObicTpee U 3(PpeKTUBHEE NOCTABIATh JaHHBIE IS TPUIIO-
YKEHUM, KOTOPBIM TpeOyeTcsi 0oJibIlIasi MPOIYCKHasl CIIOCOOHOCTh JIMHUN CBSI3H,
100 TpedyeTcs Majioe BpeMsl IOCTaBKH JIAaHHBIX.
V

VLAN (Virtual Local Area Network) — BupTyanbHas JTIoKkaabHas KOMITbIOTEPHASI
CETh — MPEICTABIISIET COOOU TPYIITY XOCTOB ¢ 00IUM HaOOpOM TpeOOBaHMIA, KO-
TOpbIE B3aUMOJICHCTBYIOT TaK, KaK €CJIM Obl OHU OBbLIN MOJKIFOUYEHBI K IIMPOKO-
BEIIATEILHOMY JOMEHY, HE3aBUCHUMO OT UX (PU3MUECKOTO MECTOHAXOMXKIACHHUS.
VLAN umeeT Te ke CBOWCTBA, YTO U (pu3nuecKas JIOKaJIbHasl CETh, HO MO3BOJIS-
€T KOHEYHBIM CTAHIIMSAM IPYIIIMPOBATHCS BMECTE, AK€ €CIIU OHU HE HAXOJATCA
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B OJHOM (pu3nueckoil cetu. Takas peopraHuzaiusi MOXET OBbITh clieJlaHa Ha OC-
HOBE IMPOrpaMMHOT0 oOecreueHrus BMECTO (U3HUECKOro TMEepeMelleHUs
YCTPOMCTB.
W

WI-FI (Wireless Fidelity — «becipoBoiHasi TOYHOCTE») — TOproBas Mapka Wi-
Fi Alliance nnsa 6ecipoBoaHbix ceteid Ha 6asze crannapta IEEE 802.11. JIro6oe
obopynoBanue, coorBerctByromee ctanaapty IEEE 802.11, moxer ObITh mpo-
tectupoBaHo B Wi-Fi Alliance u moixy4uTh COOTBETCTBYIOIIUN cepTUdUKAT U
npaBo HaHeceHwus Jjorotua Wi-Fi.

A

JNeiiTarpamma (datagram) — 6710k HHGOpPMAITUH, TOCTAHHBIN KaK IMAKET CETEBO-
r0 YpPOBHsI 4epe3 MepeNarollyto cpeay 0e3 MpeBapUTEe/IbHOTO YCTAHOBJICHUS
COCJIMHEHUS M CO3/IaHUs BUPTYaJIbHOIO KaHaJIa.

K

KAJIP (Frame) — enuHuiia nepeadn JaHHBIX Ha KaHAJIbHOM YPOBHE 3TaTOHHOMN
MOJIEIN B3auMoAeHCTBUS OTKPHITBHIX cucteM (OSI).

KIMEHT (ITPOTPAMMA) — mnporpamMmmMHOe OO€cCIeYeHHUE, MO3BOJISIONIEE
KOMITBIOTEPY OOpalaTbcsi K CETEBBIM pecypcaM CEepBEPOB KOMIIBIOTEPHBIX Ce-
Tel: (ailyioBbIM pecypcam, MpUHTEpaM, KaHajaam jJoctyna Kk UHTepHeT.
KOMIIBIOTEPHASA CETb (BBIMUCJIMTEJBHASA CETb, CETbH IIE-
PEJIAYUN JTAHHBIX) — cucteMa cBSI3U KOMIBIOTEPOB W/HIIM KOMITBIOTEPHOTO
o0opyoBaHus (CEpBEPHI, MAPUIPYTU3ATOPHI U Apyroe odopyaoBanue). Jis me-
penaun MHGOPMAIMK MOTYT OBITh HCIIOJIB30BAHbI pa3iuyHbIe (U3HUECKHUE SB-
JICHUs, KaK MPaBUJIO, PA3UYHbIC BUJBI AJIEKTPUUYECKUX CHUTHAJIOB, CBETOBBIX
CUTHAJIOB WJIM 3JIEKTPOMArHUTHOTO U3JTyYCHHUSI.

KOMMYTATOP JJOKAJBHOM CETH (SWITCH) — aktuBHOE cereBoe
00opyZ0BaHuE, OCYIIECTBISIONIEE NIEpeiady KaJpoB C OJHOIO CBOETO MOpTa Ha
JIpYroM, OCHOBBIBasACh Ha aHanu3e MAC-anpecoB B UX 3aroJIOBKax.
KOHTPOJIbHASI CYMMA (Frame Check Sequence — FCS) — nekoropoe
3HAaYEHUE, PACCUUTAHHOE M0 HAOOPY JaHHBIX MyTEM MIPUMEHEHUS OTIPEIeTIEHHO-
ro aJITOPUTMA U UCTIONB3YEMOE I TIPOBEPKH IIEIIOCTHOCTH JAHHBIX TIPH UX TIe-
penade WM XpaHeHUU. Tak K€ KOHTPOJbHBIE CYMMBI MOTYT HMCIOJB30BAThCS
JUIs. OBICTPOTO CpaBHEHHUS JIByX HAaOOPOB JIaHHBIX HAa HEIKBUBAJIECHTHOCTH: C
OOJIBIIION BEPOSITHOCTHIO Pa3JIMUHbIE HAOOPHI JAHHBIX OYIyT UMETh HEpPaBHbIC
KOHTPOJIbHBIC CYMMBI.

KOHIEHTPATOP (HUB) — akTuBHOE ce€TeBOE 0O0OOpYyJOBaHHE, OCYIIECTB-
JS0IIEee Mepeady CUTHAJOB CO CBOErO BXOJAIIEr0 MOpPTa HAa BCE OCTAJbHBIC
MOPTHI.

KPOCCILNIAT®OPMEHHOE IITPOT'PAMMHOE OBECIIEYEHUE -
nporpaMMHoe oOecrieueHue, padoraroiiee Oojiee YeM Ha OJHOM ammapaTHOM
iaTgopMe W/ Ui ONepalliOHHON cUcTeMe.

JI
JIOKAJIBHASA KOMIIBIOTEPHAS CETb (LOCAL AREA NETWORK —
LAN) — Habop KOMIIBIOTEPOB (YacTO Ha3bIBAEMBIX pabOYUMU CMIAHYUSIMU

146



(Workstation)), cepBepoB, ceTeBBIX IPHHTEPOB, KOMMYTAaTOpoB (Switch), mapri-
pytuzatopoB (Router), Touek gocrymna (Access Point), npyroro o6opyaoBaHus,
a TaKXe COCIMHAIONINX UX KaOesei, 00bIYHO PaCIOJIOKEHHBIX HA OTHOCUTEIBHO
HEOOJBIIION TEPPUTOPUHU WM B HEOONBIIONW Tpymme 3aaHuil (yueOHBbIN Kiacc,
KBapTHUpa, oPuc, YyHUBEPCUTET, 10M, (UpMa, IPEANPUSATHE).

M
MACKA NNOACETHU (SUBNET MASK) — 6utoBast Macka, ornpezestonas,
Kakas yacThb [P-agpeca y3ma ceT OTHOCHUTCA K aJIpecy CETH, a Kakas — K aJipecy
CaMoro y3Jia B 3TOH CeTH.
MAPILIPYTH3ATOP (router) — ceTeBOE YCTPOWCTBO, MEPECHUIAIOIICE MAKETHI
JAHHBIX MEX]y Pa3JIMUHBIMU CETMEHTAMH CETU M MPUHUMAIOIIECE pPEIICHUs Ha
OCHOBAaHHUU MH(OpPMAIIMK O TOMOJOTUM CETU W ONPECTEHHBIX MPaBWI, 3a/1aH-
HBIX aJAMUHUCTpATOpoM. MapuipyTtuzaTtop pabOTaeT Ha CETEBOM YPOBHE CeETe-
Bou mojeimu OSI.
MAPHIPYTHU3ALMS (Routing) — mporecc onpeaeieHns MapupyTa cleio-
BaHUS UH(POPMAIIUU B CETAX CBS3U. MapuipyThl MOTYT 3aJ1aBaThCsl aIMUHUCTpa-
TUBHO (CTATUYECKHUE MapPIIPYThI), TUOO BBIYUCIATHCS C MOMOIIBIO aJrOPUTMOB
MapuIpyTu3anuu, 0a3upysch Ha UHPOpPMAIIUU O TOMOJOTHMU U COCTOSIHUU CETH,
MOJTYYEHHON C TTOMOIIBIO MMPOTOKOJIOB MAapIIPyTU3ALMHU (IMHAMUYECKUE MapIl-
PYTHI).
MOJIEJIb B3AUMOJEHCTBUS OTKPBITBIX CHUCTEM (OPEN
SYSTEM INTERCONNECTION — OSI) — abctpakTHasi ceMHypOBHEBas ce-
TeBasi MOJIEJb I KOMMYHUKAIINI 1 pa3pab0OTKH CETEBBIX MPOTOKOJIOB.

H
HEDKPAHUPOBAHHASI BUTAS IMAPA (UNSHIELDED TWISTED
PAIR — UTP) — nonynspHas cpeaa nepeaadu JaHHBIX B CETH, MPEACTaBIIAIO-
mas co0oi CBUTHIE MOMAPHO YEThIPE Maphl MPOBOIOB.

O
OJITHOPAHI'OBASI WJIM IMPUHI OBASI (Peer-To-Peer, P2P — paBHblit K
paBHomy) CETDb — xoMmmbroTepHas ceThb, OCHOBaHHAasi Ha PAaBHOINPABUU y4acCT-
HUKOB. B Takoul CETH OTCYTCTBYIOT BBIJCICHHBIE CEPBEPHI, 4 KAXKIBIM Y3€I
(peer) sBIISIETCS KaK KIMEHTOM, TaK U CEPBEPOM.

II
MNAKET (CETEBOW) — 510 0ThopMaTHpOBAaHHEI GI0K JaHHBIX, MepeiaBae-
MBIX O CETH B TAKETHOM PEXUME.
MOJHOAYIUIEKCHBIM PEXKHWM — pexuMm, Opd KOTOPOM Iieperaua M
MPUEM JAHHBIX TPOUCXOISAT OTHOBPEMEHHO.
HOJYAYIUIEKCHBIN PEXKUM — pexuM, IpH KOTOPOM Tiepeada U IpHéM
JTAHHBIX TIPOUCXOIAT 110 OUEPE/IH.
MOPT (TCP/IP) — B mporokosniax TCP u UDP (cemeiictBa TCP/IP) mopt —
UJACHTUUIUPYEMBbIA HOMEPOM CHUCTEMHBIN pecypc, BbIAEIAEMbId NPHUIIOXKeE-
HUIO, BBIMOJHAEMOMY Ha HEKOTOPOM CETEBOM XOCTE, JJIsS CBA3U C MPUIIOKEHU -
MU, BBITOJHSAEMBIMU HA APYTHX CETEBBIX XOCTax (B TOM YHCIE C IPyTUMU IPU-
JIO)KEHUSIMM Ha 3TOM ke xocTte). st kaxkmoro u3 mpotokosioB TCP u UDP
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CTaHAAPT OMPEEET BO3MOKHOCTh OJJHOBPEMEHHOTO BBIJICTICHUSI HA XOCTE 0
65536 yHUKQJIBHBIX MOPTOB, HACHTUHUIMPYIOMKXCS HOMepaMu OT 0 10 65535.
[Tpu mepemaye Mo ceTH HOMEP MOPTA B 3aTOJIOBKE IMAKEeTa UCIIOJIb3YeTCs (BMECTE
c IP-agpecom xocTa) Ais aapecarnyi KOHKPETHOTO TMPUIIOKEHHUS (M KOHKPETHO-
T0, MPUHAJICKAIIETO €My, CETCBOTO COSAMHCHNA).

C

CETEBAS CJHYXKBA — nporpamMmHoe obecrieueHue, paboTarolee Ha cepBe-
pe u obecrieunBaroiee 00CIy)KMBaHHE KIMEHTCKUX 3allPOCOB K CETEBBIM PECyp-
caM 3TOTO cepBepa.
CETEBOM AJANTEP (CETEBASI IIIATA, CETEBASI KAPTA,
NETWORK INTERFACE CARD - NIC) — nepudepuitnoe ycTpoiicTBO,
IIO3BOJISIONIEE KOMITBIOTEPY B3aUMOJIEUCTBOBATh C IPYTMMH YCTPOWCTBAMM Ce-
TU. B Hacrosiiee Bpemsi, 0OCOOEHHO B MEPCOHAIBHBIX KOMIIBIOTEPAX, CETEBbIC
I1aThl I0BOJIBHO YaCTO MHTETPUPOBAHBI B MATEPUHCKUE IIATHI JUIsl yI0OCTBA U
YJICIIEBIICHUS BCETO KOMITBIOTEPA B LIEJIOM.
CETEBOM MMPOTOKO.I — nporpaMmMHOe obecieueHre, peannsyromee Habop
IPaBUJI, MO3BOJIAIOIIUX OCYIIECTBIISATh COCAMHEHUE U OOMEH JAHHBIMH MEXIY
IBYMS 1 O0Jiee MOAKIIOYEHHBIMH K CETH ycTpoiicTBaMu. OCHOBHBIMHU 3aJla4yaMu
MIPOTOKOJIOB SIBJISIIOTCSA pa3OueHue MmoToka uHGOpMAaIMy Ha MakeThbl, (OpMHUPO-
BaHUE 3aroJIOBKOB AKETOB C aIp€CHON U Apyroi nuHpopMaiuei, No3BoJsSoei
peanu30BbIBaTh PaA3JIMYHbIE MEXaHU3Mbl MPOTOKOJIOB MO HAaAEKHOM J1OCTaBKE
JTAHHBIX, 00ECIEUEHUIO 1IEJIOCTHOCTH JAaHHBIX, O0€30MACHOCTU NEepeaadud U JIp.
OO0s13aTeNbHBIM YCIOBHEM PAaOOTHI CETHU SIBISIETCS HAIMYUE OJMHAKOBBIX CTEKOB
CETEBBIX MMPOTOKOJIOB HA KOMIBIOTEPAX — YYACTHUKAX CETH.
COKET (socket — yraybienue, rHes3no, pasbéM) — Ha3BaHUE IIPOrPAMMHOIO
uHtepdeiica nmsa odbecneueHus: oOMeHa TaHHBIMU MEXy npoueccamu. [Iponec-
Chbl [P TAaKOM OOMEHE MOTYT MCIOJIHATHCS Kak Ha ogHoM DOBM, Tak u Ha pas-
anuHbIX DBM, cBA3aHHBIX Mex)y co00H ceThio. COKeT — aOCTpaKTHBIA OOBEKT,
MPEICTABIIAIONINN KOHeUHYI0 TOUKy coenuHeHusi. B TCP/IP coker onpenenser-
csa [P-agpecoMm xocTa U OPTOM, SIBJISIOIIMMCS KOHEYHOW TOYKOW KOMMYHHKa-
LUH.
CTEK CETEBBIX ITPOTOKOJIOB — nHabop ceTeBbIX MPOTOKOJIOB Pa3HBIX
YPOBHEH MOJIEJIM CETEBOTO B3aUMOJECHCTBUS, UCIIOJIb3YyEMbIX B CETSX.

T
TOUYKA JOCTYIA (ACCESS POINT) — akTuBHOE ceTeBOE 000pY/I0BaHMUE,
OpraHu3yIolIee paJuoKaHalIbl MEXKAY yYaCTHUKaMU O€CIIPOBOTHON CETH.

X

XOCT (ot anriu. host — X0341H , IPUHUMAIOIIMKA TOCTEI) — JTH000M KOMIIBIOTED,
cepBep, NOAKIIOYEHHBIN K JIOKATBHOMN HIIH TI100aIbHOM CETH.

11|
HINMPOKOBEIIAHUE (broadcasting) — meTos rmepeiadu qaHHBIX B KOMITHIO-
TEPHBIX CETSIX, MPU KOTOPOM IMOTOK JAHHBIX (KaXAbld MEepeJaHHbII MaKeT B
clly4yae MakeTHOM mepenayu) MmpeaHa3HayeH JJid NpuéMa BCEeMHM YYaCTHUKAMU
CETH.
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IIJIF03 OCHOBHOM (GATEWAY) — Touka ceTH, KOTOpasi CIyHT BBIXO-
JIOM B JIPYTYIO CETb.
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NMPUNOXEHUE A

Moaean B3anMoelicTBUSI OTKPBITHIX cucTeM — Open System Interconnect

Ipunyun nepedaqu dannvix no cemu COCTOUT B TOM, 4TO (aita (M coo0-
IIEHHUE), KOTOpBIE MNPEACTABIAIOT COOOM COBOKYHNHOCTh OailT, IepechuIaeTCs
HNOpPUUSAMU KOHEYHOM JUIMHBI TOCJEI0BATENbHBIX OWUT, COCTABISAIOLIUX OAaMT.
®aiinel pazgensaioTcs Ha Oojiee METIKHUE OOBEKTHI C 1enbio 3()(PEKTUBHOTO HUC-
NOJIb30BAHUS KaHAJIOB MIEPEaul JAaHHBIX: a) 32 CUET MPEIOTBPAIICHUS UCTIOIb-
30BaHMsI KaHaJIa TOJBKO JABYMsI YYaCTHUKAaMU M 0) 3a CYET MUHUMM3alUUU O0be-
Ma TOBTOPHOM Mepenayu B ciiydae OMIMOKM B MpUHATON dactu ¢aiina. [loce-
JIOBaTEeNIbHBIE OUTBHI 0OPAMIIIOTCS yIpaBistomnield nHpopMauei (B 4aCTHOCTH
aJjpecaMy UCTOYHHMKA ¥ TPUEMHHKA JaHHBIX) M KOHTPOJIBHON CyMMO# (KoTopas
MO3BOJIAIET KOHTPOJUPOBATh MPaBWIBHOCTh IE€pelaydl JaHHbBIX), CO37aBas
CTPYKTYpHl JaHHBIX, Ha3bliBaeMble kaopamu. Kanpbel 0ObIUHO BKIJIAJBIBAIOTCS B
CETEBBIC nakemsbl, KOTOPbIE, B CBOIO OYEpE/b, JOOABIAIOT K KaJpy 3aroJioBOK C
ynpasisitoieil unpopmanuen. Mcnonp30BaHue MakeTOB MO3BOJIAET NEPEIaBaTh
JaHHbIE B FE€TEPOTECHHBIX Pa3BETBICHHBIX CETAX. IlakeThl mepeHoCAT CerMeHThI
JAHHBIX U COOOIIEHUS CO CBOEH yIpaBJstonieil nHpopmanmen.

Opranu3zanusi CeTeBOro B3aUMOJICHCTBUS NPEICTaBISIET COOOW CIIOKHYIO
3amauy. [lns ee pemieHus: UCHOJIb3YIOT 0eKoMNno3uyuio Ha N0/13a/1a4u, BKIIIOYas
(GYHKIIMOHATBFHOE OMKCAaHWE YPOBHEH, PEIIArOINX 3T MOA331a4H, U OMUCAHHE
CBA3€H MEXKIYy COCEIHUMMM YpOoBHsIMHU. B Hawane 80-x IT. mpomuioro Beka He-
CKOJIBKO MEKIYHAPOAHBIX OpraHu3aluil no cranaaptuzanuu (Meowcoynapoonas
opeanuszayuss no cmanoapmuzayuu — International Standard Organization
(1ISO), Meorcoynapoonwiii  menexommynuxayuonnvix coroz — International
Telecommunications Unit (ITU) u psn apyrux) paspabortand MOCIb CETEBOTO
B3aMMOJICUCTBUS, HA3BAHHYIO MOOENbI0 83AUMOOCUCMBUSL OMKPLIMbIX CUCTNEM
(Open System Interconnect — OSI). B sToii Moaenu Bce 3a1auyu CETEBOIO B3au-
MOJIEHCTBUSL CUCTEM CTPYIIIUPOBAHbI HA CEMHU YPOBHSX U OMPEENICHO (QYyHKIH-
OHAJILHOE B3aMMOJICHCTBUE COCEIHMX ypoBHeW mepapxuu. Ha puc. Al npuse-
JICHBI HA3BaHMS YPOBHEW M CXeMa MX B3auMOAeHcTBHs. KiFoueBEIM MOMEHTOM
MOJIeTIM TIpH TIepeaayue JaHHBIX SBISETCS JOOABJICHUE 3ar0JIOBKA CO CITyKEOHOMH
uHpopMalmeit Kk OJIOKY JAaHHBIX, MOCTYMHUBIIEMY OT BBIIIEIICKAIIETO YPOBHS
(MM OT TIPHUITIOKEHUS, OTIPABIISAIONIETO AT JAHHBIE), U Tiepeada MmoIydeHHOTO
OJI0Ka TaHHBIX C 3ar0JIOBKOM TEKYIIETO YPOBHS HUXKelexalmieMy ypoBHio. [Ipu
3TOM CTPYKTYPBI JaHHBIX BBIIICICKAIINX YPOBHEH sxiadvisaromes (unkancynu-
pyromcs) B TIOJISL TAHHBIX CTPYKTYp TeKymux ypoBHeH. [lockonbky 0510Ku naH-
HBIX Pa3JIMYHBIX YPOBHEH HA3bIBAIOT MO-pa3HOMY (MaKeThl, KaJpbl, CETMEHTHI,
COOOIIEHUS U JIp.), YAOOHBIM SIBJIIETCS BBEJCHHUE ISl HUX OOIIEro Ha3BaHMS —
npomoxoavhuiil 610k danuwix (Protocol Data Unit — PDU). [Tpu nony4yenun
uHbOpMaIMU MPOUCXOTUT Nepenada noinydeHubsix PDU cHu3y BBepx, mpu 3TOM
TEeKyIIUA YpOBEHb aHANM3UPYET HMH(POPMALMIO B COOTBETCTBYIOLIEM ATOMY
YPOBHIO 3arojIOBKE, MOCJIE YeT0 OTOPAChIBAE€T 3aroJiOBOK, oOpabaThiBaeT OJI0K
JAaHHBIX B COOTBETCTBUU C MOJYYEHHOU CIy)eOHON MHpOpMaIie u nepenaér
00pa0oTaHHBII OJOK BBILIENEKAIIEMY YPOBHIO JI aHAJIOTHYHON 00paboTKH.
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[Ipu 3TOM MPOUCXOIUT u3eieueHue (Oexancynsyus) OJOKOB JaHHBIX BBIIIEIIC-
)ammx ypoBHer ¢ PDU tekyiiero ypoBHs. BepxHuil ypOBEHb MOCIE JIEKaIICy-
JSLUU TI0JIy4YaeT JaHHbIE, MEepEelaHHbIe OTIIPAaBUTEIIEM, KOTOPBIE OH IEPENAET
CETEBOMY IPUJIOKEHUIO IOJIyYaTelIs.

Mopgenb oTKpbITbIX cuctem ISO

(Open System Interconnect)

KomnbioTep 1 KomnbioTep 2

MpuknagHou ypoBeHb

NpoTOoKONbLI

OBEHb NpeAcTaBneHns

uHTepdgechl

n i CeaHCOBbIN YPOBEHb
<

[ [+ Je—epmmopmest ,[(TiT. ]
ypPOBeHb

|
i YPOBEHb

- [ ~ EW
®Dusnyeckun

POBEHb e —

[ 18 - [ I

nepegada no cetu
Get /science.htm
HTTPAA... cooBLeHVst

00 d0 b7 69 93 17 00 00 cd 01
39580800450005¢c4 ... f1gkcol
l @ curHans!

KaHal'leblﬂ

YypOBeHb

Puc. Al. Monens B3auMoeicTBust OTKPBITBIX cucteM [SO/OSI

HaGop npaBus, onpeaensonmx B3auMoIeHCTBHE OJMHAKOBBIX YPOBHEH Ha
CTOPOHE OTIIPABUTEIIA U NOJIyYaTeNsl, HA3bIBACTCA KOMMYHUKAYUOHHBIM NPOMO-
kosnom. ITpOoTOKOMBI MpEeayCMaTPUBAIOT ONpPeIeNeHHBIN (opMar 3arojioBKa IJis
PDU Tekymiero ypoBHs U nepegaBaeMylo B HEM CIIyeOHYI0 nH(opmaiuio, J10-
nyctumblid pazmep PDU, tunsl npeoOpa3zoBaHuii HaJl JaHHBIMU, BBITIOJIHSEMbIE
Ha 3TOM YpPOBHE, U aJTOPUTMBI Takux mIpeoOpazoBaHuil. Kpome mpoTokosos,
JUUIS YPOBHEH OMpeNestoTcs HHTep(deichl B3aUMOJICHCTBUS C COCETHUMH YPOB-
HSIMU, TIPEJICTABIISAIOIME OO0 HAOOPHI MPABMII B3aUMOJICUCTBUS IMOCPEACTBOM
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oOMeHa cOOOIEeHNsIMH CTaHIAPTU3UPOBaHHBIX (hopmaTtos. [1o cytu, unmepdgetic
— 3TO HabOp CEPBUCOB, MPEIOCTABISEMBIX JaHHBIM YPOBHEM COCETHUM YpPOB-
HsaM. B wacTtHOCTH, MHTEpdelic onpenenseT cnocod nmepenadyn 0J0Ka JaHHBIX H
ciy>ke0HOM mHpOpMaluu, HarpuMep ajapeca noiydatens. Cmexk npomokonios —
CTaHJIaPTH30BaHHBIN HAOOP MPOTOKOJIOB Pa3HBIX YPOBHEH, OPraHU3YIOIINX B3a-
UMOJICHCTBUE KOMITBIOTEPOB B ceTH. ClelyeT OTMETUTh, YTO MPOTOKOJIBI HUXK-
HUX YPOBHEH Y4acTO peasin3yIOTCs B CETEBBIX amapaTHBIX CPEJICTBAX, B TO Bpe-
Msl Kak TMPOTOKOJBI BEPXHHUX YPOBHEW OOBIYHO MPEICTaBISAIOT COOOW Tpo-
rpaMMHOE 0OecIieueHHE.

Xapaxkrepucruka ypoBHei moaesn OSI

Qusuueckuii yposenv (Physical Layer) — obecrnieunBaeT mnepenady OMTOB
OJIOKOB JTaHHBIX IO pu3UUecKol nepenatomieii cpeae. K ero 3agauam oTHOCSTCS:
MOJIyJINPOBaHHE OWTOBOTO TOTOKA C IEIBIO MOJyYCHUs ONTHUMAIIBHON AJIS I1e-
pemadu MoCIe0BaTEIbHOCTH UMITYJILCHBIX CHTHAJIOB, MPOBEpPKA IEIOCTHOCTH
JVHUHA CBSI3H, (OPMUPOBAHHWE HUMITYJIBCOB C COOTBETCTBYIONIUMH TPOTOKOIY
bu3HIeCKOT0 YpOBHSI XapakTepuctukamu u 1p. Ha ¢usmdeckom ypoBHe ompe-
JSNSIOTCS] TPeOOBaHMsI K KaOCIBHBIM CHCTEMaM W YacTOTHI TIEpejaui CHUTHAJIOB,
IIpaBHJia MOHTaXa KOHHEKTOPOB, THUITBI KOHHEKTOPOB | T.]I.

[Tpumepamu pPOTOKOJIOB (hHU3HUECKOTO YpoBHs sBisroTCs: EIA-RS-232 —
OTIPE/IETISICT XapaKTePUCTUKN CUTHAJIOB W KoHHeKTOpoB COM-mopToB, creru-
¢ukarmus 100 Base-TX — onpenensieT aHaJOTUYHbIE XapaKTEPUCTUKU JJIsI pea-
nau3aruu Fast Ethernet Ha BuToit mape u ap.

Kananouwui yposenw (Data Link Control — DLC). OcHoBHBIC 3a1aun Ka-
HAJIBHOTO YPOBHSI: a) MPOBEpPKa JOCTYITHOCTH IEepeaaroIell cpepl; 0) peannsa-
ISl MEXaHU3MOB OIPEICIICHUS U KOPPEKIIMK OMKMOOK; B) peau3alus agpeca-
IIUU CETEBBIX MHTEpPeiicoB. [IpuMepbl MeXaHU3MOB KOHTPOJISI OIIMOOK Iepe/ia-
4y a) OUTHl YETHOCTH; O) KOHTPOJIbHBIE CYMMBI (JIOMOJIHEHHE CYMMbI OATOB
(wmm ByXOaWTOBBIX CJIOB) JO €IWHUIBI WJIM KOHTPOJIBHBIE CYMMBI, TOJTYYCH-
HbIE C UCIOJb30BaHUEeM MUKINYeCKHX M30bITOUHBIX KoAoB CRC). IlonynsapHbie
POTOKOJIBI KaHambHOTO YpoBHs: Ethernet, Token Ring, Frame Relay.

Cemesoti yposenv (Network Layer). OcHOBHBIC 3a/laul CETEBOI'O YPOBHS:
a) agpecarnus ceTe U pabouMx CTaHIMi; 0) mepeayda MakeToB JaHHBIX U3 CETH
B CETh C BBIOOPOM ONTHMAJIBHOIO MapIipyTa K HojydaTesno (MapuipyTH3aIus);
B) npeoOpa3oBaHKe MAKETOB JaHHBIX K (hOpMaTy, ONPeaeICHHOMY MPOTOKOJIOM
KaHaJbHOTO YPOBHS CETH, B KOTOPYIO OHHU IMOCTYIAIOT. THIBI IPOTOKOJIOB CETe-
BOTO YPOBHS. a) MPOTOKOJIbI Tepeaadu JaHHBIX MapIIpyTH3aTopaM U MEKITY
HUMH; 0) TPOTOKOJIBI OOMEHa MapuIpyTHON MHGOPMAIIHEH; B) TPOTOKOJIBI, CBSI-
3BIBAIOIIUE aJpeca KaHAILHOTO M CETEBOTO YpoBHEH. [lomysipHbIE MPOTOKOJIBI
cereBoro ypoBHs: 1-ro tuma — mpotokon Murepnera (Internet Protocol — IP),
IPOTOKOJ MexcereBoro oomena makeramu (Internetwork Packet eXchange —
IPX); 2-ro tuna — nmporokon mapmpytHoii nHpopmarmu (Routing Information
Protocol — RIP), nmporokon "kpartuaiimuii myts nepseiM '(Open Shortest Path
First — OSPF); 3 tuna — npotokon onpexaenenus aapeca (Address Resolution
Protocol — ARP).
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Tpancnopmnoiii yposenv (Transport Layer). OcHoBHbIC 3ajadd TpaHC-
MIOPTHOT'O YPOBHSI: a) 00CECIICUeHHE OJJHOBPEMEHHOMW Tepeiay OTIPABUTEIEM H
HOJYYCHHUS MOJTydaTesIeM HECKOIBKMX MOTOKOB JTJaHHBIX (KaK pa3jM4YHbIX THIIOB,
TaK M OJJMHAKOBOTO THIA); 0) oOecrieueHnue HAJACKHON Mepeaadn TaHHbIX. [lep-
Bas 3a/aya peanu3yercs Mo0aBICHHEM Ha 3TOM YPOBHE TaKOW aJpecHOW WH-
dbopMmaruu, Kak OPTHI, a BTOpasi — MCIOIH30BAaHUEM DPA3IUYHBIX MEXaHH3MOB
oOecrieueHusT HAJICKHOCTH TIEpeIayud, BKIIOYAs MPEABAPUTEILHYIO YCTaHOBKY
JIOTUYECKOTO COCIMHEHMSI, KOHTPOJIh IEJIOCTHOCTH IMAKETOB C IOMOIIBIO KOH-
TPOJBHBIX CYyMM, HyMEpAIIHIO MMaKeTOB M BHICBUIKY TOJATBEPKICHUS TOCTABKH U
np. [lomymnsipHBIE TPOTOKOJBI TPAHCIIOPTHOTO YPOBHS: MPOTOKOJI YIPABICHUS
nepeaaueit (Transmission Control Protocol — TCP), mpoTokos mojib30BaTeib-
ckux neitarpamm (User Datagram Protocol — UDP), npoTokosi oOMeHa mociie-
noBarenbHOCTIMHU TakeToB (Sequenced Packet eXchange — SPX).

Ceancosvlil yposenwv (Session Layer). OcHOBHBIE 3a7aud YPOBHS: a) Ormpe-
NeJICHUE aKTUBHOW B JAHHBI MOMEHT CTOPOHBI (3TO MPEIOTBPAIIAET MOMBITKH
BEITIOJTHCHUS B OJIMH U TOT K€ MOMEHT BPEMEHH OJHOU W TOU XKe OTepaIuu cep-
BEPOM U KJIUCHTOM); 0) CHHXPOHHM3AIMs COCAMHCHUS C BO3MOXKHOCTBIO YyCTa-
HOBKH KOHTPOJIBHBIX METOK B CEaHCE. DTO MO3BOJISIET BOCCTAHOBUTH CEaHC C T10-
CJIEIHEN KOHTPOJBHOM METKM IIPH IoTepe coeauHenus. [Ipumepamu mpoToko-
JIOB CEaHCOBOTO YPOBHS SBIJISIFOTCS MPOTOKOJ BbI30BA YAAIEHHBIX MPOIEAYP
(Remote Procedure Call — RPC) u NetBIOS.

Vpoesenv npeocmasnenus oannwix (Presentation Layer). OcHoBHbIE 3a1a4H:
a) obOecrniedueHue mMpeoOpa3oBaHusl TaHHBIX B HEKOTOPBIA oOmmid GopMaT mpe-
craBnenus naHHbX (Hanpumep, ASCII wmum Unicode) u Hao6opoT; 6) mmdpoa-
Hue/nemudpoBaHue TaHHBIX I 00C€CIICUCHUS CEKPETHOCTH mepenayu (mpume-
POM MOJKET CIYXKUTh MPoToKoy Secure Socket Layer — SSL, obecnieunBarommii
CEKPETHOCTh Mepeaaduu JaHHbIX ¢ UCTOap30BanueM creka TCP/IP).

Ipuxnaonou yposens (Application Layer). 3agada npukiagHOro YpoBHs —
MPEIOCTABIIATh TIOJB30BATEILCKUM TMPUIIOKEHUSM CETEBBIE TPOTOKOJBI |
CIIy’)kObl YpOBHS JJIA oOecrieueHus Tepeaadd MaHHbIX Mo ceTh. CyIiecTByer
OOJBIIIOE KOJMYECTBO MPOTOKOJIOB MPUKIATIHOTO ypoBHA. [Ipumepsl mpoToKo-
JIOB TPHKJIATHOTO YPOBHS. MPOTOKOJ TMepechuiku rumneprekcra (HyperText
Transfer Protocol — HTTP), mporokon nepecwsiiku ¢aitios (File Transfer
Protocol — FTP), Telnet, mpocToii nmporokosa nepecsiiku moutsl (Simple Mail
Transfer Protocol — SMTP) u ap.

HawnGosee monyasspHbIM CTEKOM KOMMYHHUKAITMOHHBIX TTPOTOKOJIOB OJlaro-
napst pacrnpoctpanHenuio MurtepHera ctan ctek TCP/IP. DToT crek sBisercs
poxubiM Jutst onepannoHHbIX cucteM UNIX u Linux, B Hactosinee Bpemsi OH
TaK)Ke SIBJISIETCS OCHOBHBIM cTekoM jiisi cucteM Windows. TlpuMepamu apyrux
CTEKOB KOMMYHHKAIIMOHHBIX ITPOTOKOJIOB MOXKHO Ha3BaTh ctek IPX/SPX, pas-
padotannsiii pupmoii Novell u crek NetBIOS/SMB, pa3paboraHHblii COBMECT-
HO IBM u Microsoft. Crieqyer oTMETHTB, UYTO CTEKH KOMMYHHUKAITMOHHBIX TTPO-
TOKOJIOB OOBIYHO BKJIIOYAOT He Bce ypoBHU Moxaenu OSI (3awactyio OTCyT-
CTBYIOT CEaHCOBBIN YPOBEHb M YPOBEHB MIPEICTABICHHS JTAHHBIX).
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